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EXECUTIVE SUMMARY

Billions or trillions of devices are in daily use without any consideration for cybersecurity
even in critical applications, for example, in energy, infrastructure, healthcare. Can we add one
or more hardware elements to devices in the post-market phase to endow a threat-proportionate
dose of cybersecurity to uphold the basic tenets of availability, integrity, and confidentiality?

To deliver the value-added function, a symbiotic interaction between existing/embedded
microprocessor/electronics (pre-market device design) and an externally (post-market delayed
differentiation) added hardware (IC, SoC) is necessary, either directly or virtually.

The externally added hardware may be as simple as inserting the form factor of a flash
drive in an USB-type port on the device to confer/deliver some form of hardware root-of-trust
(HRoT). The externally introduced hardware may use TPM (trusted platform module) tools
including TPM APIs to manage/control/supervise the internal microprocessor in the device.

Can HRoT, TPM, TEE, etc. help to protect/secure execution of commands/algorithm
after authentication/verification/authorization? Can TPM use dynamic cryptographic keys and
cascading non-deterministic random number generators (RNG) and other features to "vaccinate"
the device? Can this protocol induce the device to acquire a layer of "immunity" from intruders?

Can this cybersecurity concept/abstraction serve as a generic "pill” (or a cocktail of pills
and/or vaccines) for device-agnostic cybersecurity? Device-agnostic cybersecurity as a platform
may be applicable in several verticals, for example, photovoltaic cells (distributed energy),
medical devices (ventilators, plethysmograph), mobile edge devices (internet of things [IoT] is a
design metaphor for devices, cyberphysical systems, mobile edge objects). Modular and/or
reconfigurable device agnosticism enhances agile adaptability for niche applications, e.g.,alarms,
which are in smoke detectors, vehicles, buildings and medical devices in hospitals and homes.

START —

CYBERSECURITY LIVE

STOP —

Hibernate (asleep but awake)

Pre-installed Device Microprocessor

Figure 0: Cartoon of “on-off” state machine to illustrate the device-agnostic suggestion to
“vaccinate” devices as an “immunization” step to protect from cybersecurity risks/threats.
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ABSTRACT

Integrating ad hoc objects/devices/things in a geospatially networked system introduces
risks by violating trust boundaries. Poor attention to cybersecurity by design and complexity of
standards influence device manufacturing in many sectors (energy, infrastructure, healthcare,
transportation). Pre-market and post-market gaps in cybersecurity amplify vulnerabilities and
potential for attacks.

The cybersecurity approach to mitigating risks when dealing with connected devices
(internet of things) or adding things/objects to systems use sophisticated models with high
precision (ATT&CK) as a guide to track and analyze characteristics of cyber intrusions.

This proposal is unfocused in its specificity. It advocates cybersecurity approaches as
undifferentiated supplements. The biomedical metaphor of acquired immunity is simply a
hand-waving generalization in this context. It is biologically inaccurate in terms of science.
However, these words are a part of the common vernacular and conveys a sense of protection.
Hence, the stretch to use these terms with respect to cybersecurity.

If any strand of this idea is successful, perhaps after modification by experts, it may
mitigate risks from invasion and/or intrusion by external agents. The poor metaphor of
immunity may help spring new ideas and convergence with other tools of cybersecurity in the
context of medical devices (eg: ventilators). Ideally, a device-agnostic platform approach
(universal vaccine, another poor metaphor) is preferred. Implementation of this tool will be
measured in terms of quantifiable reduction of cybersecurity risks when ad hoc (1oT-type)
devices are connected to systems in any vertical (energy, infrastructure, health).

A proof-of-concept using biomedical devices, such as life-support ventilators/respirators,
may generate significant impact if the key performance indicator is the analysis of mortality and
morbidity rates (instances where life-support devices were essential). The testbed for protection
of infrastructure proof-of-concept may use photovoltaics (distributed energy resources) with bi-
directional control features over the open internet (IoT-type devices) to optimize efficiency of
micro-grids.
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BACKGROUND

The spread of ransomware in healthcare' and hospitals? appears to be keeping pace® with
the pandemic and the increasing epidemic* of cyberattacks, in general. Response from various
agencies’ indicate® that models’ are necessary® but thinking outside conventional® culture'® may
also help since our lives'! are rapidly and inextricably linked with the networked physical
world!? system!?. The latter is an example of ubiquitous'* computing which may include
trillions of devices'® manufactured by millions of companies, with geographically dispersed
global supply chains which vary significantly in their competencies. It may be difficult for
regulatory agencies'¢ to provide oversight!” for these devices which may connect to and
communicate with the open internet using the principles of internet of things (IoT) as a digital-
by-design metaphor.

Systems integration of devices, including loT-type cyberphysical systems (CPS), often
adds value to systems performance. Cybersecurity risks'® after systems integration must be re-
evaluated'” and mitigation strategies updated if post-market systems integration violates the
trust boundaries created during pre-market system design. Cybersecurity risks/threats introduced
into systems due to integrating external devices may be dynamic, cryptic or volatile. Examples
include sensors?’ in vehicles?!, digital diagnostics??, medical devices®*, control-valve actuators
in power plants?* and photovoltaics in distributed energy resource optimization (micro-grids).

Cybersecurity by design, in general, is an aspirational goal due to lack of good security
abstractions® as a guide. For device manufacturers the incorporation of cybersecurity is neither
a core competency nor a business priority. Supply chain network planners relegate procurement
functions to OEMs (original equipment manufacturers) mostly located in low-cost geographies
who are less aware, ill-equipped and resource constrained even to consider cybersecurity in their
design. Trillions of sub-systems, sub-components or spare parts are percolating globally without
any form of cybersecurity or cybersecurity awareness.

Most businesses lack transparency, visibility and accountability with respect to supply
chain assurance from their network of supply chain partners (Sarbanes-Oxley Act?® of 2002).
These actors source goods and services from sub-layers of the value network but businesses may
be unaware of cryptology-based markers for supply-chain assurance. Hence, cybersecurity by
design may be a delusional expectation for products with multi-tier supply chains extending into
small and medium enterprises. The elusive quest to “build secure” during the pre-market phase
may be worthy in principle but may remain an illusion for cybersecurity protagonists who may
be irrationally optimistic about the global diffusion of cybersecurity, in practice.

Guidance for manufacturers®’ promotes the “build secure” adage but the glacial pace of
change reflects how manufacturers may view or resist cybersecurity unless mandated, regulated,
enforced or incentivized to better optimize specific outcomes, for example, end-point securitys.
Risks due to gaps?® between principles (guidance) and practice (implementation at point of use)
in mission critical operations (energy, power grid, infrastructure, hospitals, healthcare) could be
fatal. Lack of cybersecurity may increase the risk of mortality and morbidity in healthcare®,
hospitals, telemedicine®! for war fighters and medical devices for home health monitoring.

Programs to mitigate cybersecurity risks due to vulnerabilities arising from systems
integration of devices may become an unsurmountable and unmanageable problem of gigantic
proportions if a device-specific*? approach was the only modus operandi. The lack of a panacea
solution needs no over-emphasis.
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This suggestion explores device-agnostic cybersecurity platform(s) with modular
components and proof-of-concept (PoC) testbeds. Agility in variant configuration due to
modularity may offer late-stage service level differentiation which may be catalytic for
commercialization. Industrial adoption rates will vary widely depending on the level of acuity,
granularity and maturity of different verticals. Due to heterogeneity of devices in different
industries, market segmentation and domain-specific delayed differentiation may be necessary to
accelerate adoption. Modularity by design will facilitate concurrent engineering to enable “mix
and match” combinations of elements, structure and functions to create a branched decision tree
of service level options. Modularity will also enable dynamic re-configuration if end-users
choose to adapt versions of the product closer to the edge (for example, applications deploying
IoT-type devices to meet or scale agile on-demand customer preferences).

One example of edge-dependent dynamic variant reconfiguration is the apt incorporation
of digital twins>* as a “mirage” for applications running Shadow Figment** where intruders are
tracked™ via honeypots*¢ using a “digital shadow” (fake digital duplicate / digital twin) of the
actual operation (which stays protected/secured). Digital twins can change depending on the
application running the honey pot-esque project’’ “Shadow Figment” created by PNNL3,

A platform approach includes the potential for dynamic aggregation and disaggregation
of components and services if units are application-adaptive and multi-standard compliant. The
modularity of design in device-agnostic cybersecurity is key to optimizing this “mix/match”
versioning-on-demand. The accepted caveat in this hypothetical device-agnostic platform
approach for a vast landscape (billions/trillions of devices) are the gaps of knowledge inherent in
any experiment which attempts to create a new paradigm in a complex and competitive domain.

An optimistic outcome of this platform approach is to innovate complementary products
(“pill”* or “universal”* or “pan vaccine’*") to endow devices with some level of “immunity”
from cyber threats and risks irrespective of its pre-market status. The combination of these
products may result in a convergence of hardware and software executing Agent-driven tasks*?
or something new or unknown or unanticipated. It is not expected to be easy™®.

The pillars of this hypothetical concept must be founded on scientific rationale, core
engineering principles and rigorous metrics (measurements) to inform and re-inform design
cycles to re-engineer or re-titrate key performance indicators (KPI). The preferred KPI
(acceptable range of values, target metrics) may be established a priori and then work
backwards to achieve that “target” in a retrosynthetic** approach, a principle borrowed from
chemistry. This research accomplishment may provide one or more sets of criteria which may
deliver the desired target of threat-proportionate level of device cybersecurity.

Insights from 1945% partially captured the concept of ubiquitous*® computing in the
1990s. Progress*’ over a century has created computing which can sense, predict, plan, process
data, execute complex applications and continuously compute across distributed systems for
performance optimization, load-balancing, fault tolerance as well as a myriad of other functions
but not without problems*®. From the IC (integrated circuits) to the ICU (intensive care units)
computing today is an inordinately complex orchestration of CPUs (central processing unit),
GPUs (graphics processing unit) and NPUs (neural processing unit). Cybersecurity for devices
on land (mobile edge devices) communicating with data centers under the sea* or cloud
computing on MARS via the interplanetary internet>® (interplanetary internet of things) must
expect the unexpected. If the questions are correct, actionable, and down to earth, it may
generate trustworthy data to inform our knowledge and advance the science of cybersecurity.
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OBJECTIVES AND GOALS
The central thrust of this hypothetical idea is to develop device-agnostic cybersecurity
tool/platform to deliver cybersecurity features to a broad spectrum of devices (induction of
immunity through administration of vaccines as a biomedical metaphor for cybersecurity).
The objectives may include:
1. Demonstrate device “vaccination” as a pragmatic tool to confer immunity from intruders.
2. Demonstrate “vaccination” as a device-agnostic tool useful for general cybersecurity.
3. Challenge configured devices and analyze outcome with respect to uninterrupted
availability, maintenance of integrity and inviolable confidentiality (AIC).
4. Evaluate security characteristics (e.g. degree of assurance) provided by “vaccination”
5. Quantify post-vaccination device capability with respect to deter, protect, detect, respond®!
6. Develop proof of concept using one or more unsecured devices as templates to deliver
components identified in a bill of materials (BOM?>?) including hardware, software, etc.
After attempting the exploratory objectives, evaluate if device cybersecurity can address the
following (general) goals and/or if we can bridge one or more knowledge gaps and/or usher new
understanding relevant to advancing the science and technology of cybersecurity:
Authentication of users, devices, systems during ad hoc integration/disintegration
Change/restore system trust boundary with respect to IoT-type devices / on-demand services
Access control efficiency / role-based access / privilege de-escalation or reduction
Encryption/decryption of data (local DB, transmission, in-network processing, tamper-proof)
Pervasive use of cryptographic keys for endpoint security control
Simulate different decision-support scenarios with respect to threat models, including
attacker/defender strategies in CPS/IoT environments (edge, fog, cloud computing)
The following are aspirational / long term goals (not immediately germane to the PoC):
1. Develop methodologies and standards to support seamless, end-to-end security across
interconnected networks of devices with multiple owners, trust domains, topologies,
networking (wired, wireless, cellular, LTE, 5G, ultrawideband, mesh networks)

SRR e

2. Develop new paradigms for effective and efficient risk management
3. Develop novel (effective and efficient) methods to deter/counter malicious cyber activities
4. Develop integrated safety-security-privacy framework in the context of systems integration
5. Develop frameworks compliant with architectures? (TOGAF?>3*? DoDAF>*? MoDAF>°?)
6. Reverse-engineering resistant tools for management of software systems (model-based, data-
informed, self-actuating “sense-&-respond” Agents for performance>® optimization).
Availability | Integrity | Confidentiality | Description
v v v Endpoint Physical Security
v Establish Roots of Trust
4 4 v Endpoint Identity
v v v Endpoint Access Control
v Endpoint Integrity Protection
v v v Data Protection
v v v Endpoint Monitoring & Analysis
v v v Endpoint Configuration & Management
v v Cryptography Techniques for Endpoints
v v v Isolation Techniques for Endpoints

Table 0: Cybersecurity Objectives for Endpoint Security: essential framework®’ for devices®.
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RESEARCH AND DEVELOPMENT
Can we add one or more elements to a device to deliver a threat-proportionate dose of

cybersecurity? Functional integration between the existing microprocessor/electronics and an
externally added element (IC/SoC) is essential for the success of this exploration/experiment.

The central suggestion is to introduce an external piece of hardware (for example, in the
form factor of a flash drive) to supervise/control the existing device processor (hardware) by
establishing a hardware root-of-trust (HRoT) as a form of a security gateway>’ to deliver
cybersecurity to elements it may control, in the device, thereafter. Software defined hardware®
tools may be useful for control or reconfiguration. The limited number of instructions, logic
layers and algorithms in devices (generally) may not need ASIC (application specific integrated
circuits) level performance and suffice with FPGA (field programmable gate array) level
outcomes even if they perform poorly compared®! to ASICs but FPGAs offer algorithm agility.

The installed pre-market device microprocessor and operating systems may limit the
choices and/or functionalities which can be modified. The latter will influence the type or degree
of cybersecurity which may be delivered to the device in the post-market phase. Modularity,
adaptability and scalability of this research approach will determine the efficiency, efficacy and
feasibility of the cybersecurity “vaccination” strategy or if the biomedical metaphors are in vain.

The device-agnostic platform approach to device cybersecurity proposes an initial focus
on a few but different domain-specific device types for PoC testbeds. An example is a ventilator,
a medical device used in intensive care units (surgical SICU or neonatal NICU), emergency
rooms as well as for home health®?. Microprocessor (IC) controlled mechanical ventilators®
have rudimentary computational needs. These devices have a limited set of functions regulated
by handful of variables (Tables 1 & 2) with pre-loaded instruction sets (algorithms). Medical
professionals may change parameters based on resource patient-centric variables.

Ventilators, like most devices, are potentially at risk from malicious events (unauthorized
users/intruders). Vulnerabilities in design may become fatal without cybersecurity provisions
because ventilators are not only a device for data acquisition but also a device that performs
semi-autonomous or autonomous data-informed actuation in cases of acute respiratory care to
maintain breathing functions. Monitoring the amount of oxygen (fraction of inspired oxygen,
Fi%) delivered to the patient (FiO2) is a critical data® element which must be secured to avoid
hyperoxia or hypoxia. There is a glut of ventilator designs from engineers®® and enthusiasts®’ in
response to the pandemic in affluent nations®® as well as low-cost ventilators® for resource-
limited” settings. Cybersecurity by design does not appear to be a part of this response.

Malicious tampering with ventilators may induce oxygen toxicity’' or oxygen
poisoning’? leading to cessation of breathing (respiratory arrest/failure). Hypoxemia,
hypercapnia and hypoxia may result in brain injury’® within 3-4 minutes. Severe brain damage
and/or coma may lead to brain death” and clinical death. Cybersecurity of acute care medical
devices is a life and death matter, in a span of a few minutes. However, after cessation of
breathing the case/patient-centric time to death varies’> widely.

Shoumen Datta = shoumen@mit.edu = sdatta8@mgh.harvard.edu = https://dspace.mit.edu/handle/1721.1/140303



mailto:shoumen@mit.edu
mailto:sdatta8@mgh.harvard.edu
https://dspace.mit.edu/handle/1721.1/140303

Can Devices Acquire Immunity? Paradoxical State Machines as Paradigms for Cybersecurity?

SCIENCE AND RATIONALE

The question is whether an externally introduced co-processor (IC, SoC, microsystem)
can act as a security gateway to deliver cybersecurity features and functions. For decades, co-
processors have been used to execute tasks distinct from the central core processor’® but in this
case cybersecurity involves securing the activity of the microprocessor already in the device.
Can a co-processor function in a cis-trans configuration at the hardware level to endow the
factory installed processor (behind the “gateway”) to acquire cybersecurity features from the
add-on co-processor? Can the “master-slave” paradigm enslave the installed device processor to
commands from the “master” co-processor? Can the external hardware/microprocessor securely
communicate with the installed microprocessor? Does this symbiotic exchange reveal/create
new cybersecurity vulnerabilities? Can the external element (form factor of a flash drive inserted
in a USB port) supervise functions from the manufacturers device microprocessor in order to
uphold the basic tenets of cybersecurity and assure device performance as intended (for
example, performing the task of a trustworthy ventilator)?

If co-processors (or other hardware/software combinations) can assume control of the
device microprocessor, can it also provide a shared hardware root-of-trust? The suggestion is to
create (induce?) a hardware root-of-trust (HRoT) in the device, using a TPM chip (trusted
platform module with embedded key) as a part of this external element. Keys and certificates
generated and stored on the TPM may secure device health (boot code, authorizations), maintain
integrity, availability and confidentiality of device data.

A combinatorial mix of dynamic cryptographic keys using non-deterministic random
number generators (the RNG process may be off-loaded to microcontrollers to reduce processor
overload) may be used as primers to seed cryptographic operations (authorizations, trusted
boot). This “seeding” function to initiate authorization may be made even more dynamic (fluid)
by using ndRNG strings and a TPM-embedded algorithm to further select a sub- or super-string
from stored ndRNGs by combining/selecting/mixing string-related elements from TPM
memory. For example, combine current and past ndRNG strings [5%, 7 and 12] to create a
superstring but choose every 3™ number to form a new string (with embedded cryptoperiod) as
the new crypto key to seed authorization. TPM may transmit (IP security?) encrypted variations
of an alphanumeric sequence based on some combination of that just-created dynamic key
(short half-life per cryptoperiod) to an authorization app on a chip display card and smartphone.
Authorized users must synchronize (key exchange protocol?) the chip display and designated
smartphone (encrypted mobile device) using KHA’’ (know, have, are) authentication scheme to
begin the multi-factor authorization (MFA) to permit (authorize) synchronization using
encrypted near-field communication (NFC). APIs (part of the software bill of materials’®)
associated with the external tool for TPM management may be used for this purpose.

Hence, TPM APIs may enable authorized medical professionals or trusted end-users to
approve/disapprove state changes by providing additional authorized confirmations (using off-
the-shelf cocktail of secure and searchable crypto-seeding algorithms’) during the boot/re-boot
process to maintain device integrity. In hospitals, this process can be executed by professionals
who are in proximity of the device but home health users may request remote changes to the
device (ventilator) depending on the physiological status of the patient.
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This introduces cybersecurity issues for remotely monitored devices. Such devices
require additional stringency with respect to endpoint identity®’, device user identification and
IP security. Using IP-based identification®! with security and routing® controls are necessary for
trust in asset management, authentication, authorization, and remote maintenance/activities.

Traditionally, one or more passwords may be used to authenticate the patient receiving
services at home and the medical professional authorized to deliver/delivering the services. In an
open networking environment, beyond firewalls, a tool such as MIT-Kerberos®® authentication®*
server uses a coded format of passwords which are compared to a time-stamped code string but
the actual passwords are never sent across open networks. After authentication is complete only
then traditional IP transport layer security (TLS®) is established.

Oher hardware® security modules (HSM) in addition to or in combination with TPM, for
example, Trusted Execution Environment®” (TEE), may boost the vaccination for cybersecurity.
Assuming that the device processors are resource constrained, can we run hypervisor®® based
security monitoring®® software directly on the hardware if the externally introduced co-processor
delivers more processing power? In this context virtual machine hosted processes are possible
with hosted hypervisors which can be installed on the co-processor before it is inserted in the
device. Software-based”® TEE®! could run on a hypervisor. Hypervisor-based security and/or
virtualized instance for security can run honeypots with digital twins, eg, Shadow Figment.

The modularity (TPM, TEE, hypervisors, etc. may be viewed as modules) and portability
(virtualization®?) of the ‘vaccination’ method must be compatible between tools and devices
with respect to software/hardware architecture, networks, operating systems and access to data
ports (for securing data and distributed data management). HRoT with hardware-protected
crypto keys are difficult to forge and preferred as a foundation for device-agnostic “vaccine”
strategy. However, offshore hardware supply chains carries risk, such as, hardware Trojans or
backdoors for data/information exfiltration.

The rationale for advocating device-agnostic cybersecurity “vaccine” strategy is based on
a systems perspective. From 50,000 feet® the cartoon of connections of a microgrid®* resembles
the connectivity pattern of post-surgical PCA (patient-controlled analgesia®®). Most devices are
sensing or collecting (loggers) or transmitting or using data analytics in data- or information-
informed semi-autonomous actuation. External commands and data fusion may also catalyze
and commence auto-actuation. From a systems perspective, the connectivity view of the forward
supply chain of Procter & Gamble’s (Cincinnati, OH) consumer retail goods (Tide detergent) is
similar at the cartoon level to the backward supply chain (reverse logistics) for DoD’s (US Army
Materiel Command®® and Defense Logistics Agency) repair process for Sikorsky Black Hawk
helicopters at Corpus Christi, TX (co-located with DoD’s NAVFAC southeast). With greater
diffusion of analytics, these connected pathways and networks may need new nodes (devices) to
collect/monitor data for decision support systems (DSS). Several types of devices may be
included in these systems to sense (S) the environment (E) and use the data from these percepts
(P) to actuate (A) processes. Devices added to green-field and brown-field systems may benefit
from PEAS data to optimize system performance. Hence, device cybersecurity is synonymous
with data integrity, confidentiality and availability. Device-agnostic cybersecurity “vaccine”
strategy offers a plug-n-play cybersecurity platform wherever applicable, whenever needed.
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Figure 1: Cartoon of microgrid (ref. 94) and PCA (ref. 95). Both are device-dependent and data

interoperability®’ is essential. Application of PEAS®® paradigm (PEAS is a mnemonic from
agent-based systems) may depend on data interoperability to improve systems performance

through convergence of data and analytics from percepts (P), environment (E), actuators (A),

and sensors (S). PEAS combined with OODA® and data fusion'® tools may improve our

understanding with respect to relational semantics between data, information, and knowledge in

the context of the DIKW ! pyramid. Data security may depend on device cybersecurity.

Shoumen Datta = shoumen@mit.edu = sdatta8@mgh.harvard.edu = https://dspace.mit.edu/handle/1721.1/140303



mailto:shoumen@mit.edu
mailto:sdatta8@mgh.harvard.edu
https://dspace.mit.edu/handle/1721.1/140303

Can Devices Acquire Immunity? Paradoxical State Machines as Paradigms for Cybersecurity?

DESIGN AND METHODS

The “quick and dirty” round one experiment may use Raspberry Pi'%? (Rm) with IC/SoC
on a motherboard with ports (microUSB). Assume Rz has no cybersecurity features (not even
multi-factor authorization). An external hardware (IC/processor running HSM, TPM, TEE) is
inserted into Rnt with the “expectation” to connect with the Rm processor installed on the board.

Is it possible to direct/supervise the pre-installed Rz processor using the externally added
processor to deliver instructions? Can these instruction sets “induce” cybersecurity features to
secure Rn? For example, can Rmt be made to provide access control using cryptographic keys?
Can the crypto keys be generated/delivered from the newly introduced hardware using TPM
management tools (APIs) or other tools, such as, techniques used in software defined hardware?
Can we use HAT (hardware attached on top) to add functionalities to installed microprocessor or
co-processor? Is it appropriate to ask whether a microprocessor (Rm) can be programmed in a
manner similar to a microcontroller (Arduino) in the context of conferring cybersecurity? For
example, Arduino IDE offers plug-and-play programming functions (plug Arduino board to a
computer USB and upload). If Rm can be configured as a microcontroller will it install the
necessary cybersecurity features? If the Rm experiment offers any sign of success then the real
device of choice for this R&D effort is the ventilator. However, it may not be a Raspberry Pi
only experiment but a combination of elements (SoCs/microprocessors/microcontrollers)
available in various microsystems (Raspberry Pi, Arduino, BeagleBone, etc.).

Ventilators assist with improving pulmonary perfusion which requires certain design
criteria and performance indicators (Table 1 & 2). For patients who are unable to breath on their
own it provides mechanical “lung assist” and delivers a mixture of oxygen to improve perfusion.
Various types of ventilators'®® provide different types of assisted breathing functions'** (volume
assist/control; pressure assist/control; pressure support ventilation; volume SIMV (synchronized
intermittent mandatory ventilation); and pressure SIMV). From a cybersecurity perspective the
microprocessor is involved in the execution of a simple set of algorithms for machine trigger
variables and machine cycle variables as well as some compensatory mechanisms (SIMV) for
respiratory optimization (Figure 2, Table 2).

Cybersecurity attacks may disrupt mechanical assistance or oxygen concentration, which,
if undetected, may lead to severe brain damage, coma and/or clinal death (for example, lack of
brain-stem responses). Simple “bit dribbling” by malicious intruders can slightly increase or
decrease the range of values (low/high) to induce cessation of assisted breathing or alter the
gaseous composition of inhaled breath leading to brain death and congestive heart failure (CHF).

The cybersecurity “vaccine” design is not intended to focus on device operation (vaccine
is supposed to be device agnostic) but aimed at preventing any attempt to change any parameter
(pressure, cycle time, concentration) unless the change is executed by an authorized user. The
device-agnostic “vaccine” is supposed to uphold the cybersecurity characteristics: availability,
integrity, confidentiality (AIC). Threat-proportionate versions of cybersecurity are necessary for
ventilators, photovoltaic cells, car alarms, etc. The “vaccine” strategy for devices must remain
cognizant that these devices, when and if necessary, may be operated over the open internet
(IoT) for access and remote control of functions to modify device performance or operation.
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Table 1:

Desired design features for ventilators (right).
Performance criteria/indicators'® to maintain
physiological breathing in adults (bottom panel).

Desired design features

Pneumatic: medical flowmeters attached to 50 psig
source connected to ventilator with high pressure hoses
Air: inspiratory flow and bias flow; control signal for
exhalation manifold

Oxygen: inspiratory flow and bias flow

Electrical: power for exhalation manifold control circuit
Adjustable FiO,

Adjustable breath rate and inspiratory time

Adjustable PEEP

Adjustable tidal volume

Disposable single-limb patient circuit

Electrical control of pneumatic pulse train to exhalation
manifold

Digital display of

+ inspiratory time

* breath rate

+ peak airway pressure

» PEEP

Safety features

+ disconnect alarm

* high pressure alarm

+ electrical failure alarm

Input criteria

Output criteria

Control circuit

Range Accuracy Settings

Tidal volume 0-800 mL + 50 mL or < 10% Result of flow and inspiratory time settings
Respiratory rate 8-30 bpm + negligible Continuous knob adjustment
Inspiratory time 0-2s Assessed by tidal volume accuracy Continuous knob adjustment
Peep valve 3-30cm H,0 +0.5cmH,0 Continuous knob adjustment
High pressure valve 60 cm H,0 +0.5cmH,0 Preset
Fio, 40%-100% + 5% Result of air and oxygen flowmeter settings
High pressure sensor + shutoff >70 cm H,0 +2cmH,0 Preset in software
Low pressure sensor <3 cmH,0 £1cemH,0 Preset in software
Oxygen flow 0-15 L/min Assessed by tidal volume and FiO, accuracy ~ Continuously adjustable
Air flow 0-15 L/min Assessed by tidal volume and FiO, accuracy ~ Continuously adjustable
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Figure 2: Decision tree for ventilators (ref 103) are guided by patient-centric data and feedback.
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Ventilator Variables

What happens/comments if changed/altered.
Nodes where cybersecurity may be essential.

Respiratory Rate (RR) (breaths per minute)
between 6 — 40 (normal).

I/E Ratio (inspiratory/expiration time ratio)
recommended start 1:2; range of 1:1 — 1:4.

Assist Control is based on a Trigger
Sensitivity (trigger variables, see Figure 2).
When a patient tries to inspire, they can
cause a dip (2 to 7 cm H20) with respect to
PEEP pressure (not necessarily equal to
atmospheric pressure).

Airway pressure must be monitored
continually (units in cm H20)

Maximum pressure: 40

Plateau pressure: 30

Passive mechanical blow-off valve: 40
PEEP* 5-15 cm (required)

Patient-centric need 1015

*Positive end-expiratory pressure (PEEP) is a
value set up in patients receiving invasive or
non-invasive mechanical ventilation.

Tidal Volume (TV) (air volume pushed into
lung) between 200 — 800 mL (patient-centric,
based on patient weight)

etCOz2 (end-tidal CO2 is the amount of carbon
dioxide in exhaled air) assesses ventilation
(35-45 mmHg or 4.0-5.7kPa, kiloPascals)
and perfusion (gaseous exchange in the
lungs). High etCO: signals good ventilation,
while low etCOz signals hypoventilation.

Respiratory Rate (RR) of 6-9 are applicable
to Assist Control.

Failure conditions must result in an alarm

and permit conversion to manual clinician
override. If automatic ventilation fails, the
conversion to manual ventilation must be

immediate.

Capnometric data (partial pressure of CO2 in
exhaled air, etCO2, generated as waveform
data - capnograph) is the fastest indicator to
assess if ventilation is compromised.
Immediate action is recommended without
waiting for pulse oximetry data which may be
subject to some degree of phase equilibration
since pulse oximetry assesses the amount of
oxygen bound to RBC (red blood cells).

Table 2: Nodes of control in ventilators which, if altered, may affect mortality and morbidity.
Ventilator settings and values are obtained from MGH ICUs relative to CoVID-19 patients.
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Figure 3: Cartoon for experimental testbed for cybersecurity vaccine strategy (top) is a model
based on a testbed !’ used for distributed energy resources using photovoltaic cells (NCCoE).
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In the context of medical devices, a “by-product” is the proliferation of device-specific
(status) alarms'?” triggered when values (data/measurement/metrics) falls above or below the
threshold/range (pre-set, hard-coded). Altering values may perturb thresholds/ranges and trigger
automatic alarms. Cybersecurity attacks could trigger tens or hundreds of alarms in a hospital
setting to deliberately sow debilitating confusion. Reduction'%® of alarm events'? is a thorny
issue. What if it was a false positive or what if the alarm caused a fatal distraction.

Performance of alarms and the criteria governing their on/off status are complex and
legal problems at the heart of patient safety. Table 1 indicates “disconnect alarm” is a required
“safety feature” but Table 2 emphasizes the need for alarm. Alarms are linked to a network of
physiological variables (Table 1, bottom panel) which are measured and communicated in near
real-time to determine the status of the patient. It may require continuous data analytics by
combining data from various devices (manufactured by different device manufacturers). The
analysis of data from physiological monitoring and its outcome follows embedded/coded
routines for triggering safety protocols, including alarms, which are essential elements of patient
safety. Alarms in the context of patient safety should be secured and cannot be selectively turned
on/off without medical authorization. Breach of cybersecurity in any device with an alarm may
be as simple as to turn-on or turn-off the alarm (why “on-off” state machine [Figure 0] security
is not trivial and the consequences may be fatal). Acuity of alarms may be a niche function for
healthcare but essential for patient safety, hence, essential for medical device cybersecurity.

EXPECTATIONS AND ECOSYSTEMS

If cybersecurity “vaccine” strategy succeeds (challenged by active intrusion) then the
analytics may quantify “vaccine” performance with respect to the “immunity” acquired. This
result may be a minor milestone because cybersecurity of devices are a part of an ecosystem.

The physical device-centric cybersecurity “vaccine” strategy must be viewed with respect
to the system or systems connected to the device, locally and geospatially. The integrity of data
in the device (Figure 1), integrity/confidentiality of the data during transmission, as well as the
availability/integrity/confidentiality of the data stored at a remote database or cloud are highly
significant.

Data analysis, feedback and decision support at the point-of-use are cyber components
linked with the ecosystem of the physical device. The supply chain of this closed loop
cyberphysical system''? (CPS!'") must be secured. The weakest link may be a penetration point
to corrupt data or exfiltrate data and information.

Corrupt data, if stored and when analyzed, may lead to harmful decisions, including death
(healthcare/biomedical devices) and destruction (infrastructure, energy). Lateral persistence and
lateral movement of intruders exploiting the gaps in defense (eg ATT&CK) may be catastrophic.
Intruders may “tunnel” from an edge device to a storage device, for example, from the ventilator
to the electronic health records or electronic medical records (EHR/EMR).

Tunneling through routers (wired/wireless networks) to access devices and gain special
privileges to data stores are a part of the ecosystem where the reality of threats from ransomware
could become deadly. Ransomware at the device level is annoying (device replaced) but
databases are the Achilles heel for systems unless dynamic redundancy is practiced daily.
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In the ecosystem-centric view, if the network is compromised, device cybersecurity
becomes exponentially more significant to prevent data tampering at the point of use. Can
sensor devices store data (data persistence?) rather than transmitting the data if the network is
not secure? Ubiquity of sensors makes this a serious problem with life and death consequences
in certain cases. For example, oxygen sensors'!? in ventilators are vital to prevent hyperoxia or
hypoxia by using FiO:2 data (Figure 2, left) to adjust the composition of the inhaled gaseous mix.

Low cost sensors without cybersecurity characteristics may introduce higher risks. It is an
open question whether sensors without “local cache” or tiny databases are suitable for critical
operations. It may be useful to revisit advances from DARPA Smart Dust!!3 with respect to
sensor networks (tinyOS!'* and tinyDB!!%), cybersecurity of data, data acquisition from
devices''® in hospitals, industry and the edge (IoT-type wearable photoplethysmography

Devices which generate/collect continuous waveform data''® are vulnerable to minor
changes. Intermittent sampling periods (see Figure 6) for continuous variables (gaps in time
series data''?) could change the data profile and alter the data-informed analytical outcome.
Storage'?® of waveform data “samples” (sampling time) in patient records (EHR '2!) may be
detrimental to long term healthcare due to errors in diagnosis, prognosis, treatment and
medication. Deliberate artefacts'?? introduced!?* into data under the guise of efficacy'?* further
degrades the data and corrupted data are stored in electronic medical records. Errors also arise
due to proprietary restrictions in data handling enforced by device manufacturers. Preventing
data interoperability between devices makes medical errors the 3™ leading cause of death! in
the US. Patient safety'?° is a very complex task even without cybersecurity risks and threats.
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Figure 4: PCA simulation (MDPnP Lab, MGH, ref 95). Devices manufactured by different
corporations are required for a post-surgical patient to self-administer morphine for pain control.
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Figure 5: Atrial fibrillation with rapid ventricular rate is common'? in cardiovascular diseases.
An example of the complete waveform data (top) may be “sampled” by the instrument (ECG)
for storage'?® in electronic health records (EHR). Depending on sampling time interval, this
patient-specific critical time series data is sampled, corrupted and stored (bottom) as shown in
panels A and B (see page 77 of 94 in reference'?’) for future misdiagnosis. Cybersecurity for
data integrity is essential to store unaltered waveform data (patient-specific time series data).
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Figure 6: Error prone EHR documentation (storage) due to sampling time selection (sample
points for 1-minute period). Which value will be recorded by the electronic health record (EHR)
database? This example shows data from pulse oximetry which reports pulse rate (PR) blood
oxygen levels via an oxygen saturation measurement called peripheral capillary oxygen
saturation, or SpO2 (percentage of oxygen in blood). Malicious intruders can exploit the
sampling point vulnerability (sampling frequency, time between samples) of any data (but
especially waveform data) to create massive errors in cumulative time series data which can be
either device-centric or patient-specific (or both, depending on the target of cyber attackers).
Device cybersecurity may be one but crucial layer of protection to maintain data integrity and
confidentiality. Please see page 63 of 94 in “DATA” (for URL see reference number 129). The
context of the raw data is vital to make sense of the analytics'*® for micro-decisions (patient-
specific, precision medicine) as well as gain a macro-understanding (i.e. the value'3! network).

DELIVERABLES AND IMPACT

[1] A turn-key solution in the form factor of a flash drive which can be inserted in the
device USB type port to induce cybersecurity functions and uphold the principal tenets (CIA).

[2] An update-by-wire version of the cybersecurity “vaccine” strategy (booster doses).

[3] Map device vulnerabilities to cybersecurity frameworks (expectations) and map
“vaccinated” device cybersecurity capabilities, establish metrics for level of acquired immunity.

SCENARIO

Adversary targets TATRC'?? field operations where war fighters are on ventilators.
Intruder lowers the range/threshold value for oxygen concentration and mutes alarms: patients
suffer brain damage due to hypoxia (oxygen deprived due to low oxygen concentration) or are
clinically dead in about 5 minutes (cessation of brain-stem responses).
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SOLUTION

Inventory of “over-the-counter” (OTC) device-agnostic cybersecurity "vaccine" flash
drives. Medic!3® GI Jane inserts “vaccine” in devices to commence “immune" functions prior
to operations. GI Jane (not a cybersecurity expert or a computer scientist) delivers instructions
via TPM management API using drag-and-drop commands on a digital twin interface embedded
with Scratch!* tools!*. GI Jane received online'*® Lego MindStorm tutorials'*” and other entry
level'*® training before joining the cybersecurity team at TATRC.

CONTEXTS AND CLARIFICATIONS

Vaccine and immunity are used in this proposal as biological metaphors, not biomimicry.
The use of “vaccine” is a hand-waving metaphor because it doesn’t quite fit. In future biological
processes of conferring immunity may be analyzed at a granular level to explore whether we can
advance the science of cybersecurity by creating tools using the immune system as a template.
The later may be true biomimicry. However, use of biological behaviors (ants, birds, “swarm
intelligence”) are often referred to as biomimicry (these may be behavior models, at best).

The use of biomedical metaphors (vaccine, immunity, booster) are laissez-faire, at best,
but tested, tried and true natural processes. The principle of immunity is not unique for higher
animals but exists in fungi'*, bacteria'*’ and even works between kingdoms, in terms of
taxonomy. Cross-kingdom delivery of immunity from plants to fungal pathogens'#! is an
example of mobile'*? genetics '’ using microRNA # to silence or interfere'* with gene
expression. The principle of immunity is a Natural Law.

Advancing the science of cybersecurity based on natural laws provides uncompromising
rigor. The transformation of biomimicry to inform cybersecurity must explore the granularity of
molecular principles that underlie biological processes. We may wish to abstract the later and
choose processes which may offer insights for offensive or defensive cybersecurity. There is
ample room for innovation if we choose to explore biomimicry for cybersecurity.

It remains to be observed whether the outcome (if any) from this metaphorical treatment
is just a drop in the ocean or a pebble in the pond. The lack of success in this use of biological
metaphor should not affect the pursuit of biomimicry to advance the science of cybersecurity.

OPINION AND CONCLUSION
Conventional wisdom suggests that deciding whether this project should be undertaken may
depend on a few traditional questions and answers:
1. Is there a need for this solution?
Are there other technologies that can address the challenge more simply?
Could a significant part of the industry or sector benefit from the solution?
Is it practical?
Can it be built without having to rip out and replace existing infrastructure?
Is it a replacement for what already exists?
Is there a reasonably good chance an industry or sector may adopt the solution?
If the answers are affirmative, then, are there resources available to support the project?

PN R WD
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Ideas are like chessmen moved forward. They may be beaten, but they may also start a
winning game. - Johann Wolfgang von Goethe

Shoumen Datta = shoumen@mit.edu = sdatta8@mgh.harvard.edu = https://dspace.mit.edu/handle/1721.1/140303



mailto:shoumen@mit.edu
mailto:sdatta8@mgh.harvard.edu
https://dspace.mit.edu/handle/1721.1/140303
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6442475/
https://www.pnas.org/content/pnas/17/8/492.full.pdf
https://www.pnas.org/content/pnas/36/6/344.full.pdf
https://doi.org/10.1073/pnas.2103527119
http://www.pnas.org/content/119/3/e2103527119
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3351925/pdf/cr2011158a.pdf
https://www.nature.com/articles/35888.pdf

When Shechtman first presented his data and conclusions in his research
group at NIST, the head of his group told this 40-years-old scientist (who
was at the same time also a professor Israel Institute of Technology

Technion):
“Go back and read the textbook.”

A few days later, he asked Shechtman to leave NIST, as he was “bringing a
disgrace to the team.” From the available resources, it wasn’t completely
clear to me whether, at the time when he published results two years later,
he was fired from NIST or just on a sabbatical.

Shechtman didn’t give up and was still confidently presenting his finding at
conferences, Pauling is now famously quoted for exclaiming in front of

hundreds of other scientists: [6]

“There are no such things as quasicrystals, there are only quasi-scientists.”

Linus Pauling (left) and Dan Shechtman (right)

https://www.cantorsparadise.com/nobel-prize-to-guy-who-another-laureate-said-is-not-a-real-scientist-654b50a85aed
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Quantum key distribution (QKD) enables secure communication even in the presence of advanced quantum computers.
However, scaling up discrete-variable QKD to high key rates remains a challenge due to the lossy nature of quantum
communication channels and the use of weak coherent states. Photonic integration and massive parallelization are
crucial steps toward the goal of high-throughput secret-key distribution. We present a fully integrated photonic chip
on silicon nitride featuring a four-channel wavelength-division demultiplexed QKD receiver circuit including state-of-
the-art waveguide-integrated superconducting nanowire single-photon detectors (SNSPDs). With a proof-of-principle
setup operated at a clock rate of 3.35 GHz, we achieve a total secret-key rate of up to 12.17 Mbit/s at 10 dB channel
attenuation with low detector-induced error rates. The QKD receiver architecture is massively scalable and constitutes

a foundation for high-rate many-channel QKD transmission.
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1. INTRODUCTION

Quantum key distribution (QKD) as a means to distribute secret
keys among two distant parties in a provably secure way has come a
long way since its first publication [1], with various protocols and
experimental demonstrations for both continuous variables and
discrete variables [2,3]. In order to sustain the security promise of
the original idea, the generated keys should be used as a one-time
pad [4,5], thereby implying that the length of the generated secret
key must match the length of the data to be transmitted. While
data rates for classical communication are continuously increasing,
achieving high secret-key rates remains a challenge due to the lossy
nature of fiber links and the lack of suitable quantum repeaters.
Multiple speedup strategies are available to further scale up
secret-key rates: Optimizations of the underlying protocols and
the right set of parameters for a given transmission setup can sig-
nificantly increase efficiency. The recent development of twin-field
QKD [6] is one example of progress toward higher key rates at
large channel attenuation, which, however, comes with strongly
increased experimental complexity [7-9]. Continuous-variable
QKD (CV-QKD), on the other hand, is a promising candidate for
achieving higher key rates, yet practical implementations suffer
from complex and slower post-processing as well as excess noise

2334-2536/22/101121-10 Journal © 2022 Optica Publishing Group

in the quantum channel and are, therefore, limited to shorter
distances than discrete-variable QKD (DV-QKD) in practice
[10,11].

Optimizing the properties of the devices and setups, such as
the signal-to-noise ratio of the sending module and the loss of
the measurement circuitry, as well as signal-to-noise ratio of the
single-photon detectors is another approach. However, with detec-
tion efficiencies beyond 90% and dark count rates (DCRs) below
10 Hz [12], headspace for further improvements in the underlying
detector technology is rather limited. Alternatively, an increase in
the clock rate can translate to a linear increase in the secret-key rate
and, therefore, significantly improved data rates. However, when
operating beyond 10 GHz, the challenges in realizing low-noise
signal generation, synchronization, and dispersion control grow
dramatically and subsequently lead to stark increase in hardware
cost.

A promising option for significant speedups is massive paral-
lelization of the quantum communication bandwidth via signal
multiplexing, analog to well-established concepts in classical signal
processing. Wavelength-division multiplexing (WDM) is attrac-
tive as it allows for a large number of multiplexed channels (unlike
polarization-division multiplexing) and can be realized using
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single-mode fiber optic cables and components (unlike mode-
division multiplexing). While multiple previous implementations
use WDM to mix a classical synchronization and communica-
tion channel over the same fiber as the quantum channel [13,14],
WDM can also be used to combine multiple quantum channels
[15,16]. So far, however, limiting factors have been the number
of single-photon detector channels, which are a key requirement
for the implementation of DV-QKD experiments, as well as the
growing complexity of a many-channel circuitry.

Photonic integration plays a crucial role in overcoming these
challenges, as it allows for alignment-free and stable readout cir-
cuits while keeping the overall footprint of the setup ata minimum
and could, therefore, lead to monolithic chips implementing all
the functionality needed for parallel multi-channel QKD signal
generation and detection [15,17-20]. While the integration of the
sender side and partially the receiver side on active platforms such
as InP has shown significant progress [21], we have only recently
demonstrated the first fully integrated photonic receiver module,
which includes waveguide-integrated single-photon detectors on
the chip and eliminates the need for additional interfaces between
the readout circuitry and the photon detection [22]. In this work,
we demonstrate the first fully integrated multi-channel QKD
receiver by combining highly efficient fiber-to-waveguide cou-
plers, low-loss wavelength-division demultiplexing, a delay-line
interferometer (DLI), and waveguide-integrated superconducting
nanowire single-photon detectors (SNSPDs) on a single silicon
nitride (Si3sNy) chip. We achieve Mbit/s secret-key rates even at
channel attenuations corresponding to more than 100 km of fiber
and, therefore, demonstrate the suitability of QKD for securing
sensitive and bandwidth-intensive communication channels.

2. RESULTS
A. Protocol and Implementation

QKD protocols that encode information in the degrees of freedom
of time and relative phase between pulses are well suited for imple-
menting wavelength-division multiplexed QKD schemes because
the wavelength does not directly bear any information as part of the
underlying protocol. A multiplexed scheme, as shown in Fig. 1(a),
can be realized by utilizing multiple signal generators, which can,
for example, consist of a CW laser, intensity modulator (IM), phase
modulator (PM), and attenuators, and combining them into a
single channel. The need for explicit WDM components can be
circumvented by using a well-characterized 1 x 7 fiber splitter
since the loss on the sender side is typically irrelevant due to the
strong attenuation that needs to be applied to the signal before
leaving Alice’s safe environment.

For this work, we use a three-state time-bin protocol, in which
the generated signal consists of a random sequence of states
Zy, Zy, X4, where Zy and Z; are a pulse in the early and late half
of a time slot, respectively, and Xy = \/LE(ZO + Zy) is the super-
position state. Each symbol is sent with a randomly chosen mean
photon number it € {11, pa}.

On the receiver side, a single DLI can be shared among the
channels as long as the interferometric visibility over the spanned
wavelength range is sufficiently high. In this configuration,
wavelength-division demultiplexers (DEMUXSs) can be placed at
the Z-output of the passive basis-selection splitter and at the output
of the DLI. It has been shown that monitoring only the destructive
interference output of the DLI is sufficient to generate secret keys
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[23]; therefore, only two identical demultiplexers are needed, as
shown in Fig. 1(a). The output of each demultiplexer channel is
connected to a single-photon detector, and signal going through
the DLI is used to gather statistics on the interference behavior of
transmitted pulses and allows the deduction of information about
the presence of a potential eavesdropper; the bit string is typically
collected by the main detector.

For the experimental implementation in this work, all the
optical components needed for the receiver device are realized
on an integrated SizNy4 platform with an overall footprint of
1.5 x 1.5 mm? as shown in Fig. 1(b). Light is coupled into wave-
guides via 3D total internal reflection (TIR) couplers, which offer
vertical coupling and have previously shown to be wavelength
insensitive and highly efficient [24]. Via a directional coupler act-
ing as a passive basis selection splitter, about 85% of the incoming
light is forwarded directly into the on-chip DEMUX and then
fed to a SNSPD, which is used to measure the data bits of the
transmitted key.

The remaining 15% of the incoming light is tapped and
forwarded into a DLI, where one arm contains a delay line. By
choosing an appropriate clock rate, when a superposition state is
sent, part of the early pulse will be delayed such that it arrives at the
output at the same time as the non-delayed part of the late pulse,
thereby yielding destructive interference at one of the output ports
in the minimum wavelength.

The resulting signal is then forwarded through the DEMUX
onto a second SNSPD. In this way, only one DLI is used for all
four wavelength channels. Because the free spectral range (FSR) of
the DLI is much smaller than the channel spacing and width, the
operating wavelength within each channel can be chosen such that
optimal destructive interference at the output channel of the DLI is
achieved.

For realizing the DEMUX, we choose serially coupled ring
resonators and an add-drop configuration, as described in the next
section. Because each of the resonator structures has four ports
(input, through, add, drop) and behaves completely reciprocal, one
ring resonator chain can serve as a single demultiplexer for both the
main detection channel and the DLI detection channel, where the
through-port acts as input port for the DLI channel. Thereby, the
overall footprint is reduced, and the signal paths experience exactly
the same filter spectrum and are, therefore, insensitive to slight
fabrication variations that would otherwise create discrepancies
between the main and DLI path.

The chip is fabricated in a multi-step electron-beam lithogra-
phy (EBL) process on a 330 nm Si3Ny on insulator substrate. To
minimize waveguide loss, the sample is annealed at 1100°C for
four hours before a superconducting NbN layer with a nominal
thickness of 4 nm is sputter-deposited. The gold contact pads
and alignment markers are deposited via physical vapor depo-
sition (PVD) and patterned using a lift-off process. Nanowires
are subsequently patterned and etched in a CF4 atmosphere and
passivated with a thin HSQ protection layer in order to protect
the surface and sidewalls during subsequent fabrication steps.
Photonic waveguides are reactive-ion etched in a CHF3 atmos-
phere. Finally, an 800 nm thick HSQ cladding is applied to the
waveguide structures for reduced propagation loss. Finally, the 3D
TIR fiber-to-chip couplers are printed in a direct-laser writing step,
where Si3sN4 markersactas alignment structures.
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Protocol and receiver chip. (a) Time-based QKD protocols are well suited for wavelength-division multiplexing. A single delay-line interferometer

(DLI) on the receiver side can be shared among many wavelength channels, thereby greatly reducing the needed overall footprint and complexity. (b) False-
color microscope image of the receiver chip for four-channel time-bin QKD protocols. The DLI is shared among all for wavelength channels. We further
utilize the symmetry of ring resonators in an add-drop configuration; therefore, only a single wavelength filter is needed per channel. (c) Comparison of the

transmission spectrum of serially coupled two- and three-ring filters.

B. Photonic On-Chip Components

While single ring resonators already offer wavelength-selective
filtering, it has been shown that coupling multiple resonator
structures serially or in parallel can significantly improve the filter
characteristics, where the filter quality grows with the number
of coupled rings [25-28]. However, concatenating many rings
bears challenges due to fabrication inaccuracies and can lead to
additional instabilities.

The gaps between the rings are optimized by experimen-
tally sweeping parameters for devices on a separate chip prior to
implementation of the final sample.

Figure 1(c) shows the comparison of two serially coupled ring
resonator filters with two (g; = 170 nm, g = 550 nm) and three
(g1 =150 nm, g, =450 nm) rings, respectively, where the rings
in each chain are completely identical. A minimal insertion loss
of 0.9£0.2dB (two rings) and 0.9 £ 0.3 dB (three rings) was
measured in the sample devices. While the three-ring variant shows
steeper filter characteristic, it is more challenging to achieve a flat
top and, therefore, low loss over the full channel width, as can be
seen from the ripples around the maximum. Depending on the
requirements of the protocol and other components involved,
the use of three- and higher-order ring resonator chains might be

warranted. Moreover, steeper falloff of the filter edges allows the
wavelength channels to be packed more tightly. For our proof-of-
principle implementation with relatively large channel spacing,
both variants have been fabricated and evaluated for use in a QKD
measurement.

The FSR and channel width are directly influenced by the ring
radius 7, with the relation FSR ~ Az/(annr) (29], where 7, is
the effective group index. The relative positioning of the channels
to each other is achieved by slightly increasing the ring radius for
each channel by 40 nm, yielding a wavelength channel spacing of
approximately 1.8 nm.

The top (bottom) of Figure 2(a) shows the system detection
efficiency (SDE) of the single-photon detectors behind each filter
channel in the final device 1 (device 2) with two rings (three rings)
when CW light is sent through the input port. The SDE includes
the insertion loss from all receiver components as well as the fiber-
to-chip coupling interface and, therefore, directly translates to the
achievable secret-key rate of the device.

The single-photon detectors on the chip consist of super-
conducting NbN nanowires deposited on top of the SizNy4
waveguides. By tuning the geometric parameters of the nanowires,
they can be optimized for the targeted operating conditions: while
alongand relatively narrow nanowire yields high absorption as well
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Fig.2. Filter and DLI characteristics. (a) System detection efficiency (SDE) of the eight detectors versus wavelength for a device with two rings (device 1,
top) and three rings (device 2, bottom). The main channel detectors (Z) feature system detection efficiencies between 13% and 19%. This includes all loss
accumulated through the fiber-to-chip couplers as well as all optical elements on the chip. SDE of the X basis detectors is considerably lower because the pas-
sive basis selection splitter only forward about 15% into the DLI. (b) SDE versus wavelength for the X basis SNSPDs of device 2. (c) Visibility of the DLI as
measured through the characterization ports. The cross port (diagonal to the input of the DLI) only shows a weak wavelength dependence compared to the

through port. All QKD measurements are performed with the cross port.

as high internal quantum efficiencies, it suffers from longer reset
times than a shorter and wider nanowire [30].

For the purpose of this work, we chose nanowire lengths of
120 wm and a wire width of 90 nm for all detectors. For each
nanowire, the critical current is characterized, and the detector
is subsequently operated at around 80% of the critical current
during the QKD measurements. This ensures that dark counts are
at mostly negligible levels of below 40 Hz for all channels. For the
devices under test, we find optimal bias currents between 16 and
21 pA.

As shown in Fig. 2(a), the maximum SDE for each Z channel
SNSPD is between 13% and 19%. For the detectors receiving the
signal from the DLI (X basis), the maximum SDE is between 2.5%
and 3.1%. The much lower SDE in this case is consistent with
the on-chip basis selection splitter after the input coupler, which
only forwards about 19% into the DLI and the non-negligible
waveguide loss caused by the on-chip delay line. All reported num-
bers are measured at a wavelength where constructive interference
inside the DLI occurs.

QKD protocols such as the coherent one-way protocol or the
three-state time-bin protocol [31,32] utilize a Mach—Zehnder DLI
in order to overlay consecutive pulses for interference measure-
ments. If the packing of symbols, each consisting of an early and a
late time slot, is dense in the time domain, then the needed delay

time is exactly half of the symbol length. Therefore, the needed
delay line length decreases with increasing clock rate. In this way,
the footprint and also the propagation loss in the DLI are reduced,
making higher clock rates attractive for a fully integrated solution.
The delay line in our case is designed for a group delay of 150 ps,
which corresponds to approximately 2 cm and yields a FSR of
54.3 + 0.8 pm [Fig. 2(b)].

The final operating clock rate for the QKD transmission is
experimentally optimized by varying the frequency of a sinus-
oidal laser signal set to the destructive interference wavelength
of the DLI. Minimum count rates at the X-basis detectors were
observed for a signal frequency of 6.71 GHz (6.70 GHz) for device
1 (device 2), and the symbol rate for the QKD protocol was chosen
accordingly.

With an estimated waveguide loss of around 0.4 dB/cm, a spiral
length of 2 cm leads to a significant reduction in the extinction
ratio of the DLI. Therefore, the splitting ratio of the input splitter
is slightly adjusted such that more light is coupled into the delay
line arm of the DLI. In this setup, the extinction ratio of the output
diagonal to the input (“cross”) only weakly depends on the absolute
splitting ratios of the DLI splitters, as shown in Fig. 2(c), while the
other DLI output (“through”) exhibits a much stronger wave-
length dependence due to the wavelength-sensitive directional
couplers. As long as the operating wavelength of each channel is
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can be seen when two consecutive pulses are sent (X ora Z;, Z; sequence). (b) Total raw-key rates and secret-key rates of the system. The key rates are not
monotonically decreasing for low attenuation levels because at high incident count rates the detectors for channels 3 and 4 latch at lower rates than channels
1 and 2. (c) Logarithmic plot of the secret-key rate for all channels individually as well as the total secret-key rate of the system. A maximum secret-key rate
of 6.84 Mbit/s is achieved at 7 dB channel attenuation and 4.97 Mbit/s at 10 dB. (d) Quantum bit-error rate (QBER) and phase error rate (Pherr) for each
channel. QBER is below 2.1% for all channels until 55 dB channel attenuation. The phase error is significantly higher due to the imperfect interferometric
visibility of the DLI. Inset, maximum increase of QBER when a QKD transmission on a channel is performed (“measured channel”) while noise on a differ-
ent wavelength channel (“noise channel”) with an intensity corresponding to a real QKD signal is sent. The maximum error contribution is 0.2% and well

within the uncertainty levels of the reported QBER.

freely tunable within the FSR of the DLI, both outputs can be used
as destructive interference output. On the one hand, using the
through output, therefore, would allow countering inaccuracies in
the loss estimation or fabrication by moving the operating wave-
length to the point with the best extinction ratio. For the purpose
of this work, however, the cross output proved to be sufficient and
was used for the sake of greater wavelength independence over a
broad bandwidth.

The maximum visibility around 1550 nm when measured with
the SNSPDs was (92.1 £ 0.9)% for device 1 and (97.8 & 0.5)%
for device 2. The difference can be attributed to fabrication vari-
ations. The QKD measurements were conducted for device 2, as
the better visibility allows for the achievement of lower phase error
rates.

C. Experimental QKD Transmission

We perform several proof-of-principle measurements with the
receiver module by sending a pseudo-random 512-bit pattern
signal onto the chip. The signal is generated on Alice’s side using

a bit-pattern generator (BPG) connected to electro-optical IMs
acting ona CW laser signal at the operating wavelength.

The BPG bit rate is set to a bit rate double that of the symbol
rate such that each sample point corresponds to a time slot with two
time slots per symbol. The separate CLOCK output of the BPG
produces a sinusoidal signal with the frequency equal to the bit rate
of the BPG. By setting an appropriate delay between CLOCK and
DATA output and modulating the optical with a second EOM
driven by the CLOCK output, light will only pass through the
second EOM in the center of a time slot when the sine function
reaches its maximum. Thereby, a good extinction ratio and signal
quality are achieved.

The signal is then strongly attenuated to the decoy intensities of
w1 €[0.1, 0.8] and ; € [0.02, 0.17] photons per symbol, respec-
tively. A global channel attenuation between 0 and 60 dB is simu-
lated using a fiber attenuator.

For each channel attenuation, a histogram is recorded for all
channels, an excerpt of which is shown in Fig. 3(a). The histogram
is triggered by the start of the bit pattern, and an artificial delay
is adjusted for each detector signal individually. From this, the
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quantum bit-error rate (QBER) and the phase error rate can be
calculated by comparing the histogram with the original pattern,
and the achievable secret-key rate under the given operating con-
ditions and channel attenuation can be measured. By summing
the rates of the individual channels, a total raw-key rate of up to
27.51 Mbit/s (where the raw-key rate denotes the rate after sifting,
but before post-processing) and a secret-key rate of 12.17 Mbit/s
at 10 dB channel attenuation was demonstrated [Fig. 3(b)]. This
number is obtained by considering contributions from histograms
corresponding to the same channel attenuation but different mean
photon number per pulse 41 and @, weighted with the probabil-
ity to select the corresponding decoy intensity. In our calculations,
we also consider and correct for finite-key effects with an assumed
block size of 10° and a security parameter & = &gc = Ecor = 1077,

The maximum achievable key rates saturate toward lower
channel attenuations as the detectors limit the maximum count
rate. However, while the raw-key rate is already fully saturated at
7 dB with a maximum value of 27.83 Mbit/s, the secret-key rate
increases to a maximum of 17.19 Mbit/s at 3 dB channel attenua-
tion. This is driven by the use of lower 141 and i, which benefits
the secret fraction, which can be extracted from the sifted key.

QBER and phase error rate are measured and evaluated for each
channel individually, as plotted in Fig. 3(d). The QBER is below
2% for the entire measurement range with a slight increase at very
low and very high attenuation levels. The phase error rate is slightly
higher for all channels with a mean value of (2.440.5)% for
attenuation below 40 dB, which can be attributed to the imperfect
interferometric visibility of the DLI itself.

While only one channel is characterized at a time, we also
study cross talk behavior by mixing the generated signal with a
second CW laser set to the wavelength of a different channel and
with the power set to a level as would be the case in a multiplexed
QKD setup. The combined signal then leaves Alice’s setup, and
the same simulated channel attenuation is applied. Any cross talk
should, therefore, exhibit no relation to the actual pattern and yield
perfectly random noise characteristics, which would not be the
case when the same pattern would be sent to different channels at
the same time. No significant effect on the error rates of the other
channels has been measured, which is consistent with the good
extinction ratio between the channels for a CW signal as seen in
Fig. 2(a). For obtaining upper bounds on the effect, we plot the
maximum contribution to the QBER over all measured channel
attenuation levels for each combination of two channels in the
inset of Fig. 2(d). The maximum contribution was measured to
be 0.25% and can be considered to be well within the uncertainty
levels.

The system’s long-term stability was tested in a long-term
measurement by repeatedly sweeping the wavelength and meas-
uring the visibility of the interferometer over the course of 24 h
in the same cryogenic temperature-controlled environment at
(1.32 £0.2) K as was used for the QKD measurements. Small
fluctuations of the visibility of £1% can be observed. The shift of
the optimum destructive interference wavelength is also monitored
and shows a maximum offset of 6 pm relative to the starting wave-
length over the full measurement time, which is a small deviation
compared to the FSR of the spiral. The effect can easily be coun-
tered by regularly optimizing the transmission wavelengths every
few hours during the run of an experiment.
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3. DISCUSSION

The device presented in this work combines several optimized
photonic components to achieve high key rate QKD over a wide
range of channel attenuations: first, we utilize broadband and
highly efficient fiber-to-chip couplers, which allows operation of
the device far beyond the optical bandwidth that was demonstrated
in this work, thereby allowing hundreds of wavelength channels to
be packed onto asingle chip.

By using only a single DLI, which is the single largest photonic
component on the chip, shared among all channels, the overall size
of the device can be keptas small as possible. Furthermore, because
of the long waveguide contained in the DLI, the potential for
fabrication defects is significantly reduced if only one delay line is
necessary per device and, therefore, beneficial for the overall yield.
Similarly, by only monitoring one output of the DLI and utilizing
the add-drop configuration of the ring resonators, only one filter is
needed per channel, bringing similar benefits.

Finally, waveguide-integrated single-photon detectors have
been shown to offer excellent timing resolution (jitter) below
20 ps [33] together with high efficiency over a broad bandwidth
and low DCR [24]. A low average QBER of (1.1 £ 0.3)% over
the full measurement range and a maximum channel QBER of
only 2.1% for channel 4 at 55 dB channel attenuation particularly
indicates that the DCR plays no significant role in the error. At very
low channel attenuations below 10 dB, on the other hand, a small
increase in QBER can be observed for some channels, as can be
seen in Fig. 3(d).

We attribute this to an increase in the number of events with
temporal spacing smaller than the full recovery of a detector. At
that point, consecutive pulses of the SNSPD will overlap, and the
electrical signal arriving at the time tagger has a different shape;
therefore, the trigger level and operating point are not optimal
anymore, leading to a small but measurable increase in the error
rate.

Below 40 dB, a mean phase error rate of (2.4 4 0.5)% was
measured. Unlike the QBER, the phase error shows a significant
increase for all channels for attenuation levels beyond 40 dB. This
can likely be attributed to the much lower number of events that
count toward the calculation of the phase error rate due to the
splitting ratio of the basis selection splitter and the additional
waveguide loss caused by the DLI. The signal-to-noise ratio is,
therefore, lower than for the Z basis measurements, and the effect
of detector dark counts becomes significant at lower attenuation
levels as compared to the QBER. The phase error rate could be
further improved by optimizing the DLI, as described above, or
by connecting the through-port of the DLI and operating at an
optimized wavelength [see Fig. 2(d)].

For all QKD measurements in this work, a physical quantum
channel was realized using a fiber attenuator instead of a field-
deployed fiber. While this gives the flexibility to easily measure for
many different attenuation levels, it neglects further effects that are
expected from deployed fiber links of the corresponding length,
such as dispersion effects and polarization drift [34]. However,
polarization-maintaining fibers or active stabilization have previ-
ously been implemented in the context of QKD and can also be
added per wavelength channel, if necessary. As the sender requires
active per-channel modulation (as opposed to the receiver) and on-
chip polarization modulation has been previously demonstrated
[18], active polarization stabilization can be best included on the
sender side.
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The dead time of the single-photon detectors typically imposes
an upper limit on the achievable key rates. In the case of SNSPDs,
the nanowires can enter a latching state when the incident pho-
ton rate becomes too big. While the mean photon number per
symbol is well below 1 for all measurements, the high clock
rate of 3.35 GHz leads to a significant photon influx when the
applied channel attenuation is low. The use of relatively short
waveguide-integrated SNSPDs with low dead times of around
10 ns s, therefore, a key advantage as compared to meander-shaped
SNSPDs or other single-photon detector technologies, which
often exhibit much smaller maximum count rates [30]. This is
especially attractive for metropolitan networks or relatively short
fiber and free-space links. For the results reported in this work,
significant detector saturation was only observed below 10 dB. For
measurements below 10 dB, where latching reduced the achieved
transmission rates significantly, the results from higher-attenuation
measurements with maximum key rates are projected instead. This
is equivalent to artificially applying additional attenuation when
the quantum channels are so low that detector saturation would
otherwise occur and can be easily implemented in a real-word
QKD setup.

While the secret-key rates reported in this work are, to the
knowledge of the authors, already higher than any previously
reported results utilizing wavelength-multiplexed DV-QKD, the

receiver architecture presented herein also is an important founda-
tion for further up-scaling toward GHz key rates. The realization
and operation of large-scale waveguide-integrated SNSPD arrays
has been demonstrated, and a massive increase in the number of
channels is, therefore, realistic [35].

While the FSR of the ring filters used in this work prevents the
use of more than four channels with the current parameters and
without additional components, several options are available for
increasing the number of channels of the QKD demultiplexer:
because the FSR of the DLI is much smaller than the channel
spacing, the latter could be further reduced in order to fit more
channels into the same wavelength range. However, as discussed
above, an increase in the clock rate is attractive for achieving even
higher per-channel key rates. This leads to an increase of the DLI’s
FSR and, thus, also increases the lower limit for the channel spac-
ing. Alternatively, by changing the ring parameters and possibly
including different-sized rings within a chain of serially coupled or
parallel coupled rings, wavelength-selective filters with much larger
ESR are possible [36], albeit requiring high fabrication precision
and reproducibility.

The approach we propose instead is the use of a hybrid mul-
tiplexing scheme, where additional Bragg gratings are used as
coarse pre-filter, as shown in Fig. 4(a). Apodized Bragg gratings
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hybrid multiplexing scheme. The light passes through the coarse Bragg filters before the dense wavelength demultiplexing is performed by the ring res-
onators. A high number of channels can be realized in this way, where the delay-line interferometer and basis selection can be shared among all channels.
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spectrum of the test device. Insertion loss of less than 1.5 dB for all channels is maintained (inset), while suppression of side peaks of the ring resonators is

better than 23 dB over a range of 60 nm.
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are positioned in a Mach—Zehnder configuration and act as band-
pass filters, as described in more detail in previous works [37].
The Bragg multiplexers divide the full wavelength range in coarse
channels, where the bandwidth is similar to that of the FSR of the
ring resonators. Dense wavelength-division demultiplexing is
subsequently performed by cascaded ring resonators as described
above. We characterize a proof-of-principle implementation of the
scheme with the photonic circuit depicted in Fig. 4(b) and achieve
a maximum insertion loss of 1.5 dB while a suppression of side
peaks of more than 23 dB over a wavelength range from 1520 to
1580 nm is maintained [Fig. 4(c)].

4. CONCLUSION AND OUTLOOK

With the implementation presented in this work, we demonstrate
a viable way forward toward increased secret-key rates by paral-
lelizing QKD using WDM and operation at GHz clock speed.
We demonstrate a four-channel fully integrated detector module,
where all photonic components needed for the state measurement
and wavelength-division demultiplexing are realized on chip. This
drastically reduces the complexity and allows for greater scalability
as compared to the use of discrete components. A set of benchmark
measurements is used to quantify the maximum throughput of
the QKD receiver, and secret-key rates of more than 10 Mbit/s at
more than 10 dB channel attenuation are demonstrated. The novel
WDM-QKD architecture presented here employs ring resonators
for wavelength filtering and an on-chip DLI, as well as state-of-
the-art waveguide-integrated superconducting single-photon
detectors, allowing for high count rates at extremely low noise
levels.

Furthermore, we show that the architecture can be easily scaled
up to higher channel numbers with the use of a hybrid multiplex-
ing scheme where Bragg gratings are utilized as broad pre-filters.
The architecture is, therefore, a promising candidate for the reali-
zation of miniaturized, massively scalable high-performance QKD
receivers.

APPENDIX A: METHODS
A.1. Fabrication

The base substrate consists of a 500 wm Si/3.3 pm SiO, /330 nm
SizNy4 stack, which is annealed at 1100°C for four hours.
Subsequently, a 4 nm NbN layer is sputter-deposited. Preliminary
optimization of the deposition process allowed us to obtain
the critical temperature 7, =9.7K, with a sheet resistance
R, =420 Q/Sq and residual resistivity ratio (RRR) of 0.74.
Gold structures (markers and contact pads) are fabricated using
a 350 nm PMMA mask, which is patterned with a 100 kV EBL
system (Raith EBPG5150), which is used for all subsequent fab-
rication steps as well. 5 nm Cr (adhesion layer) and 80 nm Au
are deposited using physical vapor deposition and shaped in a
life-off process. Nanowires are written in 120 nm HSQ on top of a
5 nm SiO; adhesion layer. Photonic structures are exposed using
arN-7520.12 with a thickness of 320 nm. Finally, a HSQ layer of
800 nm is spin-coated and exposed with a buffer of 10 pm around
all photonic structures except for the areas around the fiber-to-chip
interface, where 3D-printed coupling structures are fabricated
using a direct-laser writing process (Nanoscribe Professional GT)
in the laststep.
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A.2. Measurement Setup

The sample is mounted on a XYZ-movable cryo-compatible
stage (Attocube) inside a 1.32 K closed-cycle helium cryostat. A
standard single-mode fiber array (SMF-28) is used for the optical
interface, while an eight-port RF probe (Cascade Microtech Unity
Probe) is used for the electrical contacts. All ports are connected
to the outside using stainless-steel RF lines, where each detector is
connected to the electrical readout and biasing circuit: a bias-tee
(ZFBT-6GW+, 100 kHz—6 GHz) separates the DC bias current
input from the RF path. The fast voltage pulses generated by the
SNSPDs propagate through the RF path through two cascaded
low-noise amplifiers (2 x ZFL-1000LN+) and are forwarded to
a time tagger (Swabian Instruments Time Tagger Ultra), where
events from each channel are recorded as described in the main
text.

On the sender side, a bit-pattern generator (BPG, Agilent
81141A) is used to generate a repeating pattern consisting of
512 bits with a bit rate of 6.7 GHz. A trigger signal is generated at
the start of each pattern and connected to a free port of the time
tagger.

The CLOCK output of the BPG, which produces a sinusoi-
dal signal with a frequency matching the bit rate, is connected
to an amplifier (ZX60-83LN-S+) and a bias-tee (ZFBT-6GW+)
such that a separate DC bias can be applied to the electro-optical
modulator (EOM, Optilab IML-1550-40-PM-V). The DATA
output with a signal amplitude of 1.8 V is not amplified in order to
protect the lower frequency components of the signal, but it is sent
through a bias-tee (ZFBT-6GW+) and to a second EOM (Optilab
IML-1550-40-PM-V). A time delay is set between the clock and
data such that each maximum of the clock signal falls on a sample
point of the bit pattern.

The optical signal is generated by a tunable CW laser (Santec
TSL-710) and propagates through a polarization controller, which
is used to optimize transmission through the EOMs. Both EOMs
are connected via polarization-maintaining fibers. Finally, the sig-
nal isattenuated to the targeted signal intensity and then combined
with a secondary CW laser signal, which is used to quantify the
channel cross talk as described in the main text. The combined sig-
nal is sent through another polarization controller for optimizing
the fiber-to-chip coupling, passes through a second attenuator for
simulating the channel attenuation, and is then split by a 50:50
splitter. One arm of the signal is going to a calibrated power meter
(HP 81635A), while the other output is connected to the input
fiber going into the cryostat. See Supplement 1 for a more detailed
description of the sender setup.

A.3. QKD Measurements

For the estimation of the achievable secret-key rates, each channel
is initially characterized individually. First, a fine wavelength sweep
is conducted while recording the count rate in both detectors of
each channel in order to find the optimal operating wavelength
yielding high SDE and strongest destructive interference of the
DLI. The bias current for the SNSPDs for each channel is swept
while monitoring the count rate to find the optimum operating
current. The sender setup is optimized by sweeping the clock rate
around the expected optimum while recording the phase error rate
for channel 1. Similarly, the bias voltages for the two EOMs are
optimized by monitoring the bit- and phase error rates. Settings
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of the sender setup are reused for all channels. The QKD mea-
surement is then conducted by recording a 30 s histogram for each
channel attenuation level, with the mean photon number set to
p = 0.1. Higher (lower) values for p can be obtained by using the
corresponding recordings with lower (higher) applied channel
attenuation during post-processing. The secondary, unmodulated
CW laser is set to the operating wavelength of a different channel
and attenuated such that its signal power corresponds to £ = 0.1
photons per pulse and passes through the same channel attenuator
as the primary laser, thereby simulating the operation of a different
channel with random signal. Histograms are recorded for each
combination of primary and secondary channels as well as without
the secondary channel active. Calculation of the secret-key rate
then follows the process as described in [38].
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