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Platforms are indivisible but better understood if discussed as

Platform as a Principle = Information

Platform as a Practice = Connectivity

Information Connectivity



The Information Age is not over. It started with the Big Bang which created the Solar System and it 

may persist ad infinitum as long as the Solar System continues its physical existence. It is the 

mother of all platforms and the most fundamental fabric of connectivity. Our understanding of the 

difference between hydrogen and oxygen is based on information. The difference between bauxite 

and the material of the Coke can is information. Information is the differentiator between Apple 

Newton which died prematurely vs the almost identical Palm Pilot that once climbed the luminous 

summit.    Information changes when the car you are driving is suddenly crushed in a collision with 

a truck. Think about the approximately 500 inhabitants of Mureybet, Syria in 8000BC and compare 

their information content to the approximately 1500 modern day inhabitants of  Dingle village in 

County Kerry (Ireland) which boasts of at least 50 pubs in this miniscule hamlet near the Atlantic. 

Information has grown. Described by Claude Shannon in 1948 as informational entropy, it has been 

shown that the interpretation of entropy (formula) provided by Ludwig Boltzmann (the Boltzmann 

equation) becomes the Shannon equation, thus mathematically linking entropy and information.

Platform as a Principle

Information

http://www.mdpi.com/1099-4300/17/7/4863


Is it a new theme? Isn’t it fundamentally pervasive in every entity – physical, metaphysical and 

cyberphysical? Doesn’t it transcend the sub-nano realm and the super-macro domain? Doesn’t it 

define the astronomical universe, all biological systems and everything conceptual in between?     

The mobility of ancient civilizations to explore new worlds were physical connections between 

atoms. The bargain hunter’s app to compare prices between various retailers is the new sense of 

value which connects bits with atoms. All things and processes are about connectivity. Invention 

and innovation was, is and will be about connecting the dots, real and/or virtual, perceived and/or 

imagined. Human thought, technological progress and the future of synaptic neuromorphic 

quantum dots are manifestations of connectivity, convergence and confluence of concepts. The 

sense of connectivity is germane to life. Its ubiquity makes us oblivious to its quintessential nature. 

To evoke the central theme of connectivity, therefore, is not an insight but rather recognizing the 

fabric of the future which is hiding in plain sight. This series highlights some of these old ideas.

Platform as a Practice

Connectivity



This is an introductory segment which is loosely focused on

Transportation

http://bit.ly/MIT-IOT

Cities
Medical

Transport

http://bit.ly/MIT-IOT


The Ford Model T Mobile Church-on-DemandThe Ford Model T Mobile Flour Mill-on-Wheels

20th Century Transport







21st Century Transport



Autonomy in the 21st Century ??

EHANG 184 www.digitaltrends.com/cool-tech/ehang-184-drone-flying-taxi-ces-2016/

http://www.digitaltrends.com/cool-tech/ehang-184-drone-flying-taxi-ces-2016/
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Autonomy in the 22nd Century ??
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http://bit.ly/MIT-edX-Cybersecurity

http://bit.ly/DSED-EN-FR-CN-ES

http://bit.ly/FIVE-EQUATIONS

http://bit.ly/MIT-edX-IoT

http://bit.ly/MIT-IOT

http://bit.ly/MIT-edX-Cybersecurity
http://bit.ly/DSED-EN-FR-CN-ES
http://bit.ly/FIVE-EQUATIONS
http://bit.ly/MIT-edX-IoT
http://bit.ly/MIT-IOT




21st Transport Landing Pad is in progress



Transport and Energy                
are inextricably linked



http://inhabitat.com/new-artificial-leaf-technology-could-revolutionize-renewable-energy-production/

http://bit.ly/LEAF-CALTECH-HYDROGEN

The Holy Grail of Renewable Energy – Artificial Photosynthesis

http://bit.ly/LEAF-CALTECH-HYDROGEN


1 Dirham = US 27 c
3.785 L = 1 US gal
4.546 L = 1 UK gal



New Vehicle Fuel Economy Standards

30% of total energy consumed is due to transport
90% of the energy for transport uses fossil fuels 

http://needtoknow.nas.edu/energy/energy-use/transportation/



Reality Check  G2 favors the GHG producers – Coal and Gas, naturally  



The World Bank

Reality Check   Natural Gas Prices by Region (USD per million BTU) 



ENERGY CONSUMPTION BY COUNTRY 
(2010)

http://burnanenergyjournal.com/wp-content/uploads/2013/03/WorldMap_EnergyConsumptionPerCapita2010_v4_BargraphKey.jpg



The Quest for Carbon-Neutrality

The Hydrogen Economy ?
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Renewables – Domestic Micro-Manufacturing Non-fossil Carbon-Neutral Liquid Fuel   



Renewed 
Vigor for 

Renewable
Energy

So Solar

http://bit.ly/ARPA-E-MOSAIC
http://bit.ly/MOSAIC-PROJECTS

http://bit.ly/ARPA-E-MOSAIC
http://bit.ly/MOSAIC-PROJECTS


Change is in the wind



HYPER MOBILE MICRO GRIDS?



DISRUPTOR 
?



Mobile Renewable On-Demand Grid-Free Energy ?

TESLA



Mobile ● Renewable ● On-Demand ● Grid-Free ● Energy



TESLA GIGAFACTORY … work in progress (Nevada, US)



www.greentechmedia.com/articles/read/ivanpah-solar-plant-falling-short-of-expected-electricity-production

IVANPAH SOLAR CONCENTRATOR, (NIPTON, CALIFORNIA) 392MW EST CAPACITY  

http://www.greentechmedia.com/articles/read/ivanpah-solar-plant-falling-short-of-expected-electricity-production


MIT E19 EI (Mar 13, 2009)



%



Emanuel Sachs, MIT

Reach for the Sun – Not beyond our grasp



http://fortune.com/2015/08/17/google-solar-site/

http://fortune.com/2015/08/17/google-solar-site/


www.google.com/get/sunroof#p=0

http://www.google.com/get/sunroof%23p=0


www.google.com/get/sunroof#p=0

http://www.google.com/get/sunroof%23p=0




Internet of Things (IoT) and 
Internet of Systems (IoS)

Energy Efficiency Optimization



IoS - keeping the dream alive Internet
of

Systems



But, we may leave that discussion 
for another time and focus on 

TRANSPORTATION



Robotics catalyzed Autonomous 
Transportation

Potential for Disruption



Why  
Autonomy



In the US it was ignited by the US DoD 
DARPA GRAND CHALLENGE 2004-2007 



Is this the commencement of autonomy?    
3rd DARPA GRAND CHALLENGE 2007 



Sebastian Thrun … profile in public



Thrun was born May 14, 1967 in Solingen, Germany. He completed his Vordiplom (intermediate 

examination) in computer science, economics, and medicine at the University of Hildesheim in 

1988. At the University of Bonn, he completed a Diplom (first degree) in 1993 and a PhD (summa 

cum laude) in 1995 & joined Computer Science Department at Carnegie Mellon University (CMU). 

In 1998 he became an assistant professor and co-director of Robot Learning Laboratory at CMU. At 

CMU, he co-founded the Master's Program in Automated Learning and Discovery, which later 

would become a Ph.D. program in the broad area of Machine Learning and Scientific Discovery. In 

2001 Thrun spent a sabbatical year at Stanford University. He returned to CMU as an Associate 

Professor of Computer Science and Robotics. Thrun left CMU in July 2003 to become an associate 

professor at Stanford University and was appointed as the director of SAIL in January 2004. From 

2007–2011, Thrun was a full professor of computer science and electrical engineering at Stanford. 

He is also a Google VP and Fellow, and has worked on development of the Google driverless 

car system. On April 1, 2011, Thrun relinquished his tenure at Stanford to join Google as a Google 

Fellow. On Jan 23, 2012, Thrun cofounded an online private education company Udacity.

Sebastian Thrun … roots in context

https://en.wikipedia.org/wiki/Vordiplom
https://en.wikipedia.org/wiki/University_of_Hildesheim
https://en.wikipedia.org/wiki/University_of_Bonn
https://en.wikipedia.org/wiki/Diplom
https://en.wikipedia.org/wiki/PhD
https://en.wikipedia.org/wiki/Carnegie_Mellon_University
https://en.wikipedia.org/wiki/Stanford_University
https://en.wikipedia.org/wiki/Stanford_Artificial_Intelligence_Laboratory
https://en.wikipedia.org/wiki/Google_driverless_car
https://en.wikipedia.org/wiki/Udacity




1st Place – Carnegie Mellon University    
DARPA GRAND CHALLENGE – 2007 



http://bit.ly/GOOGLE-SELF-DRIVING-CAR-JULY-2015

http://bit.ly/GOOGLE-SELF-DRIVING-CAR-JULY-2015






1st Place – Carnegie Mellon University    
DARPA GRAND CHALLENGE – 2007 



Raj Rajkumar (CEO, Ottomatika) provides the brain and nervous system any automaker can use.

Adapt “brain and nervous system” for cargo/commercial vehicles for large scale deployment ?

www.ctvnews.ca/sci-tech/dutch-approve-driverless-cars-for-public-large-scale-testing-1.2203969

www.wired.com/2014/11/delphi-automated-driving-system/

http://pjtec.info/a-system-that-any-automaker-can-use-to-build-self-driving-cars/

Connected Automation

Professor Raj Rajkumar, CMU

http://bit.ly/RAJ-DELPHI-AUDI


http://bit.ly/MB-AutoTruck

http://bit.ly/AUDI-CONCEPT-7

http://bit.ly/RAJKUMAR-CMU

Prof Raj Rajkumar (CMU) + House Transportation and Infrastructure
Committee Chairman Rep Bill Shuster (R-PA) in DC on 06/24/14 [↓] 

http://bit.ly/KATHLEEN-CAR-HACKED

http://bit.ly/SCHUSTER-AUTONOMOUS

http://bit.ly/WASHINGTON-DC

http://bit.ly/MB-AutoTruck
http://bit.ly/AUDI-CONCEPT-7
http://bit.ly/RAJKUMAR-CMU
http://bit.ly/KATHLEEN-CAR-HACKED
http://bit.ly/SCHUSTER-AUTONOMOUS
http://bit.ly/WASHINGTON-DC


AUTONOMOUS TRANSPORTATION  

MARCH 22, 201559



Tuesday 4th August 2015

Shoumen Datta and Raj Rajkumar
CMU CIC 4720 Forbes (9/2/2014)

www.cmu.edu/news/stories/archives/2015/august/spinoff-acquired.html

http://www.cmu.edu/news/stories/archives/2015/august/spinoff-acquired.html


Social integration of autonomous 
vehicles with public road traffic?

2033-2035
Author’s suggestion



WHY ?
2033-2035

2nd DARPA Challenge 2005 – 3rd DARPA Challenge 2007



Economic history and data related to Textile, Railway, Automobiles and Computers taken from work by Norman Poire
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It takes about 28-30 years for an idea to be socialized before it is accepted and adopted. 
1999 was the birth year for IoT concept. Expect exponential growth of IoS ~ 2025-2026.

2007
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Vehicles

2035



Go Dutch – Autonomous Vehicles by 2030 ?



Go BMW – Gesture Controlled Vehicles in 2016









Subject to further disruption?





Mobile IoS Economy Uber’s Information Flow



Intelligent people are full of doubts, while the stupid ones are full of confidence - Heinrich Karl Bukowski







Wall Street Journal - May 31, 2015



Uber for Trucks



Uber for Jets



Uber for Drones

www.wired.com/2014/11/uber-for-drones/

http://www.wired.com/2014/11/uber-for-drones/


Uber for Bikes



Uber for Baby Strollers



www.techinasia.com/didi-kuaidi-confirms-2-billion-bucks-funding/ 10 July 2015

說中國的超級

The
Chinese

Acceptance

http://www.techinasia.com/didi-kuaidi-confirms-2-billion-bucks-funding/


The 
French

Resistance



Will Apple Add Fuel To The Fire?



http://qz.com/344760/one-radical-theory-behind-apples-sudden-interest-in-cars/ ● Feb 14, 2015

Autonomous Apple ?

http://qz.com/344760/one-radical-theory-behind-apples-sudden-interest-in-cars/


Can anybody stop you from printing a 
car in your own garage in China?

Anybody can write software and 
program from a tiny hut in India



14 August 2015



www.wired.com/2015/09/toyota-enters-self-driving-car-race 4 SEP 2015

Guess who’s running the program at Toyota

87

http://www.wired.com/2015/09/toyota-enters-self-driving-car-race


The Supply Chain Evolution in the Near Future?  

APPLE 
Rent-i-CAR



Grand Challenges

Transportation

Smart Cities
Healthcare

Energy

IoT
IIoT
IoS

I simply collect, connect, converge and suggest potential confluence. It may be akin to seeing old ideas with new eyes ▪ Shoumen Datta

System of Systems    ● Transdisciplinarity

89



Make no little plans; they have no 
magic to stir men's blood and probably 
themselves will not be realized. Make 
big plans; aim high in hope and work. 

Daniel Hudson Burnham (1846-1912) ● www.pbs.org/program/make-no-little-plans/

http://www.pbs.org/program/make-no-little-plans/


IIC started discussing potential grand 
challenges and Transportation Grand 
Challenge was approved as a test bed 
by IIC Steering Committee (03/2014).
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Performance: Reduce response time & Avoid out of stock Cost: Optimize logistic, reduce inventory & avoid over-production

These were the initial IIC test bed ideas proposed by Intel  

Dr Shi-Wan Lin, Intel



James Provost

Can we deploy semi-autonomous freight transportation ? 

In 2002, transportation-related goods & services accounted for more than ten percent  
(over $1 trillion) of US GDP [www.rita.dot.gov/bts/programs/freight_transportation/html/transportation.html]

… in my story “Sally,” published in 1953, I described computerized cars that had 
almost reached the stage of having lives of their own. And, in the last few years, 
we do indeed have computerized cars that can actually talk to the driver …                      
(Isaac Asimov in Robot Dreams)
www.ebooktrove.com/Asimov,%20Isaac/Asimov,%20Isaac%20-%20Robot%20-%20Robot%20Dreams.pdf

http://www.ebooktrove.com/Asimov,%20Isaac/Asimov,%20Isaac%20-%20Robot%20-%20Robot%20Dreams.pdf


Semi-Autonomous Transportation – connecting atoms 
(cargo and goods via land, sea and air) with bits (data) 

● Highly granular micro-localization of goods movement between various nodes and modes

● Intra-container visibility and tamper-proofing / tamper-evidence (data via 5G network devices)

● Sequential check of bill of lading and tracking (compliant with SOX-409 / DHS CBP e-manifests)



Autonomous Transportation – connect to freight and 
global container track and trace (goods transparency)



Autonomous Transportation – Air Freight Forwarding
Asset optimization, security enhancement and supply chain visibility 

Dr Peter Closson Evans (GE Global Strategy and Analytics, 2013)



C-TPAT ACE

ATDI

ATS

Tier 1

Tier 2

Tier 3

e-manifest
• Vehicle Identification
• Driver’s Passport Number
• Address of Importer

100 Data Elements

• Trucking Route
• Driver Id (Biometrics)
• Cargo Id (Biomarkers)
• Purchase Order
• Proof of Delivery
• Advance Shipping Notice
• Ports of Passage
• Destination
• Origin

Attests company performs risk analysis of supply 
chain and has mitigation mechanisms in place.

Attestation audited by Customs.

Audited by Customs for best
practices in supply chain and
information (data) sharing.

Distributed data silos and lack of
interoperability creates blindspot.
Hinders non-obvious relationship
analysis (NORA) for risk estimate. 

Forecast Risk

C-TPAT > Customs-Trade Partnership Against Terrorism
ACE > Automated Commercial Environment (the enterprise system equivalent) 
ATDI > Advanced Trade Data Initiative (necessary for C-TPAT Tier 3) 
ATS > Automated Targeting System (in operation since 1990’s)

Autonomous Transportation ● Operation Safe Commerce

97



Outline of the framework suggested 
by IIC as a part of the Transportation 
Grand Challenge umbrella of ideas



Infrastructure
Smart Cities

Big Data
Analytics

Interoperability
Standards

Intelligent
Robotics

Networks, 5G
Time Semantics

Security
Privacy

Context – Roadways

Context – Intermodal Visibility

Context – Supply Chain Network Distribution Integration Platform

DEPLOYMENT OF SCENARIO

Energy
Environment



IIC discussions were gradually focused 
on deployment and it evolved as the 
semi autonomous freight transport 

initiative (abbreviated hereafter SAFTI)

IIC Transportation Grand Challenge (2014) forged a 
partnership with Professor Raj Rajkumar at CMU (IIC 

member). Autonomous transportation has deep roots in 
the Robotics Institute (Google, Uber, Ottomatika, Delphi).



Why focus on freight ?



Obsolescence imminent? http://bit.ly/BEAM-ME-UP-SCOTTY

http://bit.ly/BEAM-ME-UP-SCOTTY


This is not one of the reasons to focus on freight 



Intelligent Freight



Intelligent Freight?



Adapt or Die – The Iron Silk Road ahead 



http://dspace.mit.edu/bitstream/handle/1721.1/41897/WiFi%20Meet%20FuFi%20_%20MIT%20ESD%20WP.pdf?sequence=1

BEIJING to CAPE TOWN by RAIL

As suggested in 2008, Yiwu to Madrid
is a prelude to the next phase in freight
transportation → Beijing to Cape Town. 

http://dspace.mit.edu/handle/1721.1/41897


Asia-Africa Goods Transport ● South-South Business Development 

To Cape Town, South Africa http://dspace.mit.edu/bitstream/handle/1721.1/41897/WiFi%20Meet%20FuFi%20_%20MIT%20ESD%20WP.pdf?sequence=1Xinhuanet.com

http://dspace.mit.edu/bitstream/handle/1721.1/41897/WiFi%20Meet%20FuFi%20_%20MIT%20ESD%20WP.pdf?sequence=1


Focus on freight

Ports of LA and Long Beach, CA
February 6, 2015 http://bit.ly/ALIBABA-AND-40-DRONES

http://bit.ly/ALIBABA-AND-40-DRONES


Shipping

VOX.com



Business of Disruptive Convergence ?

FedEx Hub in Memphis, TN

http://bit.ly/ALIBABA-AND-40-DRONES

http://bit.ly/ALIBABA-AND-40-DRONES


Traffic congestion drains the U.S. economy of $87.2 billion every year with 4.2 billion 
hours and 2.8 billion gallons of fuel spent sitting in traffic, according to US DOT ITS JPO

http://www.its.dot.gov/connected_vehicle/connected_vehicle_research.htm


Autonomous Trucks with a Cab ?



Autonomous Trucks of the Future?

Engine
Battery
Controls

Illustration by Sarah Dellea, IIC



www.starbright.se/growth-in-refrigerated-transports/

Even more reasons to focus on freight

Refrigerated transport of perishable food items and bio-pharmaceuticals (vaccines) critical to life  

Sensor Data



Global Merchandise
Trade Flow, DHL 2014

w
w

w
.dhl.com

/content/dam
/Cam

paigns/gci2014/dow
nloads/dhl_gci_2014_study_high.pdf



MAPPING FREIGHT

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf



Trade between
Abilene, Texas
& its partners

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf



National Goods Trade ($20 trillion) exceeds GDP ($15 trillion) 

$ (millions)

10% of US trade corridors move ~80% of all goods, the most valuable of which are concentrated 
in the country’s 100 largest metropolitan areas. The national trade network—which includes the 
exchange of goods between different metropolitan areas, non-metropolitan areas, and foreign 
countries—moved $20.3 trillion worth of goods in 2010 (Brookings Institution, November 2014)

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf

http://www.brookings.edu/%7E/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf


Top 1% of corridors (888 corridors) traded goods worth $4.4 trillion (2010)

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf

http://www.brookings.edu/%7E/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf


www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf

Long Distance Truck Loads and Highway Congestion 

http://www.brookings.edu/%7E/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf


www.iihs.org/iihs/topics/t/large-trucks/fatalityfacts/large-trucks

DEATHS

Is SAFTI necessary?



Transportation Coordination - Emergency “Crash to Care” Response



Time, Sensors, Network 
& Data Synchronization

US Park
Service 
Drones

US DHS 
Drone

US Fire 
Service 
Drone

Dhananjay Anand, NIST

Transportation of data – key to emergency search and rescue drones 



SAFTI
Semi-Autonomous Freight 
Transportation Initiative

Broad Deployment Packages (BDP)

Dr Shoumen Datta

This is an undertaking by select members of the Industrial Internet Consortium (IIC), a coalition      
of other corporations, various government agencies and guided by a group of academics in US. 



• Can we deploy of Semi-Autonomous Freight Transportation?
Refrigerated truck transporting cargo containers with 
perishable grocery arrives at an intermodal operation     
(for transportation by sea or air or rail or cross-dock)

– Driver disembarks prior to entering security perimeter

– Truck shifts to autonomous mode and enters secure zone

– Unloads / uploads cargo (informs supply chain partners)

– Exits secure zone and arrives at a Hilton to pick-up driver

– Truck driver continues to warehouse / distribution center   
Approved for OTI

GOAL (For example, “Man on the Moon” was a goal set by JFK)

SAFTISemi-Autonomous Freight Transportation Initiative



• Goal – To Deploy Scenario in the Public Domain 
Freight truck transporting refrigerated cargo (containers 
with perishable grocery) arrives at an intermodal operation     
for shipment (by sea or air or rail or cross-dock from a to b)

– Driver disembarks prior to entering security perimeter

– Truck shifts to autonomous mode and enters secure zone

– Unloads / uploads cargo (informs supply chain partners)

– Exits secure zone and arrives at a Hilton to pick up driver

– Truck driver continues to warehouse / distribution center   
Approved for OTI

SAFTI - Semi-Autonomous Freight Transportation Initiative



To reach this goal we must 
converge three broad areas  

Broad Deployment Packages (BDP)

Approved for OTI



• BDP1 – Semi Autonomous Vehicles with ‘Brain’

• BDP2 – Connected Vehicle and Infrastructure

• BDP3 – Secure Transport of Data and Analytics

SAFTI - Semi-Autonomous Freight Transportation Initiative



Decompose the “goal / scenario” to 3 very broad deployment packages (BDP)

– The semi-autonomously operable fleet of light/heavy trucks (approx 1000-
2000 physical [software defined ] vehicles) invulnerable to cyber attacks.

– Operational infrastructure deployment in an environment where roads, 
traffic lights, bridges, tunnels, housing zones, pedestrian crossings are 
equipped to communicate (GIS, GPS, RF, DSRC) with autonomous objects as 
well as autonomous vehicles mixed with non-auto vehicles (Fedex ground 
hub). Transmission and analysis of data from users and operators (supply 
chain of goods, status of roads/bridges and cybersecurity)

– Intermodal port operator environment where these autonomous vehicles 
interact with humans and non-autonomous vehicles. Robotic handling of 
cargo containers (off-load, re-load) between ships to rail head and ground 
transportation (and air cargo link, if available). Transportation of data 
(sense and response) and monetization of pay per use analytics from users 
and operators (supply chain of goods, status of roads/bridges, security of 
goods in containers, micro-localization and highly granular identification of 
objects by products, containers, vehicles, distribution, logistics handling, 
DHS CBP compliant e-manifest and regulatory framework eg SOX409). 

Approved for OTI

SAFTI - Semi-Autonomous Freight Transportation Initiative



Further decomposition of BDP

Let us break down each package to large units

Approved for OTI



Broad deployment package - 1 (BDP1)

– The semi-autonomously operable fleet of light or heavy trucks (1000-
2000 software defined vehicles) invulnerable to cyber attacks (?)

• Calls for global partnership and globally interoperable standards
• Pre-competitive standards based approach to vehicle “brain”
• Semi-autonomous “brain” of SDV (robotic navigation) should be  able to 

operate in Pittsburgh, Long Beach, Schiphol or Kaohsiung. In other words, 
traffic signal compliance in any country and collision avoidance in any 
geographic terrain under diverse range of weather.

• Standard cybersecurity for run-time intruder detection and repulsion
• Data flow/analytics about vehicle, environment and infrastructure
• Network standards and compliance – worldwide interoperability
• US team to collaborate with global partners and collaboration group

Approved for OTI

SAFTI - Semi-Autonomous Freight Transportation Initiative



Broad deployment package - 1 (BDP1) was further sub-divided

– Semi-autonomous vehicle production / test vehicle manufacturing
sub-divided to BDP1.CCC (CAP) and BDP1.PPP (OTI)

• BDP1.CCC is a Closed Access Project (CAP, Green Room per IIC Policy)

• BDP1.PPP is an Open Technology Initiative (OTI, Slate Room)

• BDP1.CCC expects to produce an operating vehicle by 12/2016

• BDP1.PPP will focus on human-robot interactions that are likely to 
mimic the environment of the semi-autonomous vehicle on the road

Approved for OTI

SAFTI - Semi-Autonomous Freight Transportation Initiative



This policy framework is applicable to the Industrial Internet Consortium (www.iiconsortium.org) 

Outline of an idea to address IP rights of contributors and collaborators



Broad deployment package - 2 (BDP2)

– Operational infrastructure deployment in an environment where roads, traffic 
lights, bridges, tunnels, housing zones, pedestrian crossings are equipped to 
communicate (GIS, GPS, RF, DSRC) with autonomous objects as well as 
autonomous vehicles mixed with non-autonomous vehicles (FedEx ground 
hub as an example). Transmission and analysis of data from users and 
operators (supply chain, status of roads/bridges, cyber-security)

• Communications protocols with interoperable standards and cybersecurity
• Physical infrastructure upgrades and equipment installation / monitoring
• Logistics operators as a part of the real-world deployment to provide 

access to non-autonomous fleet of trucks/lorries for data acquisition
• Data convergence from agencies dealing with traffic, weather, emergency
• Monetization incentives for contribution of data and pay per use analytics
• Deployment funded by each nation or country on their own soil but uses 

the semi-autonomous fleet of vehicles if developed as a global partnership 
Approved for OTI

- 2SAFTI - Semi-Autonomous Freight Transportation Initiative



Broad deployment package – 3 (BDP3)

– Intermodal port operator environment where these autonomous vehicles interact 
with humans and non-autonomous vehicles. Robotic handling of cargo containers  
(off-load, re-load) between ships to rail head and ground transportation (and air 
cargo). Data transmission and monetization of pay per use analytics from users and 
operators (supply chain of goods, status of roads/bridges, security of goods in 
containers, micro-localization and granular identification of objects by products, 
containers, vehicles, distribution, logistics handling, DHS CBP compliant e-manifest, 
regulatory framework eg SOX409 and other country specific regulations) 

• Funded by each nation on their soil as a joint effort by an air/sea port operator + 
group lead with technological capability (US port operations + ISIS @ Vanderbilt)

• Robotic handling, precision transfers and secure transport A to B to C (ship to rail)
• Highly granular data acquisition from operation for commercial visibility and 

transparency to enhance security as well as status of goods (perishable food)
• Data analytics & monetization model as the business driver for data exchange

Approved for OTI

SAFTI - Semi-Autonomous Freight Transportation Initiative



The current goal of this initiative is 
[1] to create a coalition of distinguished academia, global corporations, local standards 
organizations and government agencies 
[2] to catalyze a highly credible global public-private partnership (PPP)
[3] to collectively work to deploy and integrate semi-autonomous freight vehicles (SDV) 
for intermodal cargo operations within the business ecosystem of freight transportation.

Project commences with construction/sourcing of ~1000 units based on standards or 
interoperable standards (old, new, to be designed) which will be tested for operational 
safety, cyber security and communications compatibility (SDV test bed environment).

Semi-autonomous vehicles (SDV) may be deployed by country specific PPP on public 
roads in different geographies (US, EU, APAC) to integrate with existing freight 
transportation operations. Pre-deployment of local infrastructure (global standards of 
communications, networks, data) for semi-autonomous vehicle integration.

Te m p o ra r y  S u m m a r y

S e m i -A u to n o m o u s  F re i g ht  Tra n s p o r tat i o n  I n i t i at i ve  

SAFTI

Open technology innovation initiative. Explore “Grand Challenges” or IoS here http://dspace.mit.edu/handle/1721.1/86935

http://dspace.mit.edu/handle/1721.1/86935


Expertise and ability to contribute technical components and/or qualified human                                 
resources to work as a part of the team to execute various work units related to:                                            

[a] robotic navigation / control as it pertains to software defined networked vehicles                         

[b] vehicle to infrastructure and vehicle to vehicle communication using                                          
dedicated short range communication (DSRC), ultra wideband UWB),                                                
cellular technologies, local and global positioning systems (basic building                                                
blocks are [i] road side units, RSU, each with GPS and DSRC gateways                                                
spaced no more than 1000M apart and [ii] vehicular units, VU, each with                                                 
on board GPS and DSRC capability)

[c] SAE standards, IEEE 1609.3 (persistent 1µS alignment between V2R and V2V),                                               
ASTM E2213–03 for DSRC and IEEE 802.11P as a DSRC capable radio system or 
alternative communication systems (LTE) for software defined vehicles (SDV).

E n ga g e m e n t  w i t h  S o f t w a re  D e f i n e d  Ve h i c l e s  ( S DV )

S e m i -A u to n o m o u s  F re i g ht  Tra n s p o r tat i o n  I n i t i at i ve  

SAFTI



Schematics using US DoT CVRIA

We start the process of further decomposition using the US DoT mandated MS Visio-
like tool referred to as the connected vehicle reference implementation architecture.

BDPs will be subjected to layer by layer decomposition in an attempt to create work 
packages based on the functionality that each layer and sub-layer may deliver in order 
to attain the goal described in BDP1, 2 and 3. The next few schematics are examples of 
the layered process. For more info visit www.cvria.net/html/resources/tools.html

This is the point where groups, companies and academics may dissect the components 
to a sufficiently granular level to determine if they can contribute to this challenge. 

www.iteris.com/cvria/html/resources/cvriatraining.html

Connected Vehicle Reference Implementation Architecture (CVRIA)

https://owa.exchange.mit.edu/owa/redir.aspx?C=xInlRx0XeUG8HWqhFA-J48Ef776x8tEIWWTxDljfVzd8gMcoavsM-BKG_GI-CRDrtZ6f7BkAsmE.&URL=http://www.cvria.net/html/resources/tools.html
https://owa.exchange.mit.edu/owa/redir.aspx?C=xInlRx0XeUG8HWqhFA-J48Ef776x8tEIWWTxDljfVzd8gMcoavsM-BKG_GI-CRDrtZ6f7BkAsmE.&URL=http://www.iteris.com/cvria/html/resources/cvriatraining.html
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Can we evolve CVRIA with Vulcan ?

vulcan.isis.vanderbilt.edu ● Larry Howard, Vanderbilt University



SAFTI
May comprise of 4 operating scenarios for the light and/or heavy duty trucks and vocational 

vehicles. Each scenario requires certain capabilities to be designed into the project. They also 
point out where the project needs to make use of common interface definitions and services. 

SDV



SAFTI SPECIFIC SCENARIOS FOR DEPLOYMENT OF SDV
Represents sections of a day-in-the-life of the semi-autonomous freight transportation vehicle  

Four scenarios with key applications in each:

1. Operation near and within the FedEx (example) sorting hub (eg Pittsburgh, PA)
- Semi-Autonomous vehicle operation
- Freight and vehicle logistics management
- Vehicle maintenance management

2.  Operation in the greater metropolitan area (collaborator – CMU, Pittsburgh, PA)
- Eco-driving assist

3.  Operation near and at the container port (eg California, South Carolina)
- Semi-Autonomous vehicle operation
- Freight and vehicle logistics management 

4.  Operation at an enforcement site on the Interstate Highway (eg: I-35 in Texas)
- Commercial vehicle enforcement
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HOW SAFTI SPECIFIC SCENARIOS FIT IN THE SCHEMATICS
BDP1.CCC (SDV), BDP2 (Infrastructure) and BDP3 (Data)

2
3

Data Infrastructure SDV

1

Can we create a secure “God Server” for this data? Question asked by Walton Fehr of US DoT at NIST on 2/12/2015  



SAFTI  SPECIFIC  SCENARIOS – Composite Physical Layer 0
CVRIA schematic shows the major objects to be deployed to accomplish the four scenarios.
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Legend

Flow Cardinality
Unicast

Multicast

Broadcast

Flow Security
Clear text, No Authent.

Encrypted, No Authent.

Clear text, Authenticated

Encrypted, Authenticated

Application Objects

Existing Project

Opportunity

Elements

Center Field

TravelerVehicle

Support People

Flow Control
Transaction initiated

By left-hand party
Receipt acknowledged

Flow Status
Existing

Project

New Opportunity

Flow Time Context (1  )

1 - Now
2 - Recent 4 - Static

3 - Historical

Flow Spatial Context (  A)
A - Adjacent
B - Local
C - Regional

D - National
E - Continental

Flow Routing
(d) - Routed through a Data 

Distribution System

Two versions of vehicle 
onboard equipment (OBE) will 
be used in the project.  Semi-
Autonomous Vehicle 
Equipment will have all of the 
abilities of Commercial Vehicle 
Equipment plus what is need 
for self-driving.

Two versions of traveler 
equipment will be used on the 
project.  General purpose 
personal information devices 
and special devices used by 
port and warehouse site 
workers.

Roadside equipment (RSE) will 
be installed and operated by 
the various locations.

Center equipment will be used 
as needed in any scenarios.

LEGEND



NODE.JS

Can WebGME help standardize CVRIA interfaces?
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Python, Java, …
Deployable:   server-side

client-side
Language and blocking “bridge”

Anything with HTTP/REST lib
Deployable:   server-side

client-side
in-browser

Limited performance and functions

Peter Volgyesi, Vanderbilt University



Composite Physical Layer 0 - simplified for SAFTI scenario BDP2
Operational infrastructure deployment in an environment where roads, traffic lights, bridges, tunnels, housing zones, pedestrian crossings are 
equipped to communicate (GIS, GPS, RF, DSRC) with autonomous objects as well as autonomous vehicle operation with mixed vehicles (eg: Fedex
Ground hub). The deployment will include the transmission and analysis of data from users and operators (supply chain, status of roads/bridges, 
cyber-security) using connected vehicle reference implementation architecture (www.standards.its.dot.gov/DevelopmentActivities/CVReference)

Approved for OTI
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Specific versions of the Physical View - Layer 0 to be created for each of the operating environments of BDP2
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Specific versions of the Physical View - Layer 0 to be created for each of the operating environments of BDP2

Eg 2: Physical View - Layer 0 for FedEx Terminal (BDP2)
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3 general purpose information flows associated with each Layer 0:

[1] Vehicle Situation Data originates from vehicles and mobile devices.  

[2] Field Situation Data originates at field devices such as traffic signal controllers.  

[3] Traveler Situation Data originates at centers and directed toward vehicles & mobile devices.



Information flow associated with Layer 0 – Vehicle Situation Data originates from vehicles and mobile devices.  
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(1A) vehicle location and motion

(2B) vehicle situation data (d)

(2B) vehicle situation data (d)

Both of the flows between vehicles and TICs use the USDOT Situation Data Warehouse (SDW). 
The SDW is a Data Distribution System, a special class of support object who’s primary 
function is the distribution of data. The fact that the flows use the SDW is indicated by the (d) 
appended to the flow.

Looking at the shape properties of the flow, the user can see this relationship. Alternatively, 
we could have placed the SDW in the diagram and connected flows on either side to show this 
explicitly. In either case, the underlying database entries are the same.

Typically, infrastructure=focused diagrams like this would show the SDW, while application-
focused diagrams (those trying to demonstrate some benefit to the transportation 
environment, would not show the SDW.
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Information flow associated with Layer 0 – Field Situation Data originates at field devices eg traffic signal controllers. 

Physical Layer 2
Field Situation Data

Existing Vehicle 
Control Equipment + 
Semi-Autonomous 

Vehicle Control 
Equipment

<Region> ITS 
Roadway Equipment

<Region> RSE

<Region> TMC

USDOT Situation Data 
Clearinghouse

USDOT Situation Data 
Warehouse

<Third Party> TIC

<Region> TIC

2: Distribution - Field Situation Data - General Case
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Note that the Data Distribution systems would not need to be shown if they did not 
communicate with one another. We could flag the information flows as using them, 
and not show the systems on the diagram.

Most application-specific layer 2 diagrams should not show data distribution 
systems, as they are intermediaries without application-specific functionality.



Information flow associated with Layer 0 - Traveler Situation Data originates at centers & directed to vehicles, mobile devices. 
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While we do not need to show the USDOT SDW here, we do so that we 
can include its application objects. We only need to include it on one 
diagram, and then only if we have application objects we'd like to have 
automatically carried over into layer 1. We could have left it off and 
manually added the objects at layer 1.

Also however, we have to include the SDW here as an intermediary to the 
Wide Area Situation Data Distributor. This object is an element of a user-
defined physical object, which does not currently use the data distrbution 
systems the same as CVRIA-provided physical objects. Putting the SDW on 
the diagram allows us to use the data disitrbution system with this user 
defined physical object

The Wide Area Situation Data 
Distributor (WASDD)  is used 
to get traveler information 
from the USDOT SDW to the 
Personal Information Device 
and Vehicles. 
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Along with the general purpose information flows will be a number of peer-to-peer data 
exchange flows to support decision management, maintenance, enforcement and 
commercial activities related to goods on vehicle (supply chain, inventory, delivery)
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2: Vehicle Maintainance Management
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Along with the general purpose information flows will be a number of peer-to-peer data 
exchange flows to support decision management, maintenance, enforcement and 
commercial activities related to goods on vehicle (supply chain, inventory, delivery)
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2: Third P2P
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Along with the general purpose information flows will be a number of peer-to-peer data 
exchange flows to support decision management, maintenance, enforcement and 
commercial activities related to goods on vehicle (supply chain, inventory, delivery)
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Several of the physical objects of BDP2 will be systems within systems (IoS).  For example, 
within the semi-autonomous vehicle (physical object) will be the system that describes
the semi-autonomous “brain” (BDP1) of the SDV (robotic navigation) which should/may
function in Pittsburgh, Long Beach, Schiphol Airport, Port of Kaohsiung, Port of Oostende



http://its.dot.gov/pilots/cv_pilot_roadmap_large.pdf

http://its.dot.gov/pilots/cv_pilot_roadmap_large.pdf


Solving Challenges Takes 
Ensembles, Not Soloists

Solving The World's Biggest Problems 
Takes Ensembles, Not Soloists

www.alma2015.org



IIC Members - SAFTI Planning with Prof Raj Rajkumar at CMU



IIC Members - SAFTI Planning with Prof Janos Sztipanovits, Vanderbilt ISIS



IIC Members - SAFTI Planning at ISIS, Vanderbilt University



IIC Members - SAFTI Planning at The Cohen Group, Washington DC



IIC Members - SAFTI Planning at the US Department of Transportation



IIC SAFTI vs US DoT and other Realities 

● SAFTI proposal had to be modified to fit Intelligent 
Transport System (ITS) call as issued on Jan 30, 2015.                                            
● We had to exclude deployment of semi-autonomous 
vehicles to comply with the funding agency guidelines.
● Professor Raj Rajkumar submitted competing proposal 
for the same US DoT grant but with his team at CMU.  



OUTLINE OF THE INDUSTRIAL INTERNET CONSORTIIUM PROPOSAL TO DOT 

Submitted on March 27, 2015



The Transportation Grand Challenege coalition of IIC members 
and non-members who jointly submitted the proposal to DoT 
drew inspiration from the Ford Rouge River Plant (1928)



IIC Transportation Proposal Team
• IIC team proposes to develop a scalable, practical, replicable next generation 

connected-vehicle infrastructure and demonstrate it in actual use in Owosso, MI
– Software automation, scalable networking and security are key deliverables

• Team:
– Vanderbilt University (tools) Prime Phase 1
– RTI (middleware)  Prime Phase 2
– Arada (deployment) Prime Phase 3
– Transformation Network (domain expert)
– Microsoft (Azure cloud)
– Verisign (certificate provisioning)
– Galois (security architecture, testing)
– Enterprise Web (provisioning)
– MIT (traffic control, autonomy)
– Tech Mahindra (operations)
– NI (software, equipment)
– Cyber Lightning (visualization)
– Parstream (analytics)
– SiriusXM (connectivity)

US DoT Connected Vehicle Reference
Implementation Architecture (CVRIA)



ITS Infrastructure and Scalable Tools for Automotive Networks



Physical Layer 2
Field Situation Data originates at field devices eg traffic signal controllers

Existing Vehicle 
Control Equipment + 
Semi-Autonomous 

Vehicle Control 
Equipment

<Region> ITS 
Roadway Equipment

<Region> RSE

<Region> TMC

USDOT Situation Data 
Clearinghouse

USDOT Situation Data 
Warehouse

<Third Party> TIC

<Region> TIC

2: Distribution - Field Situation Data - General Case

3 Physical View Oct 19 2014 NAT

DriverDriver

Vehicle Situation 
Data Monitoring

driver updates

Roadway Signal 
Control

RSE Intersection 
Management

RSE Situation 
Monitoring

(2A) intersection status

(2A) intersection status
TMC Signal Control

(2B) signal control commands

(2B) signal control status

SDC Data Access 
Management

DDS Data Collection 
and Aggregation

SDW Data Access 
Management

SDW Data Collection 
and Aggregation

TIC Traveler 
Information 
Distribution

TIC Traveler 
Information 
Distribution

(2A) traffic situation data

intersection data distribution share

(2B) field situation data delivery for travelers
(2B) field situation data

(2B) intersection situtation data

(2B) field situation data

(2B) traffic control information

driver information

Note that the Data Distribution systems would not need to be shown if they did not 
communicate with one another. We could flag the information flows as using them, 
and not show the systems on the diagram.

Most application-specific layer 2 diagrams should not show data distribution 
systems, as they are intermediaries without application-specific functionality.

Information Flow – Intelligent Transport System (ITS) 
Connected Vehicle Reference Implementation Architecture 

(CVRIA)

US DoT



Challenge 
Transform US DoT ITS CVRIA from an Idea to Implementation   

USDOT Situation Data 
Clearinghouse

Pittsburg Traveler 
Situation Data Provider 

+
FedEx Traveler 

Situation Data Provider

Wide Area Traveler 
Situation Data 

Provider

FedEx ITS Roadway 
Equipment +
Pittsburg ITS 

Roadway Equipment

San Diego RSE +
FedEx RSE +

Pittsburg RSE +
State RSE

FedEx TMC +
Pittsburg TMC

USDOT Situation Data 
Warehouse

Wide Area Situation 
Data Distributor

USDOT Object 
Registration and 
Discovery Service

USDOT Service 
Monitor

Commercial Vehicle 
Equipment

Public Personal 
Information Device +

Site Worker 
Equipment

USDOT SCMS

<Region> Other 
Center

Semi-Autonomous 
Vehicle Equipment

Remote Vehicle OBEs

State CVCE

State Commercial 
Vehicle Administrator

State CV Enforcement

0: 0: Semi-Autonomous Freight Transportation Initiative, Broad Deployment 
Package 2

4 Physical View Oct 30 2014 WLF

Field to Field

Center to Field

Short Range Wireless

Short Range Wireless

SCMS SM ORDS

SCMS SM ORDS

ORDS

SCMS SM ORDS

SCMS ORDS
SCMS ORDS

SCMS ORDS

SCMS SM ORDS

SCMS ORDS

Wide-Area Wireless

Center to Field

Center to Center

Center to Field

Center to Center

Center to Center

Center to Center

Center to Center

Center to Center

Center to Center

Wide-Area Wireless

Wide-Area Wireless

Short Range Wireless

Center to Center
Center to Center

Center to Field

Center to Field

SCMS

P-Objects with interactions to 
the abbreviated objects 
(SCMS, ORDS, SM) do not 
have their interfaces shown 
here for clarity. These p-
interconnects could be shown, 
but would clutter the diagram.

Very Wide Area Wireless

SCMS SM ORDS

Short Range Wireless

SCMS SM

ORDS

Field to Field

Center to FieldCenter to Center

Center-to-Center



Project Management Support
C3/Consulting

Application Framework
Vanderbilt

Connectivity Platform
RTI

Device Platform
Arada

Connected Vehicle Applications
Transformation Network

Cloud Platform
Microsoft

Security

RTI
VeriSign
Galois 

Safety 
Algorithm

MIT

Tier 1 Team Structure by Architectural Emphasis



Domain-Specific Modeling Languages (DSML)



Standard Connectivity Platform

Shared Global Data Space
DDS DataBus

Signalized 
Intersection

Vehicle Status

Roadside Equipment
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Simplify Applications with Decoupled Data Paths

• Problem: Pre-defined data paths
– Application code dependency 

on data sources/sinks
– Complex server configuration

• Startup dependencies
• Difficult redundancy 

management  and single points 
of failure

• DDS: Decouple data from flow
– Transparent, redundant 

sources/sinks/nets
– Huge scalability
– No servers



Raise Abstraction Level

• Problem: Low-level comm
dependencies

– Application-level batching 
– Source/destination dependencies
– Loss of strongly-typed interfaces
– Language/OS/CPU platform 

dependencies
• DDS: High-level abstract transports

– Automatic batching, throttling
– Latency budgeting
– Full platform transparency
– Pluggable transports; supports future 

evolution



Handle Corner Cases in Middleware

• Problem: DIY protocols
– “Good case” is 20% of code
– Protocol evolution is hard
– Interoperability is tricky

• DDS: Proven Protocol
– 10+ years of experience
– 1000+ working applications
– 100% approved standard
– 12+ implementations



All About the Data

• What data?
– Directly implement data model
– Clarify schema for all parties (NTCIP)

• How is data needed?
– Directly implement QoS
– Think about how objects need and share 

data, not message sequences
– Timing, reliability, liveliness, security, 

redundancy, filtering 
• Plan for evolution

– Data path changes & new uses
– Scalability (nodes, data values, teams, 

QoS, rates, etc.)
– Schema change!



Architectural Recommendations

• Use abstraction to separate concerns
– Decouple generation from distribution
– Decouple protocol from data types
– Decouple QoS control from application code
– Decouple applications in both time & space

• Plan for scale and evolution
– Enable data path flexibility
– Enable bandwidth control and filtering
– Enable system type and version evolution

• Learn from decades of protocol experience
– Adopt open standards where possible



Practical Fine-Grain Security

• Per-Topic Security
– Control r,w access for each function
– Ensures proper dataflow operation

• Complete Protection
– Discovery authentication
– Data-centric access control
– Cryptography
– Tagging & logging
– Non-repudiation
– Secure multicast
– 100% standards compliant

• No code changes!
• Plugin architecture for advanced uses

CBM AnalysisPMU Control Operator

State Alarms SetPoint

Topic Security model:
• PMU: State(w)
• CBM: State(r); Alarms(w)
• Control: State(r), SetPoint(w)
• Operator: *(r), Setpoint(w)



Implementation

• Board Member and Chief Engineer of OnStar
• GM’s global telematics and ITS planning and deployment
• Chief Electrical Engineer of Cadillac
• Director of Electrical Engineering for GM North America
• 2004 SAE Delco Electronics ITS Award for invention, design leadership, deployment, operation. 
• First deployment of 5.9GHz DSRC technology
• Founding member of the VII Working Group, which set the direction for V2X systems in the US.

KEY LEAD - DAVE ACTON 



Deployment



• Size: 4000 vehicles
• Big enough to prove the problem
• Small enough to manage the city

Deployment planned in Owosso, MI

▪ Close to ecosystem of US DoT SE Michigan testbed
▪ Citizen involvement

Populace, Mayor, City Council, Public Safety



IIC Proposal Submitted 03/27/2015 ● Decision Expected September 2015

Dr Shoumen Datta (datta@iiconsortium.org)



US DoT Proposal

Award Decision September 2015



Various issues in Transport

Challenges of Autonomy



Leap frog to Autonomous Transport Systems ?



• Paradox to Paradigms to Platforms   http://bit.ly/MIT-IOT 
● Vision, Mission and Opportunities

 Migration path to Semi-Autonomous
 Integrate Autonomous Transportation

 Global Smart Cities

 Healthcare

 Data

SDV - Software Defined Vehicles - http://bit.ly/MIT-IOT 

http://bit.ly/TOMORROW-NEVER-DIEShttp://bit.ly/YESTERDAY-NEVER-DIES

http://bit.ly/TOMORROW-NEVER-DIES
http://bit.ly/YESTERDAY-NEVER-DIES


SDV coupled with Mobile Ethernet



The Migration of the Automobile Industry



SDV = Consumer Electronics = Automobile Manufacturers in Silicon Valley

FT



Industrial Internet Consortium founding member 
INTEL 

leading an array of partnerships in automotive IoS

http://static.squarespace.com/static/53864718e4b07a1635424cdd/t/544941efe4b04f35b9279aae/1414087166747/ADA%20-%20IoT%20Automotive.pdf

http://static.squarespace.com/static/53864718e4b07a1635424cdd/t/544941efe4b04f35b9279aae/1414087166747/ADA%20-%20IoT%20Automotive.pdf




Software Defined Vehicles ● Connected Vehicle IoS Ecosystem

Tech Mahindra

Autonomous driving functions will re-shape the economies of each of these silos and services.
The extent and magnitude of the AI roadmap of the future will include a very broad spectrum. 

http://www.acq.osd.mil/dsb/tors/TOR-2014-11-17-Summer_Study_2015_on_Autonomy.pdf


Ecosystem of the Internet of Systems

Data and Analytics for SDV 

Pervasive and Ubiquitous     
Ambient Intelligence

Autonomy

http://courses.media.mit.edu/2006spring/mas963/
http://bit.ly/AUTONOMY


Dr Shoumen Datta, MIT 
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Real Time Data
Streaming Data, Continuous Queries

D2B / RFID / UWB
Object Oriented Hardware

Service Supply Chain

Semantic Grid
Web Portal

dERP
GRID

Internet  0 
Internet  1 
Internet  2 

A
G
E
N
T
S

S E C U R I T Y

Integrating Ubiquitous Analytics in Real-Time with Data, Information, Application

MEMS / NEMS
Intel Motes, Crossbow

BUSINESS SERVICES

From
an office
in Shinzen, 
China, you log
on a SDR reader in 
a warehouse in USA, 
to check if your products 
arrived on-time. They did. 
You also get to know that
your distributor in Santiago, 
Chile and retailer in Espoo,
Finland also checked the delivery 
status, moments before you logged on.

Bits, Atoms, Decisions

Right-Time
Analytics

SDR Data Interrogators as Ubiquitous Internet Appliances in IoT (2003)

IPv6

Physical World Objects

2003



Internet of Systems ● Functional Ecosystem 

www.google.com/patents/US8538984Deloitte Cartoon

http://www.google.com/patents/US8538984


www.nissan-global.com/EN/TECHNOLOGY/OVERVIEW/its.html

Connected Vehicles 
101

Transportation of Data

Autonomy
?

http://www.nissan-global.com/EN/TECHNOLOGY/OVERVIEW/its.html




Observe Orient Decide Act

Monitor Diagnose Plan Execute

Perception / 
Situational 
Awareness 

Analysis / 
Coordination Decision Making Capability

Sensory Processing Perception / Working 
Memory Decision Making Response Selection

Sensing / Perception Analyzing / Planning / 
Decision Making Acting / Executing Communicating

Monitoring & 
Detection Situation Assessment Response Planning Response

Implementation

What level of autonomy ?  



OODA Loop in Autonomous Driving Functions?  

John Boyd



User Interface
Health

Monitor

Mission Planning

Behaviors

Short Term Path
Planning

Wire by Wire Controls

Road
World
Model

PERCEPTIO
N

Communication 
Interfaces

SENSORS

Embedded Computing Platform

DATA LOGGER

Professor Raj Rajkumar
Carnegie Mellon University

BASIC ARCHITECTURE FOR AUTONOMY 



User Interface
Health

Monitor

Mission Planning

Behaviors

Short Term Path
Planning

Wire by Wire Controls

Road
World
Model

PERCEPTIO
N

Communication 
Interfaces

SENSORS

Embedded Computing Platform

DATA LOGGER

Professor Raj Rajkumar
Carnegie Mellon University

LOGICAL ARCHITECTURE FOR AUTONOMY by Professor Raj Rajkumar, Carnegie Mellon UniversityData analysis problems and algorithmic 
issues for autonomous driving functions 



Continuous Real Time Data in Autonomous Driving  



Situational Awareness

● Monitor/Track 
● Mark spots on map
● Share maps with peers

Tactical Chat

● Send text messages 
● Pictures, videos, audio
● Location tagged

Medevac Reports

● Injury and location
● Real-time
● Reliable delivery

DARPA Transformative Apps – AMMO provides data persistence and communication-networking 
backbone (Dr Sandeep Neema, Institute for Software Integrated Systems, Vanderbilt University)

Android Mobile Middleware Objects



IoS, DaaS, IaaS, PaaS, SaaS, KaaS - Connected Car Composable Computing

VOLVO

Public

Private

Government

D = Data ▪ I = Infrastructure ▪ P = Platform ▪ S = Software ▪ K = Knowledge

http://bit.ly/Connected-Car-AUSTIN

http://bit.ly/Connected-Car-Sequel

http://bit.ly/Connected-Car-AUSTIN
http://bit.ly/Connected-Car-Sequel


Monitor and Predict Physiological Status of Humans in Vehicles
Transport Connects to Healthcare through Smart City Platform



Temporal Decomposition of Complex Simulations
ECU based intruder dectection? Run-time condition monitoring? 

N
eem

a, H., J. Gohl, Z. Lattm
ann, J. Sztipanovits, G. Karsai, S. N

eem
a, T. Bapty, J. Batteh, H. 

Tum
m

escheit, and C. Sureshkum
ar,  "M

odel-Based Integration Platform
 for FM

I Co-
Sim

ulation and H
eterogeneous Sim

ulations of Cyber-Physical System
s“ in Proceedings of 

the 10th International M
odelica Conference, Lund U

niversity, Solvegatan 20A, SE-223 62 
LU

N
D, M

odelica
Association and Linkoping U

niversity Electronic Press, pp. 235-245, 03/2014.

•Partition: Driver vehicle (Vehicle 
mechanics, Electrical and Driver) 
and Thermal Management (Fluid 
and Thermal parts of the model)

•Simulation with different   
processes and clock-rates 
but achieves correct behavior



Raw Data (in any silo) is of limited value unless analyzed in conjunction with other data 
in temporal context of the problem-question to deliver the value the application seeks. 

Response to a complex situation may need real-time 
data curation, analysis, synthesis & fusion to respond 



Response may need “past scenario” analytics in real-time  

www.nanocubes.net/assets/pdf/nanocubes_paper.pdf

nanocubes

Marvin Minsky “cube on cube” (The Society of Mind, 1959)

http://bit.ly/GFS-2004

http://bit.ly/GFS-2004
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Modified from illustration by Jaap Bloem

R
RECOMBINANT DATA

Recombinant Data may lack tools for curation and re-synthesis   



Think, Connect and Converge like a Neuron

Interoperability between data domains is key

Real-time Autonomous Driving 

ANALYTICS SUPPORT



THE SOCIETY OF MIND
Marvin Minsky (1959)



Neuro-Synaptic Chips & Multi-core platforms for parallel processing of noisy, multi-modal, unstructured data 

Dr Dharmendra Modha
IBM • www.modha.org

Neuro-synpatic Chip



Model Based
Fault Detection 

Control Algorithms
Signal Processing

Data Driven
Anomaly Detection 

Software Monitors
FDI Supervisor

Perimeter Distributed Data API ● Core may hold matrix of questions  

MULTICORE PROCESSOR

Multi-Core Analytical Platforms 



Simple Problem ?

EXAMPLE



How does an autonomous vehicle
understand the difference between
an object without threat in a run
time collision avoidance context? 

Without algorithmic solutions, 
even a harmless plastic bag in 
the air may cause an accident.



plastic bag



We are talking about image identification









Crticial tools for real-time image 
identification and semantic context 

of the image for autonomous vehicle



What if this speed 
limit sign did not 
communicate with 
the vehicle? Can the 
system identify the 
meaning from the 
image of the icon? 





Hellabytes of images and other data from road side scenarios for analysis by SDV

Run-time
Uncertainty
Estimation?

Where is the data? Where are the sense and response run time analytical engines?
● Depends on bounded latency 
● Cloud or Fog or Software Defined Vehicles in the Mist (Gorillas in the Mist)
What is the Mist ? Ad hoc Composable Mobile Dynamic Grid Computing
Access available computing power in near field vehicles for run time analytics (Mist)
Reuse concept of “grid computing to solve protein structure by using idle computers” 
Globus Tool Kit by Steve Tuecke (do not confuse with marketing material by MS Cloud)

SDV’s in the MIST

226

http://en.wikipedia.org/wiki/Gorillas_in_the_Mist
http://www.mcs.anl.gov/articles/steve-tuecke-science-saas-synergies
http://toolkit.globus.org/toolkit/about.html
http://www.microsoft.com/global/enterprise/microsoftcloud/RichMedia/VTinfographic_FINAL_061114_noFooter.pdf


An example of collaboration of the cyber-physical systems is the collaboration of 

vehicles in proximity to avoid collisions. These vehicles communicate with each 

other in the cyber space dynamically forming an ad hoc communities to inform 

others the actions each of them is taking that may affect the communities of 

vehicles. Examples of such actions include applying a brake or changing lanes. 

They also interact, albeit indirectly, in the physical space by continuously sensing 

and measuring the movement and trajectory neighboring vehicles. The information 

gathered from both the cyber and the physical spaces is then synthesized to gain 

an understanding of the state and intent of the vehicles in proximity. From this 

understanding and based on prescribed objectives (e.g. to avoid collision, a 

physical effect), control decisions are continuously made to produce the desired 

physical effects in the vehicle in question, e.g. to slow down, stop, accelerate or 

change course, in order to avoid the undesired ones, such as collision between 

vehicles or between vehicles and other objects. [NIST CPS PWG ▪ Frameworks]

Hellabytes of Data Per Second from Software Defined Vehicles

IoS (Cyberphysical Systems + Data) = Collision Avoidance



Tools for Composable Mobile Dynamic 
“Mist” Computing

http://www.mcs.anl.gov/articles/steve-tuecke-science-saas-synergies


Evolution of Grid Computing and Globus Toolkit  
Composable Near Field “Mist” Computing ??
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DARPA, NSF, and 
DOE begin 
funding Grid 
work

NASA initiates
Information Power Grid,

DOE increases support

Globus Project wins
Global Information 

Infrastructure
Award

MPICH-G
released

The Grid: Blueprint for a New Computing
Infrastructure published

GT 1.0.0
Released

Early Application
Successes Reported

GT 1.1.1
Released

GT 1.1.2
Released

GT 1.1.3
Released

NSF & European Commission
Initiate Many New Grid Projects

GT 1.1.4 and
MPICH-G2 Released

Anatomy of the Grid
Paper Released

First
EuroGlobus
Conference

Held in
Lecce

Significant
Commercial

Interest in
Grids

NSF GRIDS Center
Initiated, DOE begins

SciDAC program

GT 2.0 beta
Released

Physiology of the Grid
Paper Released

GT 2.0
Released

GT 2.2
Released



Computing in the mist

“Mist Computing” does not exist. It is a suggestion by the author.



Oh I see a plastic bag

What is the “brain” of the 
autonomous vehicle thinking?



http://arxiv.org/pdf/1411.4555v1.pdf

Neural Image Caption (NIC) Generator
Translates images to natural language  

Author’s idea is adapted from → http://googleresearch.blogspot.co.uk/2014/11/a-picture-is-worth-thousand-coherent.html

To translate languages, Recurrent Neural Network (RNN) transforms a French sentence into a vector representation, and a 
second RNN uses that vector representation to generate a target sentence in German. Replace first RNN and input words 
with deep Convolutional Neural Network (CNN) trained to classify objects in images and add known classes of objects in 
semantic baffles with corresponding behavior (plastic bag versus wooden plank) with assigned probability of object in the 
image (environment). Feed CNN’s rich encoding of the image into a RNN designed to produce phrases. We can then train the 
whole system directly on images and their captions, so it maximizes the likelihood that descriptions it produces best match 
the training descriptions for each image. The natural language spoken by human (inside vehicle) better trains the algorithms.

http://arxiv.org/pdf/1411.4555v1.pdf
http://en.wikipedia.org/wiki/Recurrent_neural_network
http://google-opensource.blogspot.com/2013/08/learning-meaning-behind-words.html
http://en.wikipedia.org/wiki/Convolutional_neural_network


Siamese Networks – Paraphrase Detection
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Thin bags may be harmless to vehicle
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Thin bags may be harmless to vehicle
Semantics Semantics Semantics

Semantics

Semantics

Attributes



www.cs.toronto.edu/~hinton/csc2515/notes/lec10svm.ppt www.epfl.ch ▪ Patrick Meier at www.qcri.com

SVM distinguishes gazelles, ostrich, 
trees and ground in Namibia, Africa

Connected Vehicle 
Mist Computing Tool
Support Vector Machine

http://www.cs.toronto.edu/%7Ehinton/csc2515/notes/lec10svm.ppt
http://www.epfl.ch/
http://www.qcri.com/


Support Vector Machines for ITS in China



http://bit.ly/GOOGLE-PATENT-CYCLISTS

Google Autonomous Vehicle 
“baffled by a man” on a bike

http://bit.ly/GOOGLE-PATENT-CYCLISTS


Autonomous Vehicles - interpreting hand signals of cyclists



Google granted patent for interpreting hand signals of cyclists



Can machine learning analytics 
distinguish between scenarios?









Viktor Weisskopf, Maria Göppert, Max Born
Göttingen (1920)



The crucial importance of scenario 
semantics for autonomous vehicles



www.cityscapes-dataset.net

http://www.cityscapes-dataset.net/


www.cityscapes-dataset.net

http://www.cityscapes-dataset.net/


Do we have to compute “bike” 
scenario for 1000 most common 
situations for every type of city?

may be not 













This and many more decisions must 
be synthesized in real-time to 
support autonomous driving



EMERGENCY
MANAGEMENT

DATA and ANALYTICS for AUTONOMOUS VEHICLE MANAGEMENT

Data, Message, Alert Dashboard for Communities and Commuters

Public
Data

256



CONNECT DATA and ANALYTICS for EMERGENCY MANAGEMENT

Peter Volgeysi, Vanderbilt University



SAFTI
Semi-Autonomous Freight Transportation Initiative

Connect Data

SECURE
PLATFORMS



More hurdles



IIoT

Quintessential for Autonomy

IoS

http://bit.ly/KATHLEEN-FISHER-60-MINUTES

http://bit.ly/KATHLEEN-CAR-HACKED

http://bit.ly/KATHLEEN-FISHER-60-MINUTES
http://bit.ly/KATHLEEN-CAR-HACKED


5G will be helpful when available



Ericsson’s 5G Phone-on-Cart (2015) outperforms 4G phones in the market

Sara Mazur
VP, Ericsson



CURRENT SAFETY & SECURITY CONCERNS
in-vehicle mobile ethernet network

IEEE



ITS Autonomy: Opportunistic cyber attacks?

Smart Roads Platform control algorithms + real-time data may 
predict & manage flows to support resilience to cyber attacks.

http://bit.ly/VANDERBILT-C2-HN
Himanshu Neema at Vanderbilt

Game Theory in resilient control design - Stackelberg games

Saurabh Amin
Sankar Shastry
Claire Tomlin

http://bit.ly/VANDERBILT-C2-HN


F6 Information Architecture
Abstraction applicable to intelligent transport?

GABOR KARSAI, Institute for Software Integrated Systems, Vanderbilt University



Network Resilience - What happens if the network is disrupted?  

GEO

Transportation
Cybersecurity 

Truck installed 
Micro-Droneport
● [1] Drones on board using HACMS 
and fitted with UWB transceivers to  
create ad hoc radio network

● [2] Roof-top wireless electricity 
charging pad for droneport provided 
by WiTriCity

● [3] Drones transmit to LEO, MEO, 
NEO, HEO or GEO satellites in range

● [4] Satellite re-transmits to safe 
zones for communication / update

● [5] Responds with message and/or 
guidance to autonomous vehicle  

2

3 4

5

1

www.technologyreview.com/news/532176/a-brain-inspired-chip-takes-to-the-sky/

http://bit.ly/MICRO-DRONES-AFRL
http://bit.ly/ALIBABA-AND-40-DRONES

nano-satellite networks

http://www.technologyreview.com/news/532176/a-brain-inspired-chip-takes-to-the-sky/
http://bit.ly/MICRO-DRONES-AFRL
http://bit.ly/ALIBABA-AND-40-DRONES


UAV in security mission with USAF 8th Wing
SCENARIO

EXPERIMENTATION

•Integration of loosely 
coupled models 
•Track and trace time-
critical targets
•Includes humans in 
decision support 
•Resilience in face of 
cyber security threat
•Time-sensitive and 
reactive (adaptive) model
• Bi-directional action in 
urban environment

isis.vanderbilt.edu
C2 by Himanshu Neema



Rapidly advancing disruptions

There may no longer exist spare parts 
inventory. It will not be necessary.



3D Printing ● It took about 30 years 

It takes about 28-30 years for an idea to be socialized before it is accepted and adopted. 
1999 was the birth year for IoT concept. We expect exponential growth of IoS by 2030.

In 1984, Carl Deckard started his PhD with 

Professor Joseph Beaman at UT Austin. They 

commercialized one of the first forms of 3D 

printing, called Selective Laser Sintering (SLS). 

In 1988, New York Times attempted to explain 

SLS (http://bit.ly/3D-PRINTING-NYT-1988). 

About 30 years later, at the 2015 Detroit Auto 

Show the Shelby Cobra is 3D printed by ORNL 

(Oak Ridge National Laboratory, DOE). The 

Industrial Internet Consortium is exploring 3D 

printing in an autonomous (self-assembly, self-

organizing) manufacturing test bed proposal.
http://energy.gov/eere/amo/3d-printed-shelby-cobra

http://www.me.utexas.edu/directory/faculty/beaman/joseph/4/
http://bit.ly/3D-PRINTING-NYT-1988
http://energy.gov/eere/amo/3d-printed-shelby-cobra
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Paradox? 
Paradigm?
Rolls Royce does not 
sell jet engines. It 
sells “thrust hours” 
guaranteed uptime 
and service levels 
based on sensor 
data from turbines.

MRI 2 mining trucks 
pay per use pricing 
based on service.

Products will be the 
vehicles for service 
LT micro-revenue. 



3D
http://bit.ly/3D-JET-ENGINE

http://bit.ly/3D-JET-ENGINE




http://bit.ly/3D-SUPERCAR-PLATFORM

http://3dprint.com/74810/3d-printed-supercar-blade/

AUTOMOBILE PLATFORM

http://bit.ly/3D-SUPERCAR-PLATFORM
http://3dprint.com/74810/3d-printed-supercar-blade/


IoT – We’ve been doing this for a long time …
CIO, Williams Martini Racing (Formula 1)

www.zdnet.com/article/formula-1-racing-sensors-data-speed-and-the-internet-of-things/

http://www.zdnet.com/article/formula-1-racing-sensors-data-speed-and-the-internet-of-things/


Disclaimer
The contents presented here by the author should not be mistaken to reflect or represent the brilliance or 

skills of the author. The author has neither created anything new nor invented any portion of this collective 

thinking. The references to material from scientists at CMU, MIT and other institutions are borrowed and 

aggregated by the author to suggest potential confluence of ideas. Many of these ideas are common and 

should not be viewed as ideas due to the author, alone. The meteoric accomplishments and the august 

institutional image of CMU and other organizations are solely due to the scientists and their scientific 

genius. There is absolutely no connectivity between these works and the author. The author neither 

represents the science nor the scientists. The author is not a contributor (unless specifically mentioned 

here) but merely a collector. This is not an attempt by the author to masquerade under any institutional 

banner of excellence. The author does not claim to be a part of the rigorous standards of excellence 

exemplified by the intellectual fabric one perceives about the elite institutions mentioned in this 

presentation. The author has merely borrowed the material to spin a yarn to depict a resplendent future. 

The progress of civilization is due to science by the scientists. The author is an external observer of that 

magnificent process of evolution which creates a sense of the future. Please enjoy the ride. Thank you.

Thank you

Dr Shoumen Datta, Senior Vice President, Industrial Internet Consortium ● Research Affiliate, School of Engineering, MIT
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