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IMPERFECTLY CATALYZED BY CYBERPHYSICAL SYSTEMS AND INTERNET OF SYSTEMS

Dr Shoumen P Austin Datta ● Research Affiliate, School of Engineering, MIT ● SVP, Industrial Internet Consortium ● shoumen@mit.edu

Far Reaching Changes in the Near Future – Industrial Internet, IIoT, IoT and IoS

Industrial Internet Consortium ● www.iiconsortium.org ● http://bit.ly/MIT-IOT 

Paradox  to  Paradigms

http://www.iiconsortium.org/


Internet of Systems ● http://bit.ly/MIT-IOT 

● Vision, Mission and Opportunities

● Challenges
 Autonomous Transportation (SDV) 

 Global Smart Cities

 Healthcare

 Data

https://hbr.org/2014/11/setting-standards-for-the-internet-of-things

https://hbr.org/2014/11/setting-standards-for-the-internet-of-things


System of Systems  ● Transdisciplinarity



www.goldmansachs.com/our-thinking/outlook/internet-of-things/iot-report.pdfWhat are we connecting?

Things?

Atoms?

Bits?

Concentric concentration of confusion.

IoT

CPS
Data of Things?

Big Data of Things?

http://www.goldmansachs.com/our-thinking/outlook/internet-of-things/iot-report.pdf


What are we connecting?  At a granular level – bits to atoms 

SYSTEMS
● Manufacturing Systems
● Transportation Systems
● Cyberphysical Systems
● Health Care Systems
● Emergency Systems
● Financial Systems
● Supply Chains
● Security

Internet of Systems, therefore, is a convergence of system
of systems from a systems engineering perspective along
with CPS, IoT, WoT, IoE, industrial internet (IIoT) applications 

http://bit.ly/ALIBABA-AND-40-DRONES
http://bit.ly/KATHLEEN-FISHER-60-MINUTES
http://www.engadget.com/2015/02/05/us-hospital-apple-healthkit-trials/
http://www.engadget.com/2015/02/05/us-hospital-apple-healthkit-trials/


What is the value of connectivity?  Savings/gain $400 million



Exponential Growth in Value by Connecting System of Systems – Internet of Systems

PTC.COM



• Chaos theory
• Complex systems
• Complex system
• Cybernetics

– Biocybernetics
– Engineering cybernetics
– Management cybernetics
– Medical cybernetics
– New Cybernetics
– Second-order cybernetics

• Control theory
– Affect control theory
– Control engineering
– Control systems
– Dynamical systems
– Perceptual control theory

• Operations research
• Systems biology

– Computational systems 
biology

– Synthetic biology
– Systems immunology
– Systems neuroscience

• System dynamics
– Social dynamics

• Systems ecology
– Ecosystem ecology

• Systems engineering
– Biological systems 

engineering
– Earth systems engineering 

and management
– Enterprise systems 

engineering
– Systems analysis

• Systems theory in 
anthropology

• Systems psychology
– Ergonomics
– Family systems theory
– Systemic therapy

• Systems theory
– Biochemical systems theory
– Ecological systems theory
– Developmental systems 

theory

– General systems theory
– Living systems theory
– LTI system theory
– Sociotechnical systems 

theory
– Mathematical system theory
– World-systems theory

• Systems theory in sociology
– Talcott Parsons
– John N. Warfield
– Niklas Luhmann

• Etc

Systems Science
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Grand Challenges

Transportation

Smart Cities
Healthcare

Energy

IoS

I simply collect, connect, converge and suggest potential confluence. It may be akin to seeing old ideas with new eyes ▪ Shoumen Datta

System of Systems    ● Transdisciplinarity

14



Dr Shoumen Datta, MIT 
<shoumen@mit.edu> 15

Real Time Data
Streaming Data, Continuous Queries

D2B / RFID / UWB
Object Oriented Hardware

Service Supply Chain

Semantic Grid
Web Portal

dERP
GRID

Internet  0 
Internet  1 
Internet  2 

A
G
E
N
T
S

S E C U R I T Y

Integrating Ubiquitous Analytics in Real-Time with Data, Information, Application

MEMS / NEMS
Intel Motes, Crossbow

BUSINESS SERVICES

From
an office
in Shinzen, 
China, you log
on a SDR reader in 
a warehouse in USA, 
to check if your products 
arrived on-time. They did. 
You also get to know that
your distributor in Santiago, 
Chile and retailer in Espoo,
Finland also checked the delivery 
status, moments before you logged on.

Bits, Atoms, Decisions

Right-Time
Analytics

SDR Data Interrogators as Ubiquitous Internet Appliances in IoT (2003)

IPv6

Physical World Objects



Grand Platforms

Transportation

Smart Cities
Healthcare

Energy

OS

From Things to System of Things – Internet of Things evolves to  Internet of Systems16



P
L
A
T
F
O
R
M
S

www.economist.com/news/special-report/21593583-proliferating-digital-platforms-will-be-heart-tomorrows-economy-and-even
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Analytics Association Agents / Analytical Processing Ensembles

Analytical App Store/ Analytical Engine Component / Module 

Security ● Cyber-security + Physical Security Remote Management

Atoms to Bits / M2MApps / User Interfaces 

DaaS

IoT CONSUMERS

INTERNET OF SYSTEMS

API / Interoperability

Analytical Output / Push-Pull Dynamic GUI / Pay-Per-Use Platforms 

Predix

IBM

SAP

Dr Ahmed El Adl

SMARTER PLANET



IoS ● Business Ecosystem ● http://bit.ly/MIT-IOT 

IDC



Internet of Systems ● Functional Ecosystem 

www.google.com/patents/US8538984Deloitte Cartoon



http://www.cisco.com/c/en/us/solutions/collateral/service-provider/ip-ngn-ip-next-generation-network/white_paper_c11-481360.pdf

DAWN OF THE HELLABYTE ERA ● GLOBAL IP TRAFFIC



http://time.com/3589909/internet-next-billion-mobile/

The Next MOB ● Mobile Only Billion



My mobile phone will 
be my purchasing tool

www.pwc.com/gx/en/retail-consumer/retail-consumer-publications/global-multi-channel-consumer-survey/assets/pdf/total-retail-2015.pdf

Apply ABCDEF Principle 
Analyses based on context, 
demographics and economic future

http://www.pwc.com/gx/en/retail-consumer/retail-consumer-publications/global-multi-channel-consumer-survey/assets/pdf/total-retail-2015.pdf


Hours at minimum wage needed to pay for 500MB Mobile Data Plan 

http://time.com/3589909/internet-next-billion-mobile/



Platforms 

PaaS, SaaS, IaaS, DaaS must generate revenue for IoS Platforms Business

Paradox to Paradigms to Platforms

IDC

http://thecge.net/category/research/the-emerging-platform-economy/



SUPPLY CHAIN OF GOODS – REAL TIME PLATFORM
The Elusive Quest to Tame the Bull Whip Effect

?

RETAIL



Food Society Infrastructure

Roads
Energy
Housing
Transport
Sanitation

BILLIONS OF PEOPLE

ONE TRANSACTION PLATFORM ?

Education Healthcare Entertainment

Retail

Travel

Services



Platform Economy – VC Funding for Collaborative Enterprises



Over 10,000 companies were able to raise over US$80 billion in 2014. In the 
lead are Flipkart (India); Airbnb, Uber, Cloudera (US); Koudai, Meizu (China)



Mobile IoS Economy Uber’s Information Flow



Makes Money – Generates Revenue

Manufacturing Services Analytics

Data Systems

Machines
Aerospace
Fuels, FMCG 
Automobiles
Commodities

The Hyper-Horizontal Function
Coal was a huge industry that fueled other huge industries during the 
latter part of the Industrial Revolution. A purpose-built infrastructure 
was required to deliver coal from mines to manufacturers. In the age of 
the industrial internet and the internet of things, is data the new coal?



MONEY

Adapt or Die – Changes on the road ahead 



$0T

$5T

$15T

$20T

Increasing

Economic Growth fueled by the Middle Class ● Can Modinomics reduce FDI restrictions in India?



According to IMF the CNY has a long way to go to catch up to the USD 

http://bit.ly/Silk-Road

CNY

USD

FT



www.aei-ideas.org/2014/02/americas-ridiculously-large-16t-economy/

US States renamed for countries with similar GDP (2012)



BUT THE ECONOMIC CONTEXT HAS EVOLVED AS MEASURED BY PPP 

http://bit.ly/Silk-Road

US 16.28%
US$ 17.4 T

PPP
Global
GDP CHINA

17.6 T



http://dspace.mit.edu/bitstream/handle/1721.1/41897/WiFi%20Meet%20FuFi%20_%20MIT%20ESD%20WP.pdf?sequence=1

BEIJING to CAPE TOWN by RAIL

As suggested in 2008, Yiwu to Madrid
is a prelude to the next phase in freight
transportation → Beijing to Cape Town. 

http://dspace.mit.edu/handle/1721.1/41897


Asia-Africa Goods Transport ● South-South Business Development 

To Cape Town, South Africa http://dspace.mit.edu/bitstream/handle/1721.1/41897/WiFi%20Meet%20FuFi%20_%20MIT%20ESD%20WP.pdf?sequence=1Xinhuanet.com



Internet of Systems (Me) Economy

Think different ● Re-think security

HYPER-HORIZONTAL ● HYPER-VOLUME ● HYPER-SOLIPSISTIC 

Alibaba and Forty Drones Kathleen Fisher and DARPA HACMS

http://bit.ly/ALIBABA-AND-40-DRONES
http://bit.ly/KATHLEEN-FISHER-60-MINUTES


Interoperability

● The IoS Economy  ●

VMASC



Grand Platforms

● The IoS Economy  ●

Basic IoT Model



● IoT Architecture  ●

http://www.iot6.eu/sites/default/files/IoT6%20-%20D1.3.pdf



IoT Architecture ● Protocol Stack Mapping ● http://www.iot6.eu/sites/default/files/IoT6%20-%20D1.3.pdf



Communication Standards ? 

http://eejournal.com/archives/articles/20150209-protocols/



● IoT Communication  ●

www.iot6.eu/sites/default/files/IoT6%20-%20D1.3.pdf



● Legacy IoT Integration ●

www.iot6.eu/sites/default/files/IoT6%20-%20D1.3.pdf



• Star topologies often trump mesh topologies

• Design and debugging tools are as important as the technology

• A retrograde step eschewing more convenience but less scalable architectures

Other less known conjectures of lesser importance -

The Riemann hypothesis, proposed by Bernhard Riemann (1859), is a conjecture that the non-trivial zeros of the
Riemann zeta function all have real part 1/2.

Golbach's conjecture is one of the oldest and best-known unsolved problems in number theory and in all of 
mathematics. It states: every even integer greater than 2 can be expressed as the sum of two primes.

SES, MIT

● IoT Design Metaphor  ●
The Sanjay Sarma Conjecture

http://en.wikipedia.org/wiki/Bernhard_Riemann
http://en.wikipedia.org/wiki/Riemann_hypothesis%23CITEREFRiemann1859
http://en.wikipedia.org/wiki/Conjecture
http://en.wikipedia.org/wiki/Root_of_a_function
http://en.wikipedia.org/wiki/Riemann_zeta_function
http://en.wikipedia.org/wiki/Real_part
http://en.wikipedia.org/wiki/List_of_unsolved_problems_in_mathematics
http://en.wikipedia.org/wiki/Number_theory
http://en.wikipedia.org/wiki/Mathematics
http://en.wikipedia.org/wiki/Even_and_odd_numbers
http://en.wikipedia.org/wiki/Integer
http://en.wikipedia.org/wiki/Prime_number


Macro-economics
of

micro-revenue

● The IoS Economy  ●
Dr Shoumen P Austin Datta ● Research Affiliate, School of Engineering, MIT ● SVP, Industrial Internet Consortium ● shoumen@mit.edu

Think different ● Re-think security
Alibaba and Forty Drones Kathleen Fisher and DARPA HACMS

http://bit.ly/ALIBABA-AND-40-DRONES
http://bit.ly/KATHLEEN-FISHER-60-MINUTES


Consumer
pays for

Transaction

Retail

Homes

Education

Children

HealthFriends

Media

Cars

Phones

Lifestyle related points of transaction Idea

Value Transaction Cost Analysis 

Revenue Micro-payments 



Internet of Systems ● Growth potential from pay per mile car insurance

Connect (telematics software) with personal automobile id (IPv6) to bill distance data.

MONEY  MAKING  IDEAS 

Estimated number of personal automobiles in India and China 30 million

Estimated average distance 6000 miles or 180 billion car-miles per year

Charge (average) 2 cents per mile (age adjusted) for car insurance *

Revenue pa with 10% share   $360 million
Pay Per Mile insurance reduces barrier to entry and improves economies of scale  

* US average for low risk, low cost insurance for middle-age individuals approximates 5 cents per mile based on 12,000 miles per year. 



IoS Growth potential from security - pay per hour home insurance

Connect (domestic telematics SaaS) with WSN - IPv6 (self-organizing motion sensors ad hoc mesh)

MONEY  MAKING  IDEAS 

Estimated number of personal homes in India and China 250 million

Estimated average 4 hours unoccupied or 365 billion home-hours pa

Charge (average) 1 cent per hour

Revenue pa with 10% share   $365 million
Pay Per Hour insurance reduces barrier to entry and improves penetration  



Industrie 4.0 Projections about Products & Service Sector Growth due to the Industrial Internet

http://www.bitkom.org/files/documents/Studie_Industrie_4.0.pdf



Paradox to Paradigms to Platforms to Populations

Dr Shoumen Datta ● Research Affiliate, MIT ● SVP, Industrial Internet Consortium ● shoumen@mit.edu

MIT Tech Review ▪ Nov 2014



Paradox to Paradigms to Platforms to Populations

Beijing

Shanghai

Guangzhou

Chinese New Year
February 16, 2015

Taipei



THE NETWORKED PHYSICAL WORLD

ECONOMIC  GROWTH  ENGINE - IoS



THE NETWORKED PHYSICAL WORLD

Map of every device connected to the internet on the evening of 2 August 2014 (Shodan). John 
Matherly pinged all IP addresses of devices online on 2 August (11pm UK). It took about 5 hours. 
Map represents all the devices (red = many) that pinged back in 12 hours using matplotlib.

https://www.shodan.io/
http://matplotlib.org/


Projected Economic Impact of The Industrial Internet 

World Bank, GE



Diffusion of the Internet - NetDay 1996  

President Bill Clinton installing computer cables with Vice President Al Gore on NetDay at Ygnacio Valley High School (Concord, CA - Mar 9, 1996)58

http://en.wikipedia.org/wiki/Bill_Clinton
http://en.wikipedia.org/wiki/Al_Gore
http://en.wikipedia.org/wiki/Ygnacio_Valley_High_School


In engineering parlance, there is a phrase called 'energy under the curve.' This refers to the total  energy output of a 

device—light bulb, acoustic transducer —as measured on a graph across a range of frequencies. While every effort is 

made to maximize the amount of energy output from that device, in the end it's still a finite amount. The key to best 

performance is getting the device to deliver energy that is usable. A light bulb may produce x lumens of energy, but it 

won't do much good if its output is predominately at ultraviolet frequencies that are invisible to the human eye. An 

acoustic transducer (speaker) can be modified to produce more or less energy at different frequencies, but the total 

acoustic energy produced by that specific speaker is finite. The engineers can move the  energy output from one 

frequency region to another, but the 'total energy under the curve' remains the same. The key to a speaker's useful 

performance, of course, is for it to produce its energy at frequencies that are audible and useful to humans, not bats.

The concept of energy under the curve is directly analogous

to an economy's money supply at a given time. Both the energy 

and the money supply are known amounts. The money is going

to be spent by someone (device is going to output its energy). 

The key is for the money to be spent where it has the most benefit 

(the light bulb must produce visible light).

www.americanthinker.com/2004/09/the_light_bulb_economy.html

Disrupt
Total energy under the curve



Projected Economic Impact of Internet of Systems 

Re-engineer Transaction Cost

Transaction Cost Economics



Projected Socio-Economic Impact of Internet of Systems 

Re-engineer Resource Utilization 



Gini coefficient measures the inequality among values of a frequency distribution (for example 
levels of income). Coefficient = zero expresses perfect equality (everyone has an exactly equal 
income). Coefficient = 1 expresses maximal inequality (where only 1 person has all the income).

Projected Socio-Economic Impact of Internet of Systems 

Re-engineer GINI Coefficient



http://research.stlouisfed.org/fred2/series/CP/

US Corporate Profits after Tax ($B) ∙ Greatest increase in a 5 year period 2009-2014 

2009-2014

2009-2014



Child Laborers in India 

qz.com



Disrupt

http://www.nytimes.com/1988/03/16/business/business-technology-advances-screen-solid-3-d-model-matter-minutes.html


Manufacturing ● Can Robots Build Robots? Self-organize / Self-Assembly (SOSA) Factories?



Manufacturing ● Self-organize / Self-Assembly Factories ● Bio-inspired? Bio-mimicry? 

Background - www.mhhe.com/biosci/genbio/raven6b/graphics/raven06b/howscientiststhink/17-lab.pdf
Allosteric Control - www.pasteur.fr/ip/resource/filecenter/document/01s-00004j-0eq/monod-changeux-jacob-1963.pdf

http://www.mhhe.com/biosci/genbio/raven6b/graphics/raven06b/howscientiststhink/17-lab.pdf
http://www.pasteur.fr/ip/resource/filecenter/document/01s-00004j-0eq/monod-changeux-jacob-1963.pdf


• Paradox to Paradigms to Platforms   http://bit.ly/MIT-IOT 
● Vision, Mission and Opportunities

● Challenge migration path from PNGV to SDV
 Autonomous Transportation (SDV)

 Global Smart Cities

 Healthcare

 Data

SDV - Software Defined Vehicles   http://bit.ly/MIT-IOT 

http://bit.ly/TOMORROW-NEVER-DIEShttp://bit.ly/YESTERDAY-NEVER-DIES

http://bit.ly/TOMORROW-NEVER-DIES
http://bit.ly/YESTERDAY-NEVER-DIES


SDV = Consumer Electronics = Automobile Manufacturers in Silicon Valley

FT



Industrial Internet Consortium founding member 
INTEL 

leading an array of partnerships in automotive IoS

http://static.squarespace.com/static/53864718e4b07a1635424cdd/t/544941efe4b04f35b9279aae/1414087166747/ADA%20-%20IoT%20Automotive.pdf





Software Defined Vehicles ● Connected Vehicle IoS Ecosystem

Tech Mahindra

Autonomous driving functions will re-shape the economies of each of these silos and services.
The extent and magnitude of the AI roadmap of the future will include a very broad spectrum. 

http://www.acq.osd.mil/dsb/tors/TOR-2014-11-17-Summer_Study_2015_on_Autonomy.pdf


Internet of Systems
Data - What is it good for?

Pervasive and Ubiquitous     
Ambient Intelligence

Autonomy

http://courses.media.mit.edu/2006spring/mas963/
http://bit.ly/AUTONOMY


IoS, DaaS, IaaS, PaaS, SaaS, KaaS - Connected Car Composable Computing

VOLVO

Public

Private

Government

D = Data ▪ I = Infrastructure ▪ P = Platform ▪ S = Software ▪ K = Knowledge

http://bit.ly/Connected-Car-AUSTIN

http://bit.ly/Connected-Car-Sequel

http://bit.ly/Connected-Car-AUSTIN
http://bit.ly/Connected-Car-Sequel


Situational Awareness

● Monitor/Track 
● Mark spots on map
● Share maps with peers

Tactical Chat

● Send text messages 
● Pictures, videos, audio
● Location tagged

Medevac Reports

● Injury and location
● Real-time
● Reliable delivery

DARPA Transformative Apps – AMMO provides data persistence and communication-networking 
backbone (Dr Sandeep Neema, Institute for Software Integrated Systems, Vanderbilt University)

Android Mobile Middleware Objects



Monitor and Predict Physiological Status of Humans in Vehicles
Transport Connects to Healthcare through Smart City Platform



User Interface
Health

Monitor

Mission Planning

Behaviors

Short Term Path
Planning

Wire by Wire Controls

Road
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N

Communication 
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SENSORS

Embedded Computing Platform

DATA LOGGER

From Professor Raj Rajkumar
Carnegie Mellon University

LOGICAL ARCHITECTURE FOR AUTONOMY by Professor Raj Rajkumar, Carnegie Mellon University



User Interface
Health

Monitor

Mission Planning

Behaviors

Short Term Path
Planning

Wire by Wire Controls

Road
World
Model

PERCEPTIO
N

Communication 
Interfaces

SENSORS

Embedded Computing Platform

DATA LOGGER

From Professor Raj Rajkumar
Carnegie Mellon University

LOGICAL ARCHITECTURE FOR AUTONOMY by Professor Raj Rajkumar, Carnegie Mellon UniversityData analysis problems and algorithmic 
issues for autonomous driving functions 







How does an autonomous vehicle
understand the difference between
an object without threat in a run
time collision avoidance context? 

Without algorithmic solutions, 
even a harmless plastic bag in 
the air may cause an accident.



Oh I see a plastic bag

What is the “brain” of the 
autonomous vehicle thinking?



www.cs.toronto.edu/~hinton/csc2515/notes/lec10svm.ppt www.epfl.ch ▪ Patrick Meier at www.qcri.com

SVM distinguishes gazelles, ostrich, 
trees and ground in Namibia, Africa

Connected Vehicle Tools
Support Vector Machine

http://www.epfl.ch/
http://www.qcri.com/


SVM in ITS China



http://arxiv.org/pdf/1411.4555v1.pdf

Neural Image Caption (NIC) Generator
Translates images to natural language  

Author’s idea is adapted from → http://googleresearch.blogspot.co.uk/2014/11/a-picture-is-worth-thousand-coherent.html

To translate languages, Recurrent Neural Network (RNN) transforms a French sentence into a vector representation, and a 
second RNN uses that vector representation to generate a target sentence in German. Replace first RNN and input words 
with deep Convolutional Neural Network (CNN) trained to classify objects in images and add known classes of objects in 
semantic baffles with corresponding behavior (plastic bag versus wooden plank) with assigned probability of object in the 
image (environment). Feed CNN’s rich encoding of the image into a RNN designed to produce phrases. We can then train the 
whole system directly on images and their captions, so it maximizes the likelihood that descriptions it produces best match 
the training descriptions for each image. The natural language spoken by human (inside vehicle) better trains the algorithms.

http://arxiv.org/pdf/1411.4555v1.pdf
http://en.wikipedia.org/wiki/Recurrent_neural_network
http://google-opensource.blogspot.com/2013/08/learning-meaning-behind-words.html
http://en.wikipedia.org/wiki/Convolutional_neural_network


OODA Loop in Autonomous Driving Functions?  

John Boyd



Temporal Decomposition of Complex Simulations
ECU based intruder dectection? Run-time condition monitoring? 

N
eem

a, H., J. Gohl, Z. Lattm
ann, J. Sztipanovits, G. Karsai, S. N

eem
a, T. Bapty, J. Batteh, H. 

Tum
m

escheit, and C. Sureshkum
ar,  "M

odel-Based Integration Platform
 for FM

I Co-
Sim

ulation and H
eterogeneous Sim

ulations of Cyber-Physical System
s“ in Proceedings of 

the 10th International M
odelica Conference, Lund U

niversity, Solvegatan 20A, SE-223 62 
LU

N
D, M

odelica
Association and Linkoping U

niversity Electronic Press, pp. 235-245, 03/2014.

•Partition: Driver vehicle (Vehicle 
mechanics, Electrical and Driver) 
and Thermal Management (Fluid 
and Thermal parts of the model)

•Simulation with different   
processes and clock-rates 
but achieves correct behavior



www.nissan-global.com/EN/TECHNOLOGY/OVERVIEW/its.html

Connected Vehicles 
101

Transportation of Data

Autonomy?



How to Connect – Systems Integration

Mike Blicher, Auto-Talks



F6 Information Architecture
Abstraction applicable to connected vehicle pilot?

GABOR KARSAI, Institute for Software Integrated Systems, Vanderbilt University



ITS Autonomy: Opportunistic cyber attacks?

Smart Roads Platform control algorithms + real-time data may 
predict & manage flows to support resilience to cyber attacks.

http://bit.ly/VANDERBILT-C2-HN
Himanshu Neema at Vanderbilt

Game Theory in resilient control design - Stackelberg games

Saurabh Amin
Sankar Shastry
Claire Tomlin

http://bit.ly/VANDERBILT-C2-HN


Observe Orient Decide Act

Monitor Diagnose Plan Execute

Perception / 
Situational 
Awareness 

Analysis / 
Coordination Decision Making Capability

Sensory Processing Perception / Working 
Memory Decision Making Response Selection

Sensing / Perception Analyzing / Planning / 
Decision Making Acting / Executing Communicating

Monitoring & 
Detection Situation Assessment Response Planning Response

Implementation

What level of autonomy ?  



IIoT

Essential for Autonomy ?

IoS

http://bit.ly/KATHLEEN-FISHER-60-MINUTES

http://bit.ly/KATHLEEN-CAR-HACKED

http://bit.ly/KATHLEEN-FISHER-60-MINUTES


• Deployment of Semi-Autonomous Freight Transportation
Refrigerated truck transporting cargo containers with 
perishable grocery arrives at an intermodal operation     
(for transportation by sea or air or rail or cross-dock)

– Driver disembarks prior to entering security perimeter

– Truck shifts to autonomous mode and enters secure zone

– Unloads / uploads cargo (informs supply chain partners)

– Exits secure zone and arrives at a Hilton to pick-up driver

– Truck driver continues to warehouse / distribution center   
Approved for OTI

GOAL (For example, “Man on the Moon” was a goal set by JFK)

SAFTI    Semi-Autonomous Freight Transportation Initiative



Raj Rajkumar (CEO, Ottomatika) provides the brain and nervous system any automaker can use.

Adapt “brain and nervous system” for cargo/commercial vehicles for large scale deployment ?

www.ctvnews.ca/sci-tech/dutch-approve-driverless-cars-for-public-large-scale-testing-1.2203969

www.wired.com/2014/11/delphi-automated-driving-system/

http://pjtec.info/a-system-that-any-automaker-can-use-to-build-self-driving-cars/

Connected Automation

Professor Raj Rajkumar, CMU

http://bit.ly/RAJ-DELPHI-AUDI


http://bit.ly/MB-AutoTruck

http://bit.ly/AUDI-CONCEPT-7

http://bit.ly/RAJKUMAR-CMU

Prof Raj Rajkumar (CMU) + House Transportation and Infrastructure
Committee Chairman Rep Bill Shuster (R-PA) in DC on 06/24/14 [↓] 

http://bit.ly/KATHLEEN-CAR-HACKED

http://bit.ly/SCHUSTER-AUTONOMOUS

http://bit.ly/WASHINGTON-DC

http://bit.ly/MB-AutoTruck
http://bit.ly/AUDI-CONCEPT-7
http://bit.ly/RAJKUMAR-CMU
http://bit.ly/KATHLEEN-CAR-HACKED
http://bit.ly/SCHUSTER-AUTONOMOUS
http://bit.ly/WASHINGTON-DC


TRANSPORTATION ● http://bit.ly/DOT-DOT-DOT

MARCH 22, 201597

http://bit.ly/DOT-DOT-DOT


SAFTI
Semi-Autonomous Freight 
Transportation Initiative

Broad Deployment Packages (BDP)

Dr Shoumen Datta

This is an undertaking by select members of the Industrial Internet Consortium (IIC), a coalition      
of other corporations, various government agencies and guided by a group of academics in US. 



• Goal – To Deploy Scenario in the Public Domain 
Freight truck transporting refrigerated cargo (containers 
with perishable grocery) arrives at an intermodal operation     
for shipment (by sea or air or rail or cross-dock from a to b)

– Driver disembarks prior to entering security perimeter

– Truck shifts to autonomous mode and enters secure zone

– Unloads / uploads cargo (informs supply chain partners)

– Exits secure zone and arrives at a Hilton to pick up driver

– Truck driver continues to warehouse / distribution center   
Approved for OTI
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To reach this goal we must 
converge three broad areas  

Broad Deployment Packages (BDP)

Approved for OTI



• BDP1 – Semi Autonomous Vehicles with ‘Brain’

• BDP2 – Connected Vehicle and Infrastructure

• BDP3 – Secure Transport of Data and Analytics

SAFTI - Semi-Autonomous Freight Transportation Initiative

CONVERGENCE → SAFTI → SDV 



Decompose the “goal / scenario” to 3 very broad deployment packages (BDP)

– The semi-autonomously operable fleet of light/heavy trucks (approx 1000-
2000 physical units of SDV) invulnerable to cyber attacks.

– Operational infrastructure deployment in an environment where roads, 
traffic lights, bridges, tunnels, housing zones, pedestrian crossings are 
equipped to communicate (GIS, GPS, RF, DSRC) with autonomous objects as 
well as autonomous vehicles mixed with non-auto vehicles (Fedex ground 
hub). Transmission and analysis of data from users and operators (supply 
chain of goods, status of roads/bridges and cybersecurity)

– Intermodal port operator environment where these autonomous vehicles 
interact with humans and non-autonomous vehicles. Robotic handling of 
cargo containers (off-load, re-load) between ships to rail head and ground 
transportation (and air cargo link, if available). Transportation of data 
(sense and response) and monetization of pay per use analytics from users 
and operators (supply chain of goods, status of roads/bridges, security of 
goods in containers, micro-localization and highly granular identification of 
objects by products, containers, vehicles, distribution, logistics handling, 
DHS CBP compliant e-manifest and regulatory framework eg SOX409). 

Approved for OTI
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Further decomposition of BDP

Let us break down each package to large units

Approved for OTI



Broad deployment package - 1 (BDP1)

– The semi-autonomously operable fleet of light or heavy trucks 
(1000-2000 SDV units) invulnerable to cyber attacks.

• Calls for global partnership and globally interoperable standards
• Pre-competitive standards based approach to vehicle “brain”
• Semi-autonomous “brain” of SDV (robotic navigation) should/may 

be  able to operate in Pittsburgh, Long Beach, Schiphol or Kaohsiung. 
In other words, traffic signal compliance in any country and collision 
avoidance in any geographic terrain under diverse range of weather.

• Standard cybersecurity for run-time intruder detection and repulsion
• Data flow/analytics about vehicle, environment and infrastructure
• Network standards and compliance – worldwide interoperability
• US team to collaborate with global partners and collaboration group

Approved for OTI
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Broad deployment package - 1 (BDP1) was further sub-divided

– Semi-autonomous vehicle production / test vehicle manufacturing
sub-divided to BDP1.CCC (CAP) and BDP1.PPP (OTI)

• BDP1.CCC is a Closed Access Project (CAP, Green Room per IIC Policy)

• BDP1.PPP is an Open Technology Initiative (OTI, Slate Room)

• BDP1.CCC expects to produce an operating vehicle by 12/2016

• BDP1.PPP will focus on human-robot interactions that are likely to 
mimic the environment of the semi-autonomous vehicle on the road

Approved for OTI

SAFTI - Semi-Autonomous Freight Transportation Initiative



This policy framework is applicable to the Industrial Internet Consortium (www.iiconsortium.org) 



Broad deployment package - 2 (BDP2)

– Operational infrastructure deployment in an environment where roads, traffic 
lights, bridges, tunnels, housing zones, pedestrian crossings are equipped to 
communicate (GIS, GPS, RF, DSRC) with autonomous objects as well as 
autonomous vehicles mixed with non-autonomous vehicles (FedEx ground 
hub as an example). Transmission and analysis of data from users and 
operators (supply chain, status of roads/bridges, cyber-security)

• Communications protocols with interoperable standards and cybersecurity
• Physical infrastructure upgrades and equipment installation / monitoring
• Logistics operators as a part of the real-world deployment to provide 

access to non-autonomous fleet of trucks/lorries for data acquisition
• Data convergence from agencies dealing with traffic, weather, emergency
• Monetization incentives for contribution of data and pay per use analytics
• Deployment funded by each nation or country on their own soil but uses 

the semi-autonomous fleet of vehicles if developed as a global partnership 
Approved for OTI
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Broad deployment package – 3 (BDP3)

– Intermodal port operator environment where these autonomous vehicles interact 
with humans and non-autonomous vehicles. Robotic handling of cargo containers  
(off-load, re-load) between ships to rail head and ground transportation (and air 
cargo). Data transmission and monetization of pay per use analytics from users and 
operators (supply chain of goods, status of roads/bridges, security of goods in 
containers, micro-localization and granular identification of objects by products, 
containers, vehicles, distribution, logistics handling, DHS CBP compliant e-manifest, 
regulatory framework eg SOX409 and other country specific regulations) 

• Funded by each nation on their soil as a joint effort by an air/sea port operator + 
group lead with technological capability (US port operations + ISIS, Vanderbilt)

• Robotic handling, precision transfers and secure transport A to B to C (ship to rail)
• Highly granular data acquisition from operation for commercial visibility and 

transparency to enhance security as well as status of goods (perishable food)
• Data analytics & monetization model as the business driver for data exchange

Approved for OTI
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The current goal of this initiative is 
[1] to create a coalition of distinguished academia, global corporations, local standards 
organizations and government agencies 
[2] to catalyze a highly credible global public-private partnership (PPP)
[3] to collectively work to deploy and integrate semi-autonomous freight vehicles (SDV) 
for intermodal cargo operations within the business ecosystem of freight transportation.

Project commences with construction/sourcing of ~1000 units based on standards or 
interoperable standards (old, new, to be designed) which will be tested for operational 
safety, cyber security and communications compatibility (SDV test bed environment).

Semi-autonomous vehicles (SDV) may be deployed by country specific PPP on public 
roads in different geographies (US, EU, APAC) to integrate with existing freight 
transportation operations. Pre-deployment of local infrastructure (global standards of 
communications, networks, data) for semi-autonomous vehicle integration.

Te m p o ra r y  S u m m a r y

S e m i -A u to n o m o u s  F re i g ht  Tra n s p o r tat i o n  I n i t i at i ve  

SAFTI

This is an open technology innovation initiative. For details please explore “Grand Challenges” or IoS available from http://dspace.mit.edu/handle/1721.1/86935



Expertise and ability to contribute technical components and/or qualified human                                 
resources to work as a part of the team to execute various work units related to:                                            

[a] robotic navigation / control as it pertains to software defined networked vehicles                         

[b] vehicle to infrastructure and vehicle to vehicle communication using                                          
dedicated short range communication (DSRC), ultra wideband UWB),                                                
cellular technologies, local and global positioning systems (basic building                                                
blocks are [i] road side units, RSU, each with GPS and DSRC gateways                                                
spaced no more than 1000M apart and [ii] vehicular units, VU, each with                                                 
on board GPS and DSRC capability)

[c] SAE standards, IEEE 1609.3 (persistent 1µS alignment between V2R and V2V),                                               
ASTM E2213–03 for DSRC and IEEE 802.11P as a DSRC capable radio system or 
alternative communication systems (LTE) for software defined vehicles (SDV).

E n ga g e m e n t  w i t h  S o f t w a re  D e f i n e d  Ve h i c l e s  ( S DV )

S e m i -A u to n o m o u s  F re i g ht  Tra n s p o r tat i o n  I n i t i at i ve  

SAFTI



Schematics using US DoT CVRIA

We start the process of further decomposition using the US DoT mandated MS Visio-
like tool referred to as the connected vehicle reference implementation architecture.

BDPs will be subjected to layer by layer decomposition in an attempt to create work 
packages based on the functionality that each layer and sub-layer may deliver in order 
to attain the goal described in BDP1, 2 and 3. The next few schematics are examples of 
the layered process. For more info visit www.cvria.net/html/resources/tools.html

This is the point where groups, companies and academics may dissect the components 
to a sufficiently granular level to determine if they can contribute to this challenge. 

www.iteris.com/cvria/html/resources/cvriatraining.html

https://owa.exchange.mit.edu/owa/redir.aspx?C=xInlRx0XeUG8HWqhFA-J48Ef776x8tEIWWTxDljfVzd8gMcoavsM-BKG_GI-CRDrtZ6f7BkAsmE.&URL=http://www.cvria.net/html/resources/tools.html
https://owa.exchange.mit.edu/owa/redir.aspx?C=xInlRx0XeUG8HWqhFA-J48Ef776x8tEIWWTxDljfVzd8gMcoavsM-BKG_GI-CRDrtZ6f7BkAsmE.&URL=http://www.iteris.com/cvria/html/resources/cvriatraining.html
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Evolution of CVRIA with Vulcan ?

vulcan.isis.vanderbilt.edu ● Larry Howard, Vanderbilt University



SAFTI
Comprises of four operating scenarios for the light and/or heavy duty trucks and vocational 

vehicles. Each scenario requires certain capabilities to be designed into the project. They also 
point out where the project needs to make use of common interface definitions and services. 

SDV



SAFTI SPECIFIC SCENARIOS FOR DEPLOYMENT OF SDV
Represents sections of a day-in-the-life of the semi-autonomous freight transportation vehicle  

Four scenarios with key applications in each:

1. Operation near and within the FedEx (example) sorting hub (Pittsburgh, PA)
- Semi-Autonomous vehicle operation
- Freight and vehicle logistics management
- Vehicle maintenance management

2.  Operation in the greater metropolitan area (Pittsburgh, PA)
- Eco-driving assist

3.  Operation near and at the container port (eg CA, SC)
- Semi-Autonomous vehicle operation
- Freight and vehicle logistics management 

4.  Operation at an enforcement site on the Interstate Highway (eg: I-35 in Texas)
- Commercial vehicle enforcement
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HOW SAFTI SPECIFIC SCENARIOS FIT IN THE SCHEMATICS
BDP1.CCC (SDV), BDP2 (Infrastructure) and BDP3 (Data)

2
3

Data Infrastructure SDV

1

Can we create a secure “God Server” for this data? Question asked by Walton Fehr of US DoT at NIST on 2/12/2015  



SAFTI  SPECIFIC  SCENARIOS – Composite Physical Layer 0
CVRIA schematic shows the major objects to be deployed to accomplish the four scenarios.
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Legend
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Flow Routing
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Two versions of vehicle 
onboard equipment (OBE) will 
be used in the project.  Semi-
Autonomous Vehicle 
Equipment will have all of the 
abilities of Commercial Vehicle 
Equipment plus what is need 
for self-driving.

Two versions of traveler 
equipment will be used on the 
project.  General purpose 
personal information devices 
and special devices used by 
port and warehouse site 
workers.

Roadside equipment (RSE) will 
be installed and operated by 
the various locations.

Center equipment will be used 
as needed in any scenarios.

LEGEND



NODE.JS

Can WebGME help standardize CVRIA interfaces?
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Anything with HTTP/REST lib
Deployable:   server-side

client-side
in-browser

Limited performance and functions

Peter Volgyesi, Vanderbilt University



Composite Physical Layer 0 - simplified for SAFTI scenario BDP2
Operational infrastructure deployment in an environment where roads, traffic lights, bridges, tunnels, housing zones, pedestrian crossings are 
equipped to communicate (GIS, GPS, RF, DSRC) with autonomous objects as well as autonomous vehicle operation with mixed vehicles (eg: Fedex
Ground hub). The deployment will include the transmission and analysis of data from users and operators (supply chain, status of roads/bridges, 
cyber-security) using connected vehicle reference implementation architecture (www.standards.its.dot.gov/DevelopmentActivities/CVReference)

Approved for OTI
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Specific versions of the Physical View - Layer 0 to be created for each of the operating environments of BDP2
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0:  Unified Implementation - Pittsburg Public Roadways
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Specific versions of the Physical View - Layer 0 to be created for each of the operating environments of BDP2

Eg 2: Physical View - Layer 0 for FedEx Terminal (BDP2)
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0:  Unified Implementation - FedEx Private Roadways
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3 general purpose information flows are associated with each Layer 0:

[1] Vehicle Situation Data originates from vehicles and mobile devices.  

[2] Field Situation Data originates at field devices such as traffic signal controllers.  

[3] Traveler Situation Data originates at centers and directed toward vehicles & mobile devices.



Information flow associated with Layer 0 – Vehicle Situation Data originates from vehicles and mobile devices.  
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2: Distribution - Vehicle Situation Data - FedEx Private Roadways
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(1A) vehicle location and motion

(2B) vehicle situation data (d)

(2B) vehicle situation data (d)

Both of the flows between vehicles and TICs use the USDOT Situation Data Warehouse (SDW). 
The SDW is a Data Distribution System, a special class of support object who’s primary 
function is the distribution of data. The fact that the flows use the SDW is indicated by the (d) 
appended to the flow.

Looking at the shape properties of the flow, the user can see this relationship. Alternatively, 
we could have placed the SDW in the diagram and connected flows on either side to show this 
explicitly. In either case, the underlying database entries are the same.

Typically, infrastructure=focused diagrams like this would show the SDW, while application-
focused diagrams (those trying to demonstrate some benefit to the transportation 
environment, would not show the SDW.
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Information flow associated with Layer 0 – Field Situation Data originates at field devices eg traffic signal controllers. 
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2: Distribution - Field Situation Data - General Case
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Note that the Data Distribution systems would not need to be shown if they did not 
communicate with one another. We could flag the information flows as using them, 
and not show the systems on the diagram.

Most application-specific layer 2 diagrams should not show data distribution 
systems, as they are intermediaries without application-specific functionality.



Information flow associated with Layer 0 - Traveler Situation Data originates at centers & directed to vehicles, mobile devices. 
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While we do not need to show the USDOT SDW here, we do so that we 
can include its application objects. We only need to include it on one 
diagram, and then only if we have application objects we'd like to have 
automatically carried over into layer 1. We could have left it off and 
manually added the objects at layer 1.

Also however, we have to include the SDW here as an intermediary to the 
Wide Area Situation Data Distributor. This object is an element of a user-
defined physical object, which does not currently use the data distrbution 
systems the same as CVRIA-provided physical objects. Putting the SDW on 
the diagram allows us to use the data disitrbution system with this user 
defined physical object

The Wide Area Situation Data 
Distributor (WASDD)  is used 
to get traveler information 
from the USDOT SDW to the 
Personal Information Device 
and Vehicles. 
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Along with the general purpose information flows will be a number of peer-to-peer data 
exchange flows to support decision management, maintenance, enforcement and 
commercial activities related to goods on vehicle (supply chain, inventory, delivery)

FedEx Fleet 
Management Center

Connected Vehicle 
OBE +

Semi-Autonomous 
Vehicle Equipment

2: Vehicle Maintainance Management

4 Physical View Oct 30 2014 WLF

(2C) Vehicle Maintainance Management

Fleet Maintenance 
Management

Vehicle Maintainance 
Application

Management



Along with the general purpose information flows will be a number of peer-to-peer data 
exchange flows to support decision management, maintenance, enforcement and 
commercial activities related to goods on vehicle (supply chain, inventory, delivery)

<Region> RSE<Region> Inspection 
Authority

Existing Vehicle 
Control Equipment

2: Third P2P

4 Physical View Oct 26 2014 WLF

(2B) roadside equipment roadside inspection data

(2B) local roadside inspection data

Roadside Inspection Back 
Office

Vehicle Roadside 
Inspection

Roadside Inspection 
Roadside

2(B) vehicle roadside inspection data

Maintenance



Along with the general purpose information flows will be a number of peer-to-peer data 
exchange flows to support decision management, maintenance, enforcement and 
commercial activities related to goods on vehicle (supply chain, inventory, delivery)

Enforcement

State CVCE Commercial Vehicle 
Equipment

State RSE

State Commercial 
Vehicle Administrator

Freight Equipment

State CV Enforcement

FedEx Fleet 
Management

Other State CV 
Administration 

Centers

Commercial Vehicle 
Platform

Commercial Vehicle 
Driver

Commercial Vehicle 
Driver

State CV InspectorState CV Inspector

CV On-Board Cargo 
Monitoring

CVAC Information 
Exchange

RSE Electronic 
Screening

CVCE Citation and 
Accident Electronic 

Recording

CVCE Electronic 
Screening

CV On-Board 
Electronic Screening 

Support

CVAC Credentials and 
Taxes Administration

2: Smart Roadside Initiative (Electronic Clearance (Inspection Station)) (Copy 1)

 2 Based on CVRIA diagram r5 Oct 30 2014 WLF

CVCE Safety and 
Security Inspection

(2A) freight
equipment 
information

(2C) commercial vehicle permit information +
credentials information +

credentials status information +
safety status information

(2B) violation notification

(2C) citation

(2A) driver log +
unique identifiers +

freight equipment information +
on-board safety data +
screening event record

(2A) electronic screening request +
pass/pull-in +
screening event record

CVO driver 
initialization

(2B) information on violators

CVO 
pass/pull-in 
message

(2C) citation +
violation notification

host 
commercial 
vehicle 
status

CVO pass/pull-in message

CVO inspector 
information

(2A) electronic screening request +
pass/pull-in +

screening event record

(2B) citation + daily site activity data + driver log +
on-board safety data +

violation notification

(2A) unique identifiers +
driver log +

freight equipment information +
on-board safety data +
screening event record

(2B) commercial vehicle permit information +
credentials information +

credentials status information +
cv driver record + safety status information + targeted list

(2C) targeted list

CVO inspector input +
CVC override mode

(2C) commercial vehicle permit information +
credentials information +
credentials status information +
safety status information



Several of the physical objects of BDP2 will be systems within systems (IoS).  For example, 
within the semi-autonomous vehicle (physical object) will be the system that describes
the semi-autonomous “brain” (BDP1) of the SDV (robotic navigation) which should/may
function in Pittsburgh, Long Beach, Schiphol Airport, Port of Kaohsiung, Port of Oostende



http://its.dot.gov/pilots/cv_pilot_roadmap_large.pdf

http://its.dot.gov/pilots/cv_pilot_roadmap_large.pdf


Why focus on freight ?

Ports of LA and Long Beach, CA
February 6, 2015 

http://bit.ly/ALIBABA-AND-40-DRONES

http://bit.ly/ALIBABA-AND-40-DRONES


www.starbright.se/growth-in-refrigerated-transports/

Why focus on freight ?
Refrigerated transport of perishable food items and bio-pharmaceuticals (vaccines) critical to life  

Sensor Data



Global Merchandise
Trade Flow, DHL 2014

w
w

w
.dhl.com

/content/dam
/Cam

paigns/gci2014/dow
nloads/dhl_gci_2014_study_high.pdf



MAPPING FREIGHT

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf



Trade between
Abilene, Texas
& its partners

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf



National Goods Trade ($20 trillion) exceeds GDP ($15 trillion) 

$ (millions)

10% of US trade corridors move ~80% of all goods, the most valuable of which are concentrated 
in the country’s 100 largest metropolitan areas. The national trade network—which includes the 
exchange of goods between different metropolitan areas, non-metropolitan areas, and foreign 
countries—moved $20.3 trillion worth of goods in 2010 (Brookings Institution, November 2014)

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf



Top 1% of corridors (888 corridors) traded goods worth $4.4 trillion (2010)

www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf



www.brookings.edu/~/media/Research/Files/Reports/2014/11/freight%20networks/Srvy_GCIFreightNetworks_Oct24.pdf

Long Distance Truck Loads & Highway Congestion 



www.iihs.org/iihs/topics/t/large-trucks/fatalityfacts/large-trucks

DEATHS

Is SAFTI necessary?



SAFETY & SECURITY
in-vehicle network

IEEE



SAFTI
Semi-Autonomous Freight Transportation Initiative

Connect Data

SECURE
PLATFORMS



Other Dimensions

SAFTI

● Resilience

● Data Deluge

● Precision Farming

● www.slideshare.net/iotdc/iot-dc-nov-18-2014

● www.slideshare.net/ctrutaustin/automated-vehicles-summit-final?related=1

VOX.com

http://www.slideshare.net/iotdc/iot-dc-nov-18-2014
http://www.slideshare.net/ctrutaustin/automated-vehicles-summit-final?related=1


Network Resilience - What happens if the network is disrupted?  

GEO

Transportation
Cybersecurity 

Truck installed 
Micro-Droneport
● [1] Drones on board using HACMS 
and fitted with UWB transceivers to  
create ad hoc radio network

● [2] Roof-top wireless electricity 
charging pad for droneport provided 
by WiTriCity

● [3] Drones transmit to LEO, MEO, 
NEO, HEO or GEO satellites in range

● [4] Satellite re-transmits to safe 
zones for communication / update

● [5] Responds with message and/or 
guidance to autonomous vehicle  

2

3 4

5

1

www.technologyreview.com/news/532176/a-brain-inspired-chip-takes-to-the-sky/

http://bit.ly/MICRO-DRONES-AFRL
http://bit.ly/ALIBABA-AND-40-DRONES

http://bit.ly/MICRO-DRONES-AFRL
http://bit.ly/ALIBABA-AND-40-DRONES


UAV in security mission with USAF 8th Wing
SCENARIO

EXPERIMENTATION

•Integration of loosely 
coupled models 
•Track and trace time-
critical targets
•Includes humans in 
decision support 
•Resilience in face of 
cyber security threat
•Time-sensitive and 
reactive (adaptive) model
• Bi-directional action in 
urban environment

isis.vanderbilt.edu
C2 by Himanshu Neema



Hellabytes of data from deployment of software define networked vehicles (SDV) 

Run-time
Uncertainty
Estimation?

Where is the data? Where are the sense and response run time analytical engines?
● Depends on bounded latency 
● Cloud or Fog or Software Defined Vehicles in the Mist (Gorillas in the Mist)
What is the Mist ? Ad hoc Composable Mobile Dynamic Grid Computing
Access available computing power in near field vehicles for run time analytics (Mist)
Reuse concept of “grid computing to solve protein structure by using idle computers” 
Globus Tool Kit by Steve Tuecke (do not confuse with marketing material by MS Cloud)

SDV’s in the MIST

145

http://en.wikipedia.org/wiki/Gorillas_in_the_Mist
http://www.mcs.anl.gov/articles/steve-tuecke-science-saas-synergies
http://toolkit.globus.org/toolkit/about.html
http://www.microsoft.com/global/enterprise/microsoftcloud/RichMedia/VTinfographic_FINAL_061114_noFooter.pdf


Tools for Composable Mobile Dynamic 
“Mist” Computing

http://www.mcs.anl.gov/articles/steve-tuecke-science-saas-synergies


Evolution of Grid Computing and Globus Toolkit  

Composable Near Field Computing or “ Mist ”
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DARPA, NSF, and 
DOE begin 
funding Grid 
work

NASA initiates
Information Power Grid,

DOE increases support

Globus Project wins
Global Information 

Infrastructure
Award

MPICH-G
released

The Grid: Blueprint for a New Computing
Infrastructure published

GT 1.0.0
Released

Early Application
Successes Reported

GT 1.1.1
Released

GT 1.1.2
Released

GT 1.1.3
Released

NSF & European Commission
Initiate Many New Grid Projects

GT 1.1.4 and
MPICH-G2 Released

Anatomy of the Grid
Paper Released

First
EuroGlobus
Conference

Held in
Lecce

Significant
Commercial

Interest in
Grids

NSF GRIDS Center
Initiated, DOE begins

SciDAC program

GT 2.0 beta
Released

Physiology of the Grid
Paper Released

GT 2.0
Released

GT 2.2
Released



An example of collaboration of the cyber-physical systems is the collaboration of 

vehicles in proximity to avoid collisions. These vehicles communicate with each 

other in the cyber space dynamically forming an ad hoc communities to inform 

others the actions each of them is taking that may affect the communities of 

vehicles. Examples of such actions include applying a brake or changing lanes. 

They also interact, albeit indirectly, in the physical space by continuously sensing 

and measuring the movement and trajectory neighboring vehicles. The information 

gathered from both the cyber and the physical spaces is then synthesized to gain 

an understanding of the state and intent of the vehicles in proximity. From this 

understanding and based on prescribed objectives (e.g. to avoid collision, a 

physical effect), control decisions are continuously made to produce the desired 

physical effects in the vehicle in question, e.g. to slow down, stop, accelerate or 

change course, in order to avoid the undesired ones, such as collision between 

vehicles or between vehicles and other objects. [NIST CPS PWG ▪ Frameworks]

Hellabytes of Data Per Second from Software Defined Vehicles

IoS (Cyberphysical Systems + Data) = Collision Avoidance



MIND THE GAP

IIC SAFTI proposal was modified to 
Intelligent Transport System (ITS) 

proposal and submitted to US DoT 



OUTLINE OF THE INDUSTRIAL INTERNET CONSORTIIUM PROPOSAL TO DOT 

Submitted on March 27, 2015



The Transportation Grand Challenege coalition of IIC members 
and non-members who jointly submitted the proposal to DoT 
drew inspiration from the Ford Rouge River Plant (1928)



IIC Transportation Proposal Team
• IIC team proposes to develop a scalable, practical, usable next generation connected-

vehicle infrastructure and demonstrate it in actual use in Owosso, MI
– Software automation, scalable networking and security are key deliverables

• Team:
– Vanderbilt University (tools) Prime Phase 1
– RTI (middleware)  Prime Phase 2
– Arada (deployment) Prime Phase 3
– Transformation Network (domain expert)
– Microsoft (Azure cloud)
– Verisign (certificate provisioning)
– Galois (security arch review, testing)
– Enterprise Web (provisioning)
– MIT (traffic control, autonomy)
– Tech Mahindra (operations)
– NI (engineering software & roadside equipment)
– Cyber Lightning (visualization)
– Parstream (analytics)
– SiriusXM (connectivity)

US DoT Connected Vehicle Reference
Implementation Architecture (CVRIA)



Project Management Support
C3/Consulting

Application Framework
Vanderbilt

Connectivity Platform
RTI

Device Platform
Arada

Connected Vehicle Applications
Transformation Network

Cloud Platform
Microsoft

Security

RTI
VeriSign
Galois 

Safety

MIT

Team Structure by Architectural Emphasis



Domain-Specific Modeling Languages (DSML)



Standard Connectivity Platform

Shared Global Data Space

DDS DataBus

Signalized 
Intersection

Vehicle 
Status

Roadside Equipment

Ve
hi

cl
es

Driver 
Information

Dr
iv

er
 In

fo

Cloud



Security Analysis



Deployment

• Board Member and Chief Engineer of OnStar
• GM’s global telematics and ITS planning and deployment
• Chief Electrical Engineer of Cadillac
• Director of Electrical Engineering for GM North America
• 2004 SAE Delco Electronics ITS Award for invention, design leadership, deployment, and operation. 
• First deployment of 5.9GHz DSRC technology
• Founding member of the VII Working Group, which set the direction for V2X systems in the United States.

DAVID ACTON



• Size: 4,000 vehicles
– Big enough for proof of concept 
– Small enough to manage systems

• Citizens Involved
– Populace, Mayor, City Council, Public Safety Officer, Traffic Engineer, County 

Road Commissioner & autonomous vehicle related program in public schools
• Adjacent to US DoT South East Michigan testbed

Deployment in Owosso, MI



US DoT Proposal

Award Decision Aug-Sep 2015



● Vision, Mission and Opportunities

● Challenges
 Autonomous Transportation

 Smart Cities (water, energy, transport, health)

 Healthcare

 Data

Internet of Systems ● http://bit.ly/MIT-IOT 



Real-Time 
Precision 
Farming 

PLATFORM

SALES

DATA

Agro-Machine 
Manufacturer

Supply

-Weather data
-GPS micro-localization data
-Soil chemistry (GCMS) specifics
-Seed (sterile unless cultivated)
-Fertilizers (catalytic vs toxicity)
-Protection (pesticide, herbicide)
-Storage, shelf-life and waste
-Country of origin - goods supply

▪ Optimize MRO to improve asset uptime
▪ Mobile data collection and dissemination
- soil sample / nutrient analysis (GCMS)
- moisture monitors / field connect data 
- temperature / dielectric constant
- color and chemistry of crops
- growth rate / fertilizer distribution
- weather micro-impact / acidity-alkalinity

-Measure, understand and apply
-Impact of data on quality & yield

Leverage data to run long and 
short term simulations to plan for 
“what if” to optimize profit
- Weather patterns
- Demand uncertainty
- Export and import
- Tariff, cost, excise
- Regulatory policy

Retail Supply Chain – Sourcing / Distribution / Warehouse / Transportation
Track & Trace – Commodity Traders – Risk Management – Regulators (FDA)

The potential convergence of

Precision Farming ecosystem

- Seed to Mouth (S2M)

- Farm to Fork (F2F)

with other ecosystems, such as:

- Smart Cities 

- Autonomous Transportation

and operations management 

for trusted and secure supply 

chain network of partners. 

Compliance with SOX-409 type 

regulations and DHS e-manifest

are a part of this scenario. 

Additional links to energy and 

environmental systems are also 

obvious. Food safety, security, 

nutrition, availability and 

consumption are inextricably 

linked with global health, 

malnutrition, infant mortality 

and healthcare, in general.

Seed

Pesticide

Fertilizer

Precision Farming - Converging IoS Ecosystems - Farm2Fork / Seed2Mouth  

Field Connect Sensors 
John Deere

Farming in California alone is a $50 billion industry

NASA Soil Moisture Active Passive (SMAP)



Kg/person

FOOD WASTE PER PERSON
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33 There is enough in this world for human need but never enough for human greed.



Global Stress 
Test



● Smart Cities ● Yokohama ● Santander ● Nice 



Reality Check   Water 



www.salmonarm.ca/images/pages/N141/WTP_flowDiagram.jpg

Sensors for Data ?
Management ?
Maintenance?
Efficiency?
Quality?
Energy?
FIRE HYDRANTS ?
Heavy Metals?
Minerals?
Bacteria?
Viruses?
Prions?



Water Systems Management (illustration based on chemical plant from NIST CPS PWG)

Sensors for Data ?
Management ?
Maintenance?
Efficiency?
Quality?
Energy?
FIRE HYDRANTS ?

Internet
of

Systems



Reality Check   Arsenic in Water, Bangladesh  

Internet
of

Systems



Socio-Economic Impact of IoS ?

www.youtube.com/watch?v=LIRz9Ul7SUw

DIGITAL 
WATER



October 21, 2014 ● http://bit.ly/BILL-GATES

Internet
of

Systems
http://bit.ly/Water-Gate

http://bit.ly/BILL-GATES
http://bit.ly/Water-Gate


ENERGY CONSUMPTION BY COUNTRY 
(2010)

http://burnanenergyjournal.com/wp-content/uploads/2013/03/WorldMap_EnergyConsumptionPerCapita2010_v4_BargraphKey.jpg



MICRO-GRIDS?



Glucose

Liquid Fuel
Generator

C 4  
C 5

C 6
Low Insolation

Commodity

Butanol
Pentanol

Micro 
Algae
Cyano

Bacteria

Glucose

High Insolation

Renewables – Domestic Micro-Manufacturing Non-fossil Carbon-Neutral Liquid Fuel   



Swiss engineer George de Mestro invented Velcro after his dog came home covered 

with thistle burrs, Speedo learned from sharkskin to make faster swimsuits, and 

chemical companies designed self-cleaning paint after studying lotus leaves.

Bio-inspired energy draws from success of bio-mimetics

GE scientists have observed that Morpho wings change their color when they come into contact 

with heat, gases and chemicals. The normal iridescent blue color of butterfly wings (A) changes 

when exposed to ethanol (panel B top) or toluene (panel B bottom). Radislav Potyrailo’s team at 

GE wants to use their findings to develop fast, ultra-sensitive thermal and chemical imaging 

sensors for applications in night vision goggles, super-sensitive surveillance cameras, handheld 

or wearable medical diagnostic devices.  www.gereports.com/post/80985289914/like-a-butterfly-out-of-hell-the-next-wave-of



Reality Check  Food v Fuel debate is ignored by corn ethanol producers  

www.ers.usda.gov/



The World Bank

Reality Check   Natural Gas Prices by Region (USD per million BTU) 



Reality Check  G2 favors the GHG producers – Coal and Gas, naturally  



IoS - keeping the dream alive Internet
of

Systems



Challenge
Smart Cities

I invented nothing new. I simply assembled into a car the discoveries of other men behind whom were centuries of work ▪ HENRY FORD

Grand Unifying
Internet

of
Systems

180



GLOBAL SMART CITIES – GRAND UNIFYING IoS PLATFORMS ?

How groups within Whirlpool are responsible for 
optimizing commonality gains through product 
development stages – a lesson for smart cities.

Smart energy and electricity micro-grid network

Smart transportation and traffic management

Smart water and waste water treatment

Smart maintenance and infrastructure

Smart data and connectivity

Smart waste management

Smart healthcare

Smart parking

Smart homes

Smart drone

http://bit.ly/ALIBABA-AND-40-DRONES


NIST GLOBAL CITIES CHALLENGE 
http://bit.ly/GLOBAL-SIM-CITIES

Seismic and Infrastructure Monitoring

Buildings Bridges and Roads Water/Sewer

182

http://bit.ly/GLOBAL-SIM-CITIES


Autonomous vibration (accel-erometers), stress (strain gauges) & cracks    
(AE sensors) monitoring supported by vibration-based energy harvester

sites.google.com/site/marmoteplatform/Peter Volgyesi, Vanderbilt University

DATA COLLECTION FROM INFRASTRUCTURE – BRIDGES & OTHER MAJOR CRITICAL STRUCTURES

VEHICLE WITH 
UNDERBODY 
MONITORS



CONNECT DATA and ANALYTICS for EMERGENCY VEHICLE TRAFFIC

Peter Volgeysi, Vanderbilt University



EMERGENCY
MANAGEMENT

DATA and ANALYTICS for EMERGENCY & RESILIENCY MANAGEMENT

Data, Message, Alert Dashboard for Communities & City Managers185



Smart Nation
What Singapore thinks today, 
the world may think tomorrow.

It may take decades to emulate and mimic what Singapore is thinking and implementing today to catalyze harmonization of platforms. 

SINGAPORE

186



Let us learn how to build smart cities from

Smart Nation Singapore
The next 26 charts are copied from the briefing by Mr Steve Leonard, Executive 
Deputy Chairman, IDA delivered to the industry on 10 October 2014, Singapore

• Paradox to Paradigms to Platforms to Populations



Start
here

http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf



http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf















Smart Nation – Operating Systems

www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf

Internet
of

Systems











Earthquake
Monitoring



http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf





http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf



http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf







http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf







http://www.ida.gov.sg/~/media/Files/Collaboration%20Initiatives/Collaborations/2014/1010_SNP_IR/SNPBriefingSlides.pdf







What was most remarkable in the 
Smart Nation Singapore briefing ?

No hype about “Big Data” or IoT



IoS → Smart Nations → Smart World → → Smarter Planet



Vision, Mission and Opportunities

Challenges
 Autonomous Transportation

 Global Smart Cities

 Healthcare

$

Internet of Systems ● http://bit.ly/MIT-IOT 



Grand Challenges
Healthcare

Systems

I simply collect, connect, converge and suggest potential confluence. It may be akin to seeing old ideas with new eyes ▪ Shoumen Datta

Internet
of

Systems

217



US$ 292,643.73



Outcome vs Spending

The Economist & WHO



Blood Glucose Nano-sensor Nanotube Radio

The Management of Diabetes 
The Medical Internet of Things
The Industrial Internet of Healthcare

NanoLetters (2004) 4 1785-1788 NanoLetters (2007) 7 3508-3511



May I implant a glucose nano-sensor nano-radio chip on 
your shoulder? You are fat. You could become diabetic. 

Internet of Systems - Remote Heath Monitoring

Nov 2005 TCD

Jan 2015 CGM ▪ www.dexcom.com



RFID Linked Biometrics & Nano-sensor Net

802.16a

VISIT
CLINIC

VISIT
CLINIC

Metabolomics
Genetic Risk
EHR - EMR 
RT Analytics
SNP Analysis

Yuan T. Lee Charlie Townes Helene Langevin Joliot-Curie

Glenn Seaborg

Shoumen Datta Dudley Herscbach

802.11b
WiFi

802.11g

UC Berkeley, 1997

Improved healthcare services, savings, create jobs from 
new products, new services and potential to create as 
well as capture new emerging markets of billions (BRICS)

The Prevention of Diabetes



IoS Diabetes Management ● Artificial Pancreas Device Systems

www.tcs.com/SiteCollectionDocuments/White%20Papers/Personalized-Artificial-Pancreas-Device-Systems_1014-1.pdf

http://www.tcs.com/SiteCollectionDocuments/White%20Papers/Personalized-Artificial-Pancreas-Device-Systems_1014-1.pdf


Weigh-scale, BMI, FOBT, urine analysis, sugar, 
ketone body analysis, blood pressure monitor, 
pulse oximeter, networked to phone via WiFi 
and/or Bluetooth with biometrics and face 
recognition for secure communication with
physician and hospital or clinic, globally.

Pay-Per-Pee Home Health – IoS Wireless Toilet Bowl Connected to Health Informatics  

I pee on everything 
Vint Cerf 



Walgreens Specials - $1.99 for 24-pack Diet Coke • $1.99 for Bone Density • $1.99 Mammogram 

PDEXA SCAN
BONE MINERAL 
DENSITY PROFILE

Value Network Ecosystem Testbed

Walgreens – Retail Healthcare
GE – Equipment 
Cisco – IPv6 Routers
AT&T – Data Transmission
Intel – MIPS
IBM – Data Analytics
Samsung – Diagnostic Apps 
Walmart – Grocery Supply Chain



CVS IoS Special - $0.99 for 1-quart Milk • $1.99 for Bone Density • $2.99 Mammogram 

Integrated system detects fall in bone density and correlates with reduced purchase of milk. Prevention for 
osteoporosis starts early. Avoids trauma and/or morbidity from broken bones. Connected healthcare data.

C O N N EC T

PDEXA SCAN
BONE MINERAL 
DENSITY PROFILE

GROCERY STORE
PURCHASE LOG

Osteoporosis 

EU → 28 million in 2010 to 34 million in 2025 (increase of 23%)

US → 44 million (represents 55% of people aged 50+)

Brazil → 10 million (1 in every 17)

India → 36 million (2013)

China → 70 million (50+). Cost of treatment USD1.5 billion in 2006. 
Estimated US$12.5 billion in 2020 and US$265 billion in 2050.

In 2008, Indonesia had 34 DXA machines, half of them in Jakarta (population 237 million) which translates to
0.001 machine per 10,000 population. The equivalent recommended number for Europe is 0.11 (per 10,000)

http://bit.ly/BONE-HEALTH

Health data without de-identification

PDEXA SCAN
in every drug
store, petrol 

pump, grocery 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=FNqFgWQADNL4iM&tbnid=imuFQMi4WCOesM:&ved=0CAUQjRw&url=http://www.clipartlogo.com/free/iron.html&ei=RCyfUsq-F8fakQf-1IGADA&bvm=bv.57155469,d.eW0&psig=AFQjCNEj0UZRGkCgizx6izNQY-9sfAfHgQ&ust=1386249478795298
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=FNqFgWQADNL4iM&tbnid=imuFQMi4WCOesM:&ved=0CAUQjRw&url=http://www.clipartlogo.com/free/iron.html&ei=RCyfUsq-F8fakQf-1IGADA&bvm=bv.57155469,d.eW0&psig=AFQjCNEj0UZRGkCgizx6izNQY-9sfAfHgQ&ust=1386249478795298
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=3QXx63-TmhfIaM&tbnid=xFkF5pE3nmHP6M:&ved=0CAUQjRw&url=http://reviews.cnet.com/8301-13727_7-57590809-263/macbook-air-real-world-802.11ac-speeds-throttled/&ei=Ay2fUtfxNIeikQeaj4D4Dw&bvm=bv.57155469,d.eW0&psig=AFQjCNE8hnfPl9eeGF92t4SaC0rlKsbOHQ&ust=1386249770249933
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=3QXx63-TmhfIaM&tbnid=xFkF5pE3nmHP6M:&ved=0CAUQjRw&url=http://reviews.cnet.com/8301-13727_7-57590809-263/macbook-air-real-world-802.11ac-speeds-throttled/&ei=Ay2fUtfxNIeikQeaj4D4Dw&bvm=bv.57155469,d.eW0&psig=AFQjCNE8hnfPl9eeGF92t4SaC0rlKsbOHQ&ust=1386249770249933


Density of Doctors per 1000 people (WHO, 2011)

Population of India 1,252,000,000

Number of doctors in India                                                                                      750,000

Number of new cervical cancer patients in India                                                    70,000

Number of new gynecological cancer specialist each year in India                                1

http://qz.com/269394#2/why-you-have-to-share-a-doctor-with-1424-other-people/



The micro-revenue earnings potential with 10% penetration for population of 3+ billion & aging!

Fast Forward → Penny Per Person Per Use Per Day 

$1 - Bone density

$1 - Mammogram

at the corner of Happy and Healthy in every zip code in India, China, Indonesia 

data transmitted to specialists and reports sent to individuals, doctor and clinic 



Macro-economics
of

micro-revenue

Internet of Systems ● Chant

Dr Shoumen P Austin Datta ● Research Affiliate, School of Engineering, MIT ● SVP, Industrial Internet Consortium ● shoumen@mit.edu



Grand Platforms

Internet
of

Systems



• 1999 – IOM published “To Err Is Human” up to 98,000 die each year because of mistakes.

• 2010 – OIG US HHS: bad hospital care caused 180,000 deaths in Medicare in a given year.

• 2013 – Journal of Patient Safety: between 210,000 and 440,000 patients suffer some type of 
preventable harm that contributes to their death.

• That would make medical errors the third-leading cause of death in the US, behind heart 
disease, which is the first and cancer, which is second.

www.propublica.org/article/how-many-die-from-medical-mistakes-in-us-hospitals

http://journals.lww.com/journalpatientsafety/Fulltext/2013/09000/A_New,_Evidence_based_Estimate_of_Patient_Harms.2.aspx



Julian M. Goldman, MD (Massachusetts General Hospital)

Screen capture from intra-operative EMR during surgery



Intelligent MonitorInfusion Pump Patient Simulator
Ventilator

Capnometer

Vital Signs Monitor

Simulator
connected

to vital signs
monitor

Fluke ProSim 8
connected

to intelligent
monitor

O2 Saturation 

Respiratory Rate 

end-tidal CO2

Patient Controlled Analgesia Safety Application

Morphine Infusion Safety

Connected Data
Collective Analysis
Automated Response

Autonomous Control of Morphine Infusion Pump – Medical Device Integration

Julian Goldman MD (MDPnP.org and Partners.org)
Massachusetts General Hospital, Harvard Medical School
Harvard – MIT Center for Integrative Medicine and Information Technology

Approx 6,875 serious preventable PCA-related adverse events pa.
Annual Economic impact $15-145M ($13,803 per injured patient)



Autonomous Control of Morphine Infusion Pump – Medical Device Data Integration



BAND-AID

MEDICAL DEVICE DATA



Apply Analytical Rigor of CPS to Healthcare 

NIST CPS PWG



General Abstraction ● Connectivity, Open Platforms and Broad Spectrum of Applications

www.cea.fr



   

Caterpillar C9 Diesel Engine : AVM Component

High-Fidelity Modelica Dynamics Model

Rotational 
Power Port Signal Port

Low-Fidelity Modelica Dynamics Model

Rotational 
Power Port Signal Port

Bond Graph Dynamics Model

Rotational 
Power Port Signal Port

Detailed Geometry Model (CAD)

Structural 
Interface

Structural 
Interface

FEA-Ready CAD Model

Structural 
Interface

Structural 
Interface

Throttle
Signal 
Port

map

Power Out
Rotational 
Power Port

map

Mount
Structural 
Interface

map

Bell Housing
Structural 
Interface

map

Weight
680 kg

Length
1245 mm

Number of Cylinders
6

Maximum Power
330 kW

Height
1070 mm

Width
894.08 mm

Maximum RPM
2300 rpm

Minimum RPM
600 rpm

Parameter/property
interfaces

Signal
interfaces

Power
interfaces

Structural
interfaces

Structural
interfaces

AVM Component Model
Helps medical device interoperability & integrated clinical environment ?

TED BAPTY, Vanderbilt



Components Designs Design Spaces Test Benches Parametric
Explorations

. . .

Job Manager

Data Visualizer

Local File system and/or Cloud Storage Simulation Trace Files, Analysis Results, Computed Metrics

Impact
Tools

Verif. 
Tools

. . . OpenMDAO

Analysis
Scheduling

Tool Integration Platform

Component
Exporter

Design
Composer

Modeling &
Model- Integration

in CyPhyML

Model
Transformations 

(CyPhyML →
Domain Models)

Execution runtime

Results storage

Visualization of 
results

Geometry Dynamics
Experiment

Specifications

Simulation
Tools

CAD 
Tools

Execution Integration Platform

Static An.
Formal
Models

Model Integration Platform

Meta Tool Suite Architecture
Helps medical device interoperability & integrated clinical environment ?

DR TED BAPTY ● www.isis.Vanderbilt.edu ● http://bit.ly/META-TOOL-SUITE

http://www.isis.vanderbilt.edu/


EHR

mdpnp.org

http://pulse.embs.org/november-2014/solving-interoperability-challenge/

Internet
of

Systems

http://pulse.embs.org/november-2014/solving-interoperability-challenge/


What Things? Are things part of systems?



Internet
of

Systems



Clinic - Ward

Imaging

LaboratoryPharmacy 

EHR

Exchanges Homecare

EHR-Admin EMR-Physician
Medical
History

Devices

Clinical Devices

Integrated Healthcare Platforms
Data Logging and Access via Secure Interoperable Standards

Internet
of

Systems

http://images.google.com/imgres?imgurl=http://systemaxonline.com/clipart/medical/x_ray1.gif&imgrefurl=http://systemaxonline.com/table1.htm&h=166&w=142&sz=7&hl=en&start=4&tbnid=rnL2DXIPyD_hTM:&tbnh=99&tbnw=85&prev=/images?q=x-ray+clip+art&ndsp=20&svnum=10&hl=en&lr=&rls=WZPA,WZPA:2005-36,WZPA:en&sa=N
http://images.google.com/imgres?imgurl=http://systemaxonline.com/clipart/medical/x_ray1.gif&imgrefurl=http://systemaxonline.com/table1.htm&h=166&w=142&sz=7&hl=en&start=4&tbnid=rnL2DXIPyD_hTM:&tbnh=99&tbnw=85&prev=/images?q=x-ray+clip+art&ndsp=20&svnum=10&hl=en&lr=&rls=WZPA,WZPA:2005-36,WZPA:en&sa=N


Surgery

Physician

Cardiologist

RadiologyLaboratory

Cardiologist

Dr Ram Sriram, NIST

Home

Integrated Healthcare Platforms
n-Directional Data Access via Secure Interoperable Standards



Congestive Heart Failure
Why should CHF claim about 5 million lives in the US?    

● About 5.1 million people in the United States have heart failure.
● About half of people with CHF die within 5 years of diagnosis.
● CHF costs the nation an estimated $32 billion each year.

www.cdc.gov/dhdsp/data_statistics/fact_sheets/fs_heart_failure.htm

Abundance of prognostic biochemical markers –

● C-reative protein (CRP5 / CRP6) – 1954 and Framingham Heart Study
● Tumour necrosis factor alpha (TNFα)
● Brain Natriuretic Peptide (1981) BNP <100 pg/ml CHF unlikely and >400 pg/ml CHF likely
● N-terminal (NT) pro-BNP <300 pg/ml CHF unlikely and >400-900 pg/ml CHF likely (age related)

48,629 patients of acute decompensated heart failure found linear correlation between BNP 

levels and in hospital mortality. Failure of BNP to decline during hospitalization predicts death 

and re-hospitalization while discharge levels of 250pg/ml or less predicts event free survival. 

http://bit.ly/CHF-US
http://bit.ly/CHF-IN
http://bit.ly/CHF-JP

http://www.cdc.gov/dhdsp/data_statistics/fact_sheets/fs_heart_failure.htm
http://bit.ly/CHF-US
http://bit.ly/CHF-IN
http://bit.ly/CHF-JP


Lab on a Chip - Detection of Non-Small Cell Lung Cancer (C) and Ovarian Cancer (D)

http://pubs.rsc.org/en/content/articlepdf/2014/LC/C4LC00662C

A



Pay 1c Per Analytics       Apps, Data Distribution Service

Glucose Sensor

Cholesterol Sensor

BNP Sensor

Cholesterol Sensor

Glucose Sensor
What does the data suggest about my health?

NK Labs
ARA Prototype

Hot swappable, modular, smart

Internet
of

Systems



Sensor

Sensor

TA HH

AMMO

- glucose
- heart rate
- pulse oximeter
- body temperature
- pedometer

- Bluetooth-enabled sensors / devices
- AMMO receives/uploads sensor data

- Soldier in desert (high temperature)
- Monitor health via sensor data / analytics
- Intervene before it is necessary / prevent A&E

Sensor

BAN – Body Area Networks

Android Mobile Middleware Objects

POTENTIAL AMMO APPLICATIONS
o Pre- and Post- surgery interactive care plan execution and monitoring
o Improved home-health & patient communication with social partners  
o Remediate loss of HIV patients identified for anti-retro viral treatment
o Ebola Infection - patient, population and physician data / monitoring
o Adhoc mesh / zero configuration networking for search & rescue (A&E)
o Google Project Ara - integrated/on-platform tactical radio and SDR 
o Novel nano-sensors with embedded sub-cutaneous radio/transmitters

Sandeep Neema



Global Healthcare Economics – Platform Shifts ?
3D Printed Medical Devices + OS Hardware / Software

Internet
of

Systems



Swiss engineer George de Mestro invented Velcro after his dog came home covered 

with thistle burrs, Speedo learned from sharkskin to make faster swimsuits, and 

chemical companies designed self-cleaning paint after studying lotus leaves.

Emergence of IoS Preventive Medicine Era ● Wearable Diagnostic 
Devices with High Performance Ultra-Sensitive Nano-Sensors

GE scientists have observed that Morpho wings change their color when they come into contact 

with heat, gases and chemicals. The normal iridescent blue color of butterfly wings (A) changes 

when exposed to ethanol (panel B top) or toluene (panel B bottom). Radislav Potyrailo’s team at 

GE wants to use their findings to develop fast, ultra-sensitive thermal and chemical imaging 

sensors for applications in night vision goggles, super-sensitive surveillance cameras, handheld 

or wearable medical diagnostic devices.  www.gereports.com/post/80985289914/like-a-butterfly-out-of-hell-the-next-wave-of



Changes to be ushered in by the connectivity potential from the IoS will shape 
the global economy in ways which could be limited only by our imagination

Scientists at GE Global Research discovered that the nanostructures on the wing scales of 

Morpho butterflies have excellent sensing capabilities. They could allow them to build sensors 

that can detect heat and also as many as 1,000 different chemicals. Image: GE Global Research



Can Butterflies Help Prevent Diabetes?

Dual Acetone Sensors on a single chip may differentiate between acetone in the environment vs
acetone in the blood, breath or urine of diabetics. Subtractive analysis alerts to blood ketones.
Occurs when body uses fat instead of glucose. It signals insulin dysfunction. If undiagnosed, it
may lead to diabetic ketoacidosis (DKA) which may result in diabetic coma and may be fatal. The 
acetone (ketone bodies) sensors may be able to detect trace levels (nano milli moles eq) and may 
help preventive care to stem the clinical onset of type II diabetes mellitus (glucose >120 mg/dl).

This is only a suggestion by the author and not a fact or system which is under investigation or is available at present. 



http://bit.ly/OS-ARDUINO

Changes to be ushered in by the connectivity potential from the IoS will shape 
the global economy in ways which could be limited only by our imagination



www.nytimes.com/2014/10/23/science/scientists-consider-repurposing-robots-for-ebola.html?ref=technology

Bill and Gerry Brinton of Charles Creek Winery 

pose with Sonoma Valley Hospital (SVH, CA)

CEO Kelly Mather to display the “Lisa” aka the 

Germ-Zapping Robot manufactured by Xenex

(pulsed xenon UV disinfection technology to 

rapidly reduce germ loads). The Brintons

donated the robot to the hospital (SVH).

Robotics Community Responds to Safety of Ebola Workers 

http://www.nytimes.com/interactive/2014/07/31/world/africa/ebola-virus-outbreak-qa.html
http://www.nytimes.com/interactive/2014/07/31/world/africa/ebola-virus-outbreak-qa.html


You cannot buy a TV without a remote. You cannot buy a medical 
device with a remote. Dr Julian M Goldman (MGH/HMS) MD PnP

Center for 
Integrated 
Healthcare 
Platforms?

Internet
of

Systems

http://bit.ly/EBOLA-MGH-HMS

http://bit.ly/EBOLA-MGH-HMS


Robotic Tools in Infectious Diseases Management
Need for Medical Device Interoperability Platform 

www.gereports.com/post/104422691785/hospital-hack-a-thon-attacks-ebola-with-robots

http://www.gereports.com/post/104422691785/hospital-hack-a-thon-attacks-ebola-with-robots


Healthcare Data Integration and Interoperability 
Platform is a Quintessential Global Infrastructure 

Infrastructural technologies, in contrast, offer far more value when shared than when 

used in isolation. Imagine yourself in the early nineteenth century, and suppose that 

one manufacturing company held the rights to all the technology required to create a 

railroad. If it wanted to, that company could just build proprietary lines between its 

suppliers, its factories, and its distributors and run its own locomotives and railcars on 

the tracks. And it might well operate more efficiently as a result. But, for the broader 

economy, the value produced by such an arrangement would be trivial compared with 

the value that would be produced by building an open rail network connecting many 

companies and many buyers. The characteristics and economics of infrastructural 

technologies, whether railroads or telegraph lines or power generators, make it 

inevitable that they will be broadly shared—that they will become part of the general 

business infrastructure. Nicholas Carr in Harvard Business Review, 2003 ● https://hbr.org/2003/05/it-doesnt-matter



The trap that executives often fall into, however, is assuming that opportunities for advantage 

will be available indefinitely. In actuality, the window for gaining advantage from infrastructural 

technology is open only briefly. When the technology’s commercial potential begins to be 

broadly appreciated, huge amounts of cash are inevitably invested in it, and its buildout

proceeds with extreme speed. Railroad tracks, telegraph wires, power lines—all were laid or 

strung in a frenzy of activity. In the 30 years between 1846 and 1876, reports Eric Hobsbawm in 

The Age of Capital, the world’s rail trackage increased from 17,424 km to 309,641 km. During 

this same period, total steamship tonnage also exploded, from 139,973 to 3,293,072 tons. The 

telegraph system spread even more swiftly. In Continental Europe, there were just 2,000 miles 

of telegraph wires in 1849; 20 years later, there were 110,000 miles. The pattern continued with 

electrical power. The number of central stations operated by utilities grew from 

468 in 1889 to 4,364 in 1917, and the average capacity of each increased tenfold. 

Investment to Create and Deploy                          
Integrated Healthcare Platforms

Nicholas Carr in Harvard Business Review, 2003 ● https://hbr.org/2003/05/it-doesnt-matter



US Federal HIT Goals from the ONC, US HHS

www.healthit.gov/sites/default/files/federal-healthIT-strategic-plan-2014.pdf

F
D
A

http://www.healthit.gov/sites/default/files/federal-healthIT-strategic-plan-2014.pdf


Figure from FACE Technical Standard, edition 2.1 ● www.opengroup.org/face/tech-standard-2.1

• Data and message models aligned with OMG Model Driven Architecture ™
• Addition of the Component (UoP) model allows component integration with 

messages and data elements in the Platform Model
• Supports definition and potentially auto-generation of code and other artifacts

Can we adopt and adapt FACE modus operandi for healthcare platforms? 



Custom analysis, 
visualization,
collaboration,
resources,
and competitions

Framework

Applications

VehicleFORGE PolicyForge

Custom modeling, 
analysis, visualization, 
and 
collaboration

ISISForge

Basic software forge,
custom tools and tool 
integrations,
testbed

Cyber-physical systems Medical infomatics S/W development

Vulcan

MAIhub

Data archival/sharing, 
tool interchange, 
community metadata, 
collaborative 
workflows

Materials science

Can Policy Forge Aid Healthcare Platforms ?

vulcan.isis.vanderbilt.edu ● Larry Howard, Vanderbilt University



● Vision, Mission and Opportunities

● Challenges
 Autonomous Transportation

 Global Smart Cities

 Healthcare

 Data

Internet of Systems ● http://bit.ly/MIT-IOT 

How to Use Data Tools ?

This type of acoustic 

signal processing data

may be used to detect

Parkinson’s Disease with

a smartphone or predict

torrential rainfall or used in

hydrogeomorphology apps.

http://www.maxlittle.netClues to onset of Parkinson’s Disease may be detected using a Smartphone

http://www.maxlittle.net/


Data of Things  – Forecast  – Cloudy

Building Castles in the Cloud



www.forbes.com/sites/sap/2015/02/19/how-big-data-keeps-planes-in-the-air/

DATA and DATA ANALYTICS – UNQUESTIONABLE QUINTESSENTIAL VALUE



BIG DATA

SMALL DATA

With current technology you can find the haystack but with big data you can find the needle - Nils Herzberg, SAP AG 



BIG DATA

A marketing hype





In 1959, GE recruited the reputable consulting firm of Arthur D. Little in Boston to conduct a survey to determine whether there was a market for portable TV 
sets that GE could now build using solid state transistors. Several months later in 1959, after spending a staggering 5 million+ in focus groups and discussions, 
Arthur D. Little Inc sent their analyses to GE suggesting that they do not believe there is any market for such TV sets. GE management pushed aside the project 
proposed by its engineers. Just before Christmas in 1959, Sony introduced a small B&W television in the US market. Sony sold more than 4 million television sets 
within months. Tellis and Golder in MIT Sloan Management Review 1996 and HBS Case 389-048 (1988) ● www.hbs.edu/faculty/Pages/profile.aspx?facId=6660 

http://sloanreview.mit.edu/article/first-to-market-first-to-fail-real-causes-of-enduring-market-leadership/

www.accenture.com/SiteCollectionDocuments/PDF/Accenture-Industrial-Internet-Changing-Competitive-Landscape-Industries.pdf



TAXONOMY OF DATA

NIST CPS PWG



DATA NIST CPS PWG – SYSTEM OF SYSTEMS



DATA NIST CPS PWG – SYSTEM OF SYSTEMS



Raw Data (in any silo) is of limited value unless analyzed in conjunction with other data 
in temporal context of the problem-question to deliver the value the application seeks. 

Recombinant Data



Dr Shoumen Palit Austin Datta ▪ SVP, Industrial Internet Consortium ▪ Research Affiliate, School of Engineering, Massachusetts Institute of Technology 273

Modified from illustration by Jaap Bloem

R
RECOMBINANT DATA

How smart can you make SMART ??  Depends on Recombinant Data  



Paradigm Shift in Data Analytics ?  

www.nanocubes.net/assets/pdf/nanocubes_paper.pdf

nanocubes

Marvin Minsky “cube on cube” (The Society of Mind, 1959)

http://bit.ly/GFS-2004



http://bit.ly/CSC-Healthcare



• Data De-Identification  http://bit.ly/MIT-IOT 

EHR and EMR Data
De-identification & 
Re-construction

ANONABOX

MIT IoT – Talk 10082014



Data Authentication – NIST CPS PWG Proposed Double-Blind Scheme

This model is designed specifically to ensure privacy requirements of anonymity, unlinkability and unobservability.          
Without the appropriate cryptography it allows user information to flow freely through the broker (blue-gray circle).



Data – Dynamic Privacy Risk Management – NIST CPS PWG



Data Elements in Internet of Systems 

www.nitrd.gov/bigdata/rfi/02102014.aspx



C-TPAT ACE

ATDI

ATS

Tier 1

Tier 2

Tier 3

e-manifest
• Vehicle Identification
• Driver’s Passport Number
• Address of Importer

100 Data Elements

• Trucking Route
• Driver Id (Biometrics)
• Cargo Id (Biomarkers)
• Purchase Order
• Proof of Delivery
• Advance Shipping Notice
• Ports of Passage
• Destination
• Origin

Attests company performs risk analysis of supply 
chain and has mitigation mechanisms in place.

Attestation audited by Customs.

Audited by Customs for best
practices in supply chain and
information (data) sharing.

Distributed data silos and lack of
interoperability creates blindspot.
Hinders non-obvious relationship
analysis (NORA) for risk estimate. 

Forecast Risk

C-TPAT > Customs-Trade Partnership Against Terrorism
ACE > Automated Commercial Environment (the enterprise system equivalent) 
ATDI > Advanced Trade Data Initiative (necessary for C-TPAT Tier 3) 
ATS > Automated Targeting System (in operation since 1990’s)

Department of Homeland Security ● Operation Safe Commerce

280



Making Sense of and Extracting Value from Data
Using a combination of systems engineering, learning algorithms and econophysics

Temporal Context, Relationships, Semantics, Value (Information or Operation), Analytics

Agent

Intelligent 
Analytical 
Engines

Distributed Intelligent 
Algorithms

Edge Apps

Platforms

Data

Edge Apps

Platforms

Data

Agent

Intelligent 
Analytical 
Engines

Distributed Intelligent 
Algorithms

Agent

Intelligent 
Analytical 
Engines

Distributed Intelligent 
Algorithms

Semantics of Time in Sense and Response

0.1 sec Run-Time?

1.0 sec Real-Time?

10 sec Near-Real Time?

100 sec Just in Time?

1,000 sec Right Time?

10,000 sec Any Time?



The bottom line – Data must be analyzed in context
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Data Management Strategy
Communications

Data Management Function

Funding Model

Business Case

Governance Management

Business Glossary

Metadata Management

Data Requirements

Data Lifecycle Management

Provider Management

Architectural Approach
Architectural StandardsData Management Platform

Data Integration

Historical Data

Data Quality Strategy

Data Profiling

Data Quality Assessment

Data Cleansing

Configuration Management

Measurement and Analysis

Process Management

Process Quality Assurance
Risk Management

Data Strategy Data Operations Data Platform Data Governance Data Quality Supporting Processes

Data Management Maturity Model

www.sei.cmu.edu/cmmi/



Economics in the Age of Big Data ● Non-Publicly Available Data in Economic Research

Science (2014) 346 715



How much more data can we expect?

Can you imagine infinity ?



Don’t confuse data with drivel

Twitter use in New York City
http://lnkd.in/dPNs7Gf



Data – Imagine what happens if 50% of the population were connected  



Data Cybersecurity – Digital Attack Map – The Prelude to Cyber Warfare   

288



www.businessinsider.com/data-breaches-infographic-2014-12
2004

2014Data Breaches



• EQM – Elusive Quest for Monetization (pre-proposal available on request)

● Connect, Converge, Combine → Obvious, Non-Obvious, Unusual

[a] Space-time-node engine

[b] Stigmergic computation 

[c] Cognitive matrices

[d] Dynamic networks 

[e] Semantics of time

[f] Spatio-temporal detection of unusual behavior

[g] Artificial retina pattern recognition in high volume data

[h] CLA + temporally integrated software/embedded systems 

[i] Conventional (time series, GARCH, OR, machine learning)

[j] Neural Image Caption Generator

http://arxiv.org/pdf/1411.6179v1.pdf
http://arxiv.org/pdf/1409.0898v2.pdf
http://www.ece.uprm.edu/%7Edomingo/teaching/ciic8996/Hierarchical%20Temporal%20Memory%20Cortical%20Learning%20Algorithm%20for%20Pattern%20Recoginition.pdf
http://arxiv.org/pdf/1411.4555v1.pdf


MONETIZE  DATA  ?

Elusive Quest for Monetization  http://bit.ly/MIT-IOT 



OPEN  DATA  
INTEROPERABILITY

Socio-Economic Disequilibrium   http://bit.ly/MIT-IOT 



All data are not created equal

DON’T USE MY DATA

A Systematic Review of Barriers to Data Sharing in Public Health

http://www.biomedcentral.com/content/pdf/1471-2458-14-1144.pdf




Healthcare Data Neutering

De-Identified Data



http://csrc.nist.gov/publications/drafts/ir7904/draft_nistir_7904.pdf
http://csrc.nist.gov/nccoe/health-it/index.html

Server B

Trusted GeoLocation in the Cloud (NIST NCCOE) – Is this an adequate solution for health data?

http://csrc.nist.gov/publications/drafts/ir7904/draft_nistir_7904.pdf
http://csrc.nist.gov/nccoe/health-it/index.html


De-identified Data (DID) will drive Research – Management Science – Policy – Funding

DID

Device
from
GE

Device
from

Medtronic

Device
from

Hitachi

Device
from

Siemens

Open Global
Secure Data

Open ICE
Secure Data

Medical
Research

Economic
Research

Big Data
Analytics

Innovation
Application

known unknown

Note: In certain instances, CPS related time constraints may render traditional cloud based D2D architecture unacceptable [QoS] due to latency. 

Secure OS Platform
Open Standard DDS

API API API API



Data Dissociation using meta data to identify/label data type 

Data Re-association using De-Identified Data (DID) Stack  

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

Jane Does
Tag N1

123-45-6789
Tag S1

77 Mass Ave
Tag A1

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

John Does-Not
Tag N2

123-45-6790
Tag S2

86 Brattle St
Tag A2

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

Z2

Z1

G2

G1

Clinic VIEW

DID VIEW

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

K2

K1



Same data but different correlation 
QUESTION

http://www.biomedcentral.com/content/pdf/1471-2458-14-1144.pdf

http://www.biomedcentral.com/content/pdf/1471-2458-14-1144.pdf


Z2

Z1

G2

G1

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

K2

K1

Same Data ← Different Questions → Extracting Information from DID 

Epedimiologists

Economists

Physician

What is the distribution of potential diabetics by zip code?

Is there a relationship between per capita income and body fat?

Can we correlate high blood glucose with increased body weight?

This is a suggestion by the author. Not a proven concept in practice.



A1

N1
A2

Z2

Z1

G2

G1

S1

K1

N2

Secured Data <> Re-association of De-Identified Data (DID)  

Re-stitch De-Identified Data - create Secure Sequencing Code (SSC)  

Re-sequence DID → HADOOP-esque concept ?

S2 K2

Name SSN-UID Street Address Zip Code Blood Glucose Weight in kg

Jane Does
Tag N1

123-45-6789
Tag S1

77 Mass Ave
Tag A1

02139
Tag Z1

190 mg/dl
Tag G1

190
Tag K1

John Does-Not
Tag N2

123-45-6790
Tag S2

86 Brattle St
Tag A2

02138
Tag Z2

109 mg/dl
Tag G2

159
Tag K2

SSC

This is a suggestion by the author. Not a proven concept in practice.

http://www.lights-control.com/market/market.html
http://www.lights-control.com/market/market.html


Privacy is a complex topic; there’s no black and white. … The question becomes: Are providers of the service 

trustworthy? This idea stretches back to Shakespeare and beyond. In Othello, Iago spells out the importance 

of reputation:

Good name in man and woman, dear my lord,

Is the immediate jewel of their souls:

Who steals my purse steals trash; ’tis something, nothing;

’Twas mine, ’tis his, and has been slave to thousands;

But he that filches from me my good name

Robs me of that which not enriches him

And makes me poor indeed.

In this world of data and information, both people and companies must maintain their reputations. People 

will be very reluctant to transact with those they can’t trust. Reputation, I think, will guide the kinds of 

decisions people make in the future.

PRIVACY  

Dr Joe Salvo in The Economist ● http://gelookahead.economist.com/future-scope/futurescope-joseph-salvo/#sthash.8iy07Sd3.dpuf



Platform for Trusted Data Access via Secure Standards and Interoperability 



Healthcare Data Interoperability & Standards

… semantics, data dictionaries, billing codes

• Terminology
– SNOMED, LOINC

• Classification Systems
– ICD10, CPT

• Devices
– IEEE 11073

• EHR-Related
– DICOM, HL7 (CDA)

• Interoperability
– DICOM, HL7 Messaging, HIPAA Transactions, NCPDP

• Language Formats
– XML, X12

Increase in computational time may
be compensated by a relaxed priority 
queue which allows throughput scaling
for large number of threads. Hence,
parallelizing common algorithms to
work on multicore chips: The SprayList
www.mit.edu/~jerryzli/SprayList-CR.pdf

http://www.mit.edu/%7Ejerryzli/SprayList-CR.pdf


DIAGNOSIS CODES for SPRAINED & STRAINED ANKLES 



CONVERGENCE : DIAGNOSIS CODE and SEMANTIC INTEROPERABILITY ?

Proprietary closed semantic data dictionaries (EPIC) and 
heterogeneity of billing codes are contributors to lack of 
semantic interoperability and inhibitor for OS platforms



Barriers to Interoperability – Role of Ontology and 
Semantics in the Healthcare Standards Landscape



Interoperability between systems 

Many more systems to come …



Sensor enabled wearables - appropriate attributes may improve prevention, prediction and protection  

MIT



Human Genomics in the  IoS era – is your genome connected to mine?

Mendelian Inheritance in Man: A Catalog of Human Genes and Genetic Disorders by Victor A. McKusickCell 157 241-253 (2014)

Glucose
NanoSensor

NanoRadio



Human Genomics in Precision Medicine

Cell 157 241-253 (2014)



www.ucsf.edu/sites/default/files/legacy_files/documents/new-taxonomy.pdf

How do we

integrate data

from these

systems with

open source

healthcare 

platform?

http://www.ucsf.edu/sites/default/files/legacy_files/documents/new-taxonomy.pdf


Build bridges to create secure healthcare data platforms?

The complexity of healthcare is inextricably linked with regulatory compliance, security and 
privacy. The top down approach to create interoperable systems may be short of impossible but 
the bottom up approach to create bridges for data interoperability may help vendors continue 
with their system sales but enables practitioners to use the data, via open platforms, effectively.

Healthcare
Integrated
Intelligent 
Platforms

http://www.ieee-isto.org/member-programs/ice-alliance


Handrails – Constraints or Opportunities to Cross the River

http://www.sciencedirect.com/science/journal/03032647/123/supp/C



Think and Connect like a Neuron

Extracting value from data to generate information

ANALYTICS



Born 1 May 1852
Petilla de Aragón, Navarre, Spain

Died 18 October 1934 (aged 82)
Madrid, Spain

Santiago Ramón y Cajal

Slice of neo-cortex, as identified by Cajal. Every cubic mm
contains about 100,000 neurons and 2-4 km of axons and
dendrites. Layers I-VII on the right = 2mm vertical distance. 

http://en.wikipedia.org/wiki/Petilla_de_Arag%C3%B3n
http://en.wikipedia.org/wiki/Navarre
http://en.wikipedia.org/wiki/Spain
http://en.wikipedia.org/wiki/Madrid
http://en.wikipedia.org/wiki/Spain






THE SOCIETY OF MIND
Marvin Minsky (1959)



Section of a HTM region, equivalent to 1 layer of neurons in the neocortical 

region (layer 3). Each 4-cell column connects to a subset of the input and 

each cell connects to other cells in the region (connections are not shown). 

The principle of this connectivity was abstracted in Minsky’s cube-on-cube.

Hierarchical Temporal Memory (HTM), a form of ANN

Numenta



Hierarchical Temporal Memory (HTM) is a machine learning tool to capture the structural and algorithmic properties of the 
neocortex which is the seat of intelligent thought in the mammalian brain. High level vision, hearing, touch, movement, 
language and planning are performed by the neocortex. Given such a diverse suite of cognitive functions, the neocortex 
may be expected to implement an equally diverse suite of specialized neural algorithms. In reality, the neocortex displays a 
remarkably uniform pattern of neural circuitry. In other words, the neocortex implements a common set of algorithms to 
perform many different intelligence functions. It may be analogous to an abstraction which is used in a systemic context.

Programming HTM cortical learning algorithms require training through exposure to a stream of sensory data (capabilities 
are determined largely by exposure). HTM is a memory based ANN system. HTM networks are trained on time varying data 
and rely on storing a large set of patterns and sequences. A crucial distinction of HTM is embedded in the semantics of time 
which is an important element in applications relating to cyberphysical systems (CPS). Classic computer memory has a flat 
organization and does not have an inherent notion of time because the semantics of time are not available in the ISA 
(instruction set architecture). Therefore, in the classical programming environment, we can implement any kind of data 
organization and structure on top of the flat computer memory and control how and where information is stored.

HTM memory is more restrictive. HTM memory has a hierarchical organization and is inherently time based. Information is 
always stored in a distributed fashion. HTM user is expected to specify the size of the hierarchy and what to train the system 
on but the HTM controls where and how information is stored (data, patterns, text, sequences). Hence, HTMs are learning 
and prediction machines that can be applied to many types of problems through the inherent abstractions in the system. 
Although an HTM region is equivalent to only one portion of a neocortical region (layer 3), it can perform inference and 
prediction on complex data streams. Hence the significance of HTMs in data analytics in multiple domains or verticals. 

Although neurons in the neocortex are highly interconnected, inhibitory neurons guarantee that only a small percentage of 
the neurons are active at one time. Thus, information in the brain is always represented by a small percentage of active 
neurons within a large population of neurons. This kind of encoding is called a “sparse distributed representation” where a 
small percentage of neurons are active at one time. “Distributed” refers to the characteristic that the activation of many 
neurons are required in order to represent something. A single active neuron conveys some meaning but it must be 
interpreted within the context of a population of neurons to convey the full or complete meaning relevant to the context.

HTM (CLA) attributes include time and context – essential for many 
CPS (cyberphysical systems) applications and data analytics (context)



Understanding the neurological basis of certain anomalies provides clues to information/data processing



Neurons connect to process data and information using the mechanism of pattern recognition as a tool 

Syntactic Web

Semantic Web



Synapses can connect, converge and coalesce data from various regions to generate the precise response 

Syntactic Web

Semantic Web

Synaptic Web



Neuro-Synaptic Chips & Multi-core platforms for parallel processing of noisy, multi-modal, unstructured data 

Dr Dharmendra Modha
IBM • www.modha.org

Neuro-synpatic Chip



Model Based
Fault Detection 

Control Algorithms
Signal Processing

Data Driven
Anomaly Detection 

Software Monitors
FDI Supervisor

Perimeter - Distributed API for data ● Core - holds matrix of questions  

MULTICORE PROCESSOR

Multi-Core Analytical Platforms 



Devices will generate data

Healthcare Platform



Revenue MKT CAP2014 Global Top 40 Medical Device Manufacturers
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http://bit.ly/MED-TECH-2013
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2012 

Imaging

http://bit.ly/MED-TECH-2013


I pee on everything – Vint Cerf



How do you make sense of data?

When analytics can add value to applications 



When can you turn data into profit?

Increasing Profit

Cirrus Shakeri



PAY-PER-ANALYTICS 

02/21/2014

monetize
that



How deep is the disruptive core when 
Samsung invests in medical analytics?

Old world product business is dead?



Paradigm Shift?
What if every product is a data service?

Old world product business is dead

Data-Dependent / Data-Driven Paradox
Email the product. Charge for service.



19 December 2014

Paradox? 
Paradigm?
Rolls Royce does not 
sell jet engines. It 
sells “thrust hours” 
guaranteed uptime 
and service levels 
based on sensor 
data from turbines.

MRI 2 mining trucks 
pay per use pricing 
based on service.

Products will be the 
vehicles for service 
LT micro-revenue. 



Disposable Printed Circuits – disrupts business 
models with IoS – transform products to services

http://1u88jj3r4db2x4txp44yqfj1.wpengine.netdna-cdn.com/wp-content/uploads/2015/01/thinfilm-2.jpg
http://1u88jj3r4db2x4txp44yqfj1.wpengine.netdna-cdn.com/wp-content/uploads/2015/01/thinfilm-2.jpg
http://1u88jj3r4db2x4txp44yqfj1.wpengine.netdna-cdn.com/wp-content/uploads/2015/02/smart-shoe.jpg
http://1u88jj3r4db2x4txp44yqfj1.wpengine.netdna-cdn.com/wp-content/uploads/2015/02/smart-shoe.jpg


● Bohr's principle of complementarity is 
the cornerstone of quantum mechanics.

● Complementarity is crucial to the 
future of business and profitability

Revisiting BPC with a quantum device ● Jian-Shun Tang, Yu-Long Li, Chuan-Feng Li and Guang-Can Guo
Phys. Rev. A 88, 014103 – Published 22 July 2013 – DOI: http://dx.doi.org/10.1103/PhysRevA.88.014103

● Complementarity is fundamental to 
structure of DNA & biological regulation.

http://plato.stanford.edu/entries/qm-copenhagen/
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC534158/pdf/pnas00735-0090.pdf
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC430798/pdf/pnas00026-0162.pdf


Evidence for Complementarity

Business of Disruptive Convergence ?

FedEx Hub in Memphis, TN

http://bit.ly/ALIBABA-AND-40-DRONES

http://bit.ly/ALIBABA-AND-40-DRONES


Hardware is becoming Soft

COMPLEMENTARITY

Software is becoming Hard



• Google

• Amazon

• Facebook

• Paypal

• Purchases 8 robotics 
companies in 6 months

• Kindle, Fire, Phone, 
Echo, Drones, 2lemetry

• Oculus, Ascenta, Drones

• Registers, Dongle, card 
readers

Software is becoming Hard

http://gizmodo.com/a-humans-guide-to-googles-many-robots-1509799897
http://www.cbsnews.com/news/google-buys-8-robotics-companies-in-6-months-why/
http://wearableworldnews.com/2014/11/07/amazon-moves-deeper-hardware-business-new-speaker-assistant/
http://www.reuters.com/article/2014/03/27/us-facebook-internet-idUSBREA2Q27420140327
http://www.ft.com/intl/cms/s/0/b8a6524a-b627-11e3-b40e-00144feabdc0.html#slide0
http://hothardware.com/news/PayPal-Here-A-New-Mobile-Payment-Dongle

http://gizmodo.com/a-humans-guide-to-googles-many-robots-1509799897
http://www.cbsnews.com/news/google-buys-8-robotics-companies-in-6-months-why/
http://wearableworldnews.com/2014/11/07/amazon-moves-deeper-hardware-business-new-speaker-assistant/
http://www.reuters.com/article/2014/03/27/us-facebook-internet-idUSBREA2Q27420140327
http://www.ft.com/intl/cms/s/0/b8a6524a-b627-11e3-b40e-00144feabdc0.html%23slide0
http://hothardware.com/news/PayPal-Here-A-New-Mobile-Payment-Dongle


Amazon Warehouse – Amazing Software Company?

Obsolescence imminent? http://bit.ly/BEAM-ME-UP-SCOTTY

http://bit.ly/BEAM-ME-UP-SCOTTY


Amazon



• GE

• Monsanto

• John Deere

• Nokia

• Quirky, Pivotal, GE GRC 
Software 

• Climate Company, 
Precision Planting

• Farm Manager App in 
Apple’s App Store

• Is now Microsoft

http://www.economist.com/news/business/21605916-it-has-taken-ges-boss-jeffrey-immelt-13-years-escape-legacy-his-predecessor-jack
http://www.forbes.com/sites/bruceupbin/2013/10/02/monsanto-buys-climate-corp-for-930-million/
http://www.wsj.com/articles/SB10001424052702304707604577422162132896528
https://stellarsupport.deere.com/en_US/categories/downloads/apex-update/
http://www.zdnet.com/article/microsoft-the-hardware-company/

Hardware is becoming Soft

http://www.economist.com/news/business/21605916-it-has-taken-ges-boss-jeffrey-immelt-13-years-escape-legacy-his-predecessor-jack
http://www.forbes.com/sites/bruceupbin/2013/10/02/monsanto-buys-climate-corp-for-930-million/
http://www.wsj.com/articles/SB10001424052702304707604577422162132896528
https://stellarsupport.deere.com/en_US/categories/downloads/apex-update/
http://www.zdnet.com/article/microsoft-the-hardware-company/


Software still the prime target

SOFT

http://graphics.wsj.com/billion-dollar-club/





Tread softly





www.softwareplatform.net/wp-content/uploads/2015/02/2015-02-15_15-35-49.png

Recent tech start-ups valued at over $1 billion

SOFTWARE



First funding & per-capita location 
quotients of venture capital deals

http://bit.ly/2014-BROOKINGS

About one quarter of all VC deals in US are in CA



Hardly soft                 Softly hard



Autonomous Connected Service - Apple, Google 



Is this the Supply Chain Revolution of the Future?  



FT

One Supply Chain Revolution of the Future is Here  



Another Supply Chain Revolution – is in progress  

Li-ion battery costs (in US$, 2014) down 60% from 2010. Solar PV costs have plunged.   

MIT



http://qz.com/344760/one-radical-theory-behind-apples-sudden-interest-in-cars/ ● Feb 14, 2015

Apple Car or the Apple Cart ?

http://qz.com/344760/one-radical-theory-behind-apples-sudden-interest-in-cars/


Can anybody stop you from printing a 
car in your own garage in China?

Anybody can write software and 
program from a tiny hut in India



3D Printing ● It took about 30 years 

It takes about 28-30 years for an idea to be socialized before it is accepted and adopted. 
1999 was the birth year for IoT concept. We expect exponential growth of IoS by 2030.

In 1984, Carl Deckard started his PhD with 

Professor Joseph Beaman at UT Austin. They 

commercialized one of the first forms of 3D 

printing, called Selective Laser Sintering (SLS). 

In 1988, New York Times attempted to explain 

SLS (http://bit.ly/3D-PRINTING-NYT-1988). 

About 30 years later, at the 2015 Detroit Auto 

Show the Shelby Cobra is 3D printed by ORNL 

(Oak Ridge National Laboratory, DOE). The 

Industrial Internet Consortium is exploring 3D 

printing in an autonomous (self-assembly, self-

organizing) manufacturing test bed proposal.
http://energy.gov/eere/amo/3d-printed-shelby-cobra

http://www.me.utexas.edu/directory/faculty/beaman/joseph/4/
http://bit.ly/3D-PRINTING-NYT-1988
http://energy.gov/eere/amo/3d-printed-shelby-cobra


Economic history and data related to Textile, Railway, Automobiles and Computers taken from work by Norman Poire

1771 1825 1886 1939 1977 1991

Industrial Revolution 

1800

Knowledge Driven Economies of Scale 

1853 1913 1969 2005 2020

Ad
op

tio
n

Technology Surfaces

1853 1913 1969 2020 2061 2081

Textile Railway Auto Computer Agents
ML

Nanotech
DLV, CPS
3DP / IoT

1959
AI

Atoms Bits

2010

2040

2100

IoT / IIoT
Cyberwar
H, Fusion

Systems IoS

The Wealth of Nations ● Nature of the Firm (Transaction Cost Economics) 

1995
Public

Internet

It takes about 28-30 years for an idea to be socialized before it is accepted and adopted. 
1999 was the birth year for IoT concept. We expect exponential growth of IoS by 2030.



During the week of 9th Feb 2015, American retailer Under Armour spent half a billion to 

purchase health tracking app MyFitnessPal. What is the significance? Signals the use of 

personal information for product design. Collecting massive amounts of customer data 

has transformed product marketing/sales. Now it changes product design/development.

COMPLEMENTARITY

is pervasive … not limited to 
hardware and/or software



Boil the Ocean

In 1854, Ferdinand de Lesseps obtained a concession from Sa'id Pasha, the Khedive of Egypt and Sudan, to create a company to construct 
a canal open to ships of all nations. De Lesseps convened the Commission Internationale pour le percement de l'isthme des Suez consisting 
of 13 experts from seven countries. The commission produced a unanimous report in December 1856 containing a detailed description of 
the canal complete with plans and profiles. The Suez Canal Company (Compagnie universelle du canal maritime de Suez) came into being 
on 15 December 1858 and work started on the shore of the future Port Said on 25 April 1859. International opinion was sceptical and 
Suez Canal Company shares did not sell well overseas. Britain, United States, Austria and Russia did not buy a significant number of 
shares. All French shares were quickly sold in France. A contemporary British sceptic claimed:

One thing is sure our local merchant community doesn't pay practical attention at all to this grand work and it is legitimate to doubt that 
the canal's receipts could ever be sufficient to recover its maintenance fee. It will never become a large ship's accessible way in any case.

The British government had opposed the project from the outset to its completion. The canal opened on 17 November 1869. 

The first ship through the canal was the British P&O liner Delta. Although L'Aigle was officially the first vessel through the 
canal, HMS Newport, captained by George Nares, passed through it first. On the night before the canal was due to open, Captain Nares 
navigated his vessel, in darkness and without lights, through the mass of waiting ships until it was in front of L'Aigle. When dawn broke 
the French were horrified to find that the Royal Navy was first in line and that it would be impossible to pass them. Nares received both 
an official reprimand and an unofficial vote of thanks from the British Admiralty for his actions in promoting British interests and 
demonstrating such superb seamanship. 

After the opening the Suez Canal Company was in financial difficulties. Less than 500 ships passed during the first few years. External 
debts forced Said Pasha's successor, Isma'il Pasha, to sell his country's share in the canal for £4 million (about £86 million in 2013) to the 
United Kingdom in 1875 but French shareholders still held the majority. Prime Minister Benjamin Disraeli was accused by William Ewart
Gladstone of undermining Britain's constitutional system, because he had not obtained consent from Parliament when purchasing the 
shares with funding from the Rothschilds. 

In 2012, nearly 20,000 ships used The Suez Canal. On an average, 50 ships navigate the canal daily, carrying more than 300 million tons of 
goods per year. On August 5, 2014, President Sisi of Egypt announced the building of a new Suez Canal project to add 45-mile parallel lane 
to allow more ships to use this freight transportation option (www.theguardian.com/world/2014/aug/05/egypt-build-new-suez-canal).

361



HOW TO BOIL THE OCEAN – Science and Technology 



HOW TO BOIL THE OCEAN – Invest in Basic Science Research   

Trillion Dollar 
Economy





Robert F Curl
1995





Power … Reimagined

http://bit.ly/CHANGE-LIVES-WITH-GRAPHENE

http://bit.ly/CHANGE-LIVES-WITH-GRAPHENE


In 1979, Joseph Beaman, with a doctorate from MIT, goes to 

the University of Texas (Austin) and discovers “solid freeform 

fabrication”. The invention of laser radiation sintering takes 

place in his lab. First laser sintering 3d printing patent number 

is 4863538, issued to Carl Deckard, a graduate student who 

earned his PhD at UT Austin under the supervision of Joseph 

Beaman. The second and third key patents (direct metal laser 

sintering and 3D printing) was issued to Michael Cima at MIT 

and Suman Das, another PhD student of Joseph Beaman.

Direct Laser Sintering (precursor to 3D Printing)

http://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PALL&p=1&u=/netahtml/PTO/srchnum.htm&r=1&f=G&l=50&s1=4,863,538.PN.&OS=PN/4,863,538&RS=PN/4,863,538


Eve Curie, 1997 (NY)



510 Birge Hall at UC Berkeley (1995)



http://bit.ly/2014-DEAL-DENSITY

Is there a relationship between location and VC deals in the US?

Investment correlates with proximity to location of academic excellence



HOW TO BOIL THE OCEAN – Economics and Business 



Global VC Funding (2010-2014) 

In past 5 years, $54 billion of the $82 billion (66%) is in the US 
http://bit.ly/PETER-EVANS



http://bit.ly/YIELD-CURVEThe Economic Future
USA

MARCH 18, 2015 – AMANDA COX ▪ NYT



http://bit.ly/YIELD-CURVEThe Economic Future

MARCH 18, 2015 – AMANDA COX ▪ NYT



http://bit.ly/YIELD-CURVEThe Economic Future

MARCH 18, 2015 – AMANDA COX ▪ NYT



BOIL THE OCEAN TO CREATE A BETTER WORLD ? 



http://bit.ly/DALE-CARNEGIE



















Value from data analysis depends on the 
ability to craft the contextually relevant 

QUESTION
TRANSACTIONAL  QUESTION 



Charles Babbage (1791-1871), computer pioneer, designed the first automatic computing engines. He invented computers but failed to build
them. The first complete Babbage Engine was completed in 2002 in London, 153 years after it was designed. Difference Engine No 2, built 
faithfully to the original drawings, consists of 8,000 parts, weighs 5 tons and measures 11 feet long. The photograph (above) is an identical 
Engine completed in March 2008 which is on display at the Computer History Museum at 1401 N Shoreline Blvd, Mountain View, CA 94043.

Babbage Engine



On two occasions I have been asked 
[by members of the British Parliament],

'Pray, Mr. Babbage, if you put in the 
machine the wrong figures, will the 
right answers come out?'

I am not able to apprehend the kind of 
confusion of ideas that could provoke 
such a question.

vvvvvvvvvvvvvvvvvvvvvvCHARLES BABBAGE



The next big thing is 
bigger than big data

it is the

BIG QUESTION
TRANSACTIONAL  QUESTION 



LABOR  REPLACED
•Kodak

– 1988 ● 145,000 employees
– 2012 ● Files for bankruptcy

•Instagram
– 2012 ● 13 employees
– 2012 ● 30 million customers 

Sensors, voice recognition, AI, big data, 
text-mining and pattern-recognition may 
create robots capable of replacing human

KNOWLEDGE REPLACED ?
www.alternet.org/print/robert-reich-our-horrifying-future-very-few-people-will-have-work-or-make-money



Make no little plans; they have no 
magic to stir men's blood and probably 
themselves will not be realized. Make 
big plans; aim high in hope and work. 

Daniel Hudson Burnham (1846-1912) ● www.pbs.org/program/make-no-little-plans/



What is stemming our quantum leap?



www.burning-glass.com/media/3326/Real-Time%20Insight%20Into%20The%20Market%20For%20Entry-Level%20STEM%20Jobs.pdf

Sub-BA
Average Salary

$47,000

http://www.burning-glass.com/media/3326/Real-Time%20Insight%20Into%20The%20Market%20For%20Entry-Level%20STEM%20Jobs.pdf


21st Century Jobs



CYBERSECURITY

http://www.burning-glass.com/media/4187/Burning%20Glass%20Report%20on%20Cybersecurity%20Jobs.pdf

http://www.burning-glass.com/media/4187/Burning%20Glass%20Report%20on%20Cybersecurity%20Jobs.pdf


CYBERSECURITY



CYBERSECURITY



CYBERSECURITY



CYBERSECURITY



CYBERSECURITY



CYBERSECURITY



CYBERSECURITY

www.burning-glass.com/research/cybersecurity/



What is stemming our quantum leap?

Roadblocks to a Resplendent Future



Olo hit 10 million users on April 2, 2015. It took 2,229 days to get the 1st million. 47 days to get to the last

But was the Newton a 
failure? The timing of 
Newton’s entry into the 
handheld market was akin 
to the timing of the Apple II 
into the desktop market. It 
was a market-creating, 
disruptive product targeted 
at an undefinable set of 
users whose needs were 
unknown to either 
themselves or Apple. On 
that basis, Newton’s sales 
should have been a 
pleasant surprise to Apple’s 
executives: It outsold the 
Apple II in its first two years 
by a factor of more than 
three to one. But while 
selling 43,000 units was 
viewed as an IPO-qualifying 
triumph in the smaller 
Apple of 1979, selling 
140,000 Newtons was 
viewed as a failure in the 
giant Apple of 1994. 

http://bit.ly/INNOVATORS-DILEMMA

Perseverance



• Apple Developers Conference, Santa Clara Convention Center (March 2014)



Doctorates awarded to female candidates (NSF, 2012)

HYPATIA



Dr Shoumen P Austin Datta ● Research Affiliate, School of Engineering, MIT ● SVP, Industrial Internet Consortium ● shoumen@mit.edu

Internet of Systems  ● http://bit.ly/MIT-IOT  
http://bit.ly/Water-Gate

Internet
of

Systems





Disclaimer

The contents presented here by the author should not be mistaken to reflect or represent the brilliance or 

skills of the author. The author has neither created anything new nor invented any portion of this collective 

thinking. The references to material from scientists at MIT, CMU, HMS and other institutions are borrowed 

and aggregated by the author to suggest potential confluence of ideas. Many of these ideas are common 

and should not be viewed as ideas due to the author, alone. The meteoric accomplishments and the august 

institutional image of MIT and other organizations are solely due to the scientists and their scientific genius. 

There is absolutely no connectivity between these works and the author. The author neither represents the 

science nor the scientists. The author is not a contributor (unless specifically mentioned here) but merely a 

collector. This is not an attempt by the author to masquerade under any institutional banner of excellence. 

The author does not claim to be a part of the rigorous standards of excellence exemplified by MIT or imply 

that the author is a part of that intellectual fabric that one perceives about the elite institutions which may 

be mentioned in this presentation. The author has merely borrowed the material to spin a yarn to depict a 

resplendent future. The progress of civilization is due to science by the scientists. The author is an external 

observer of that magnificent process of evolution which creates a sense of the future. Please enjoy the ride.   
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